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Announcement 

Copyright © SANGFOR Technologies Co., Ltd. All rights reserved. 

No part of the information contained in this document shall be extracted, reproduced or transmitted in any 

form or by any means, without prior written permission of SANGFOR. 

SANGFOR, SANGFOR Technologies and the SANGFOR logo  are the trademarks or registered 

trademarks of SANGFOR Technologies Co., Ltd. All other trademarks used or mentioned herein belong to 

their respective owners. 

This manual shall only be used as usage guide, and no statement, information, or suggestion in it shall be 

considered as implied or express warranties of any kind, unless otherwise stated. This manual is subject to 

change without notice. To obtain the latest version of this manual, please contact the Customer Service of 

SANGFOR Technologies Co., Ltd. 
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Symbol Conventions 

This manual also adopts the following symbols to indicate the parts that need special attention to be paid 

during the operation: 

Convention Meaning Description 

 
Caution 

Indicates actions that could cause setting error, loss of data or 

damage to the device. 

 
Warning Indicates actions that could cause injury to human body. 

 
Note Indicates helpful suggestion or supplementary information. 

Technical Support 

Email: tech.support@sangfor.com.hk 

International Service Centre: +60 12711 7129 (7511)     Malaysia: 1700817071 

Website: www.sangfor.com 

Acknowledgements 

Thanks for using our product and user manual. If you have any suggestion about our product or user 

manual, please provide feedback to us through phone or email. 



SANGFOR IAM v4.1 User Manual 

8 

Chapter 1 IAM Installation 

This chapter mainly describes the appearance and installation of SANGFOR IAM hardware device. After 

correct installation, you can configure and debug the system. 

1.1 Environment Requirement 

The SANGFOR IAM device requires the following working environment: 

 Input voltage: 110V-230V 

 Temperature: 0-45℃ 

 Humidity: 5%-90% 

To ensure long-term and stable running of the system, the power supply should be properly grounded, 

dustproof measures taken, working environment well ventilated and indoor temperature kept stable. This 

product conforms to the requirements on environment protection, and the placement, usage and discard of 

the product should comply with relevant national law and regulation. 

1.2 Power 

The SANGFOR IAM device uses 110 ~ 230V alternating current (AC) as its power supply. Make sure it is 

well-grounded before being provided with power supply. 

1.3 Product Appearance 

 

SANGFOR IAM Hardware Device 

Above is the front panel of SANGFOR IAM hardware gateway device. The interfaces or indicators on the 

front panel are described respectively in the following table.  
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Table 1 Interface Description 

No. Interface/Indicator Usage 

1 CONSOLE Interface Used for high-availability function (redundant system) 

2 WAN2 (eth3)  Network interface to be defined as WAN2 interface 

3 DMZ (eth1) Network interface to be defined as DMZ interface 

4 WAN1 (eth2) Network interface to be defined as WAN1 interface 

5 LAN (eth0) Network interface to be defined as LAN interface 

6 POWER Indicator Power indicator of IAM gateway device 

7 ALARM Indicator Alarm indicator of IAM gateway device 

The CONSOLE interface is only for debugging by technical engineers. The end users connect to the 

device via the network interfaces.  

1.4 Configuration and Management 

Before configuring the device, please prepare a computer and make sure the web browser (for example, 

Internet Explorer browser) of the computer can be used normally. Then connect the computer with the 

IAM device to a same local area network (LAN) and then configure the IAM device on the computer over 

the established network. 

The default IP address settings for the network interfaces are described below:  

Interface IP Address 

eth0 (LAN) 10.251.251.251/24 

eth1 (DMZ) 10.252.252.252/24 

eth2 (WAN1) 200.200.20.61/24 

1.5 Wiring Method of Standalone 

Connect the power cable to the Power interface on the rear panel of the IAM device and switch on the 

power supply. The POWER indicator (in green) and ALARM indicator (in red) on the front panel will be 

lighted. The ALARM indicator will go out one or two minutes later, indicating the device runs normally. 
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Follow the instructions below to wire the interfaces: 

 Use standard RJ-45 Ethernet cable to connect the LAN interface to the local area network and 

then configure the IAM device. 

 Use standard RJ-45 Ethernet cable to connect the WAN1 interface with the networking device, 

such as router, optical fiber transceiver, ADSL Modem, etc. 

 Use standard RJ-45 Ethernet cable to connect DMZ interface to the DMZ zone network. 

Generally, the Web server and Mail server providing services to wide area network (WAN) are 

placed at the DMZ zone. The IAM device provides secure protection for these servers. 

When wiring the interfaces, please use the correct cables for connection as instructed below: 

 Use straight-through cable to connect a WAN interface with the Modem, and crossover cable to 

connect a WAN interface with the router.  

 Use straight-through cable to connect the LAN interface with the switch, and crossover cable to 

connect the LAN interface on the device with the network interface on the computer.  

If connections cannot be established while the corresponding indicator functions normally, please check 

whether cables are correctly used for connections. The differences between straight-through cable and 

crossover cable are the wire sequences at both ends, as shown below: 
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1.6 Wiring Method of Redundant System 

If two IAM devices are deployed in high availability mode (HA), please wire the two devices to external 

network and internal network as shown below: 

 

Follow the instructions below to wire the two devices:  

 Use standard RJ-45 Ethernet cable to connect the WAN1 interfaces of the two IAM devices to a 

same switch (if multi-line function is applied, the wiring method is the same: just connect the 

WAN interfaces of the two devices to a same external line), and then connect the switch to other 

networking devices, such as router, fiber optical transceiver and ADSL Modem, etc. 

 Use the Console cable (among the accessories) to connect Console interfaces of the two IAM 

devices. 

 Use RJ-45 Ethernet cable to connect the LAN interfaces (eth0) of the two IAM devices to a same 

switch, and then connect the switch to the LAN switch, connecting it to the LAN. 

After the two devices are correctly wired, switch on the power for both devices and then configure them. 

The procedures for configuring the redundant system are the same as that for a standalone device. You 

need only configure the active IAM device, which will automatically synchronize its configurations to the 

standby IAM device.  
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Chapter 2 IAM Console 

2.1 WebUI Login 

The IAM device supports secure HTTPS login, using the standard port of HTTPS protocol. If you log into 

the Web Console of the IAM device for the first time, type the default login address https://10.251.251.251 

in the address bar of the browser.  

Using HTTPS to login to the WEBUI and manage the IAM device can avoid the potential risks that 

the configurations may be intercepted during transmission.  

Log into the Web Console 

After finishing all the wiring, you can then log into the Web User Interface (UI) to configure the 

SANGFOR IAM device. Follow the procedures below to log into the console of the IAM device: 

Step 1. Configure an IP address (for example, 10.251.251.100) on the 10.251.251.X subnet for the 

computer, and then type the default login IP address and port in the IE address bar: 

https://10.251.251.251. Click <Go> and the following alert dialog appears:  

 

Step 2. Click <Yes> to open the login interface, as shown below:  
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Step 3. Type the user name and password, and click <Login> to log into the IAM device console. The 

username and password are Admin by default. 

To view the version of the current IAM gateway device, click <Version>.  

You can log into the console without installing any ActiveX. Non-IE browsers are also supported. 

Remove the Certificate Alert Dialog 

During the login to the console, the browser may pop up the certificate alert dialog. To remove it, do as 

follows:  

Step 1. Log into the console, open the [System] > [Advanced] > [Web UI Options] page. Specify the IP 

address (to which the certificate will be issued) in the [Issue Console SSL Cert. To] field. Here, 

the IP address refers to that of the network interface for login and it is the IP address of the LAN 

interface by default. In this example, we suppose that you have logged into the console through 

the default address of the LAN interface.  
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Step 2. Click <Download Certificate> to download the certificate to the local computer and click <Save> 

to save it.  

 

Step 3. Locate the certificate in the local computer and double-click it to install. 

After the certificate is installed, the alert dialog will not pop up when you login through the default address 

of the LAN interface.  

Only when you login through the IP address specified in [Issue Console SSL Cert. To] and the local 

computer has installed the certificate will this alert dialog be removed. If you login through other 

address or the computer has not installed the certificate, the alert dialog will still pop up.  
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2.2 Configuration 

After logging in to the Web UI, you will see the following major modules: [Status], [Objects], 

[User/Policy], [Bandwidth Mgt], [Proxy/Cache], [Security], [Firewall], [Network], [System] and 

[Diagnostics], as shown below:  

 

The following instructions for the buttons and icons are applicable to all the configuration pages on the 

IAM device and will not be described again in the subsequent sections:  

 If a <Commit> button is included on the configuration page, after you change the configurations, 

you need click this button to apply your configuration changes. Generally, it may take 5 to 10 

seconds for the configuration changes to take effect. To make them take effect immediately, click 

the  icon at the bottom-right of the page.  

 The  icon at the bottom-right of the page is for broadcasting some system messages or 

warning messages in real time. 

 Most of the configuration pages include the  icon. When you put your mouse cursor over 

this icon, a brief description for the current configuration item will pop up.  

When you modify the settings on the [Network] > [Deployment] page or [System] > [System Time] 

page or default encoding on the [System] > [Advanced] > [Web UI Options] page, the IAM device 

will restart and you need to re-login.  
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For most of the pages that display the configuration information and status in List View, you can select the 

columns to be displayed to easily get your desired information and sort the information in ascending or 

descending order according to your needs. For example:  

1. On the [Member List] page, you can select the columns that you want to display and the page will only 

display the information of the selected columns, as shown below:  

 

2. On the [Online Users] page, you can select [Sort Ascending] or [Sort Descending] to sort the 

information in ascending or descending order by the corresponding column.  
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Chapter 3 Functions 

3.1 Status 

The [Status] module displays the basic status information of the IAM device, including [Running Status], 

[Security Status], [Flow Status], [Real-time Behaviors], [Online Users], [Email Audit] and [DHCP Status].  

3.1.1 Running Status 

The [Running Status] displays the following information of the IAM device: resource information, 

interface information, interface throughput, trend of application flow speed, flow ranking, real-time 

behaviors and security status.  

3.1.1.1 Select Displayed Modules 

On the [Running Status] page, you can select the modules to be displayed on the [Running Status] page 

according to your needs.  

To select the modules that you want to display, do as follows:  

Step 1. Click the <Select Displayed Modules> button to open the information list, as shown below:  

 

Step 2. Click to select the information items to be displayed, and the page will only display the 

information of the selected modules.  
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3.1.1.2 Restore Default Display 

On the [Running Status] page, click the <Restore Default Display> button to display the default modules 

only, namely, [Resource Information], [Throughput], [Application Flow Ranking] and [User Flow 

Ranking]. 

3.1.1.3 View Status 

3.1.1.3.1 Resource Information 

The [Resource Information] section displays the brief information of the device resources, including CPU 

usage, memory usage, disk usage, device sessions, online users, system time and log information of the day, 

as shown below:  

 

To enable the automatic refresh function, click the  icon to open the [Options] page, and then check the 

[Enable Auto Refresh] option and set the refresh interval, as shown below:  

 

To enter the Internal Data Center, click the [Internal Data Center] link to enter the data center and search 
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for logs or make statistics.  

3.1.1.3.2 Throughput 

The [Throughput] section uses a line graph to dynamically display the status of the WAN interface sending 

or receiving packets in real time, as shown below:  

 

To set the parameters related to the graph, do as follows:  

Step 1. Click the  icon to open the [Graph Settings] page, as shown below:  
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Step 2. Specify the following information.  

Table 2 Graph Settings (Throughput) 

Field  Description 

Enable Auto Refresh  Check the option to enable the automatic refresh function and then set the 

refresh interval.  

Select Time Period  Select the time period, in which the throughput of the interface is to be 

displayed.  

Select Unit  Select the flow unit. 

Select Interface  Select the interface whose throughput is to be displayed. 

Step 3. Click <Commit> to save your settings.  

3.1.1.3.3 Application Flow Ranking 

The [Application Flow Ranking] section displays the flow ranking of top 10 applications. You can rank 

them by uplink flow, downlink flow or total flow. As shown in the following figure, if you click the 

[Uplink] column, the [Percent] column display the percentage of uplink flow; if you click the [Downlink] 

column, the [Percent] column display the percentage of downlink flow. By default, the [Application Flow 

Ranking] displays applications of ALL flow type, which include IPv4 and IPv6. User has options to select 

either IPv4 or IPv6 flow for applications display. 

 

To set the automatic refresh interval and flow type, click the  icon.  
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3.1.1.3.4 User Flow Ranking 

The [User Flow Ranking] section displays the flow ranking of top 10 users. You can rank them by uplink 

flow, downlink flow or total flow. As shown in the following figure, if you click the [Uplink] column, the 

[Percent] column display the percentage of uplink flow; if you click the [Downlink] column, the [Percent] 

column display the percentage of downlink flow. By default, the [User Flow Ranking] displays users of 

ALL flow type, which include IPv4 and IPv6. There are options to select either IPv4-based or IPv6-based 

traffic for display. 

 

To set the automatic refresh interval and flow type, click the  icon. 

3.1.1.3.5 Application Flow Speed Trend 

The [Application Flow Speed Trend] section uses an overlay graph to dynamically display the flow speed 

trend of various applications, with different applications displayed in different colors, as shown below:  
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To set the parameters related to the graph, do as follows:  

Step 1. Click the  icon to open the [Graph Settings] page, as shown below: 

 

Step 2. Specify the following information. 

Table 3 Graph Settings (Application Flow Speed Trend) 

Field  Description 

Enable Auto Refresh  Check the option to enable the automatic refresh function and then set the 

refresh interval.  

Select Unit  Select the flow unit. 

Select Line  Select the line. Options are: [All], [Line1] and [Line2]. 

Type  Select the flow speed type. Options are: [Total], [Uplink] and [Downlink]. 
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Step 3. Click <Commit> to save your settings. 

3.1.1.3.6 Interface Information 

The [Interface Information] section mainly displays the status of the network interfaces on the IAM device, 

and the corresponding flow sent and received in real time, as shown below: 

 

The  icon indicates the interface is connected, and the  icon indicates the interface is not 

connected yet.  

To set the automatic refresh interval, click the  icon.  

3.1.1.3.7 Security Status 

The [Security Status] section mainly displays the insecure behaviors detected by the IAM device, as shown 

below: 

 

To set the automatic refresh interval, click the  icon. 
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3.1.1.3.8 Real-time Behaviors 

The [Real-time Behaviors] section mainly displays the real-time network behaviors of the users, as shown 

below:  

 

To set the automatic refresh interval, click the  icon. 

3.1.2 Security Status 

The [Security Status] page mainly displays the insecure behaviors detected by the IAM device, as shown 

below:  

 

There are 10 types of insecure behaviors: [Virus Event], [DoS/ARP Attack], [Port Scanning], [Outgoing 

Email Anomaly (high sending freq)], [Flow Anomaly at Standard Port], [Protocol Anomaly], [Malicious 
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Script], [Plugin Blocking], [Untrusted SSL Web Browsing] and [Access via Illegal Gateway]. If these 

insecure behaviors are detected by the IAM device, this page will list the total number of insecure 

behaviors, last occurred time, and last involved user/IP, and display the recent 10 logs and detailed event 

information of the insecure behavior.  

To view the detailed logs, click the number displayed in the [Total Counts] column to enter the data center.  

3.1.3 Flow Status 

The [Flow Status] page mainly displays the following information of the IAM device: flow information of 

online users and various applications, bandwidth channel status, optimization status and connection 

monitoring. 

3.1.3.1 User Flow Ranking 

The [User Flow Ranking] page mainly displays the bandwidth utilization of online users.  

3.1.3.1.1 View User Ranking 

As shown in the following figure, users are ranked by uplink or downlink flow speed. You can view the 

information of the online users, including username, group, uplink/downlink flow speed, total flow speed, 

sessions, whether to lock the user, whether to obtain the host name and flow details.  

 

To lock a user, click the  icon under the [Lock] column and the user will be blocked from accessing 

the Internet.  

To obtain the computer name corresponding to a user, click the [Obtain] link under the [Obtain Hostname] 

column.  

To view detailed application flow of a user, click the corresponding application under the [Flow Details] 

column, and a page pops up, as shown below:  
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To set the automatic refresh interval, click the <Auto Refresh: 5 seconds> button to set the interval 

according to your needs. Or, you can click <Refresh> to refresh the information manually.  

3.1.3.1.2 Filter User Ranking 

To filter user ranking, do as follows:  

Step 1. Click <Filter Criteria> to open the [Filter Criteria] page, as shown below: 

 

Step 2. Set [Filter Type] to specify the line and applications.  

a.  Select the line in [Select Line].  

b.  Specify the application. Click the text box of [App Type] to open the [Select Application] page, 
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as shown below:  

 

c.  To filter the applications, select [All], [Selected] or [Unselected] from the [Filter] drop-down list 

to display all, selected or unselected applications. Check specific applications on the left pane, 

and your selected applications will be displayed in the [Select List] on the right. Then, click 

<OK> to save your settings.  

Step 3. Set [Object Filter] to specify the specific user, group or IP address.  

a.  Select and set one of the three filters: [Group Filter], [User Filter] and [IP Filter].  

In group filter, the slash “/” indicates all groups. To specify a specific group, click <Select> to 

open the [Select Group] page, as shown below:  
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b.  Check the groups you want to view or enter the corresponding group name in the text box, and 

then click <OK> to save your settings.  
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Step 4. Set [Display Option] to specify the number of top users whose flow ranking you want to display.  

Step 5. Set [Flow Type] to specify the traffic type of flow that includes IPv4-based traffic or IPv6-based 

traffic or All, which means both traffics. Default setting is All. 

Step 6. Click <OK> to save your settings.  

3.1.3.1.3 Lock User 

The <Lock> button or the  icon under the [Lock] column is used to cut off the connection of a user so 

that the user cannot access the Internet in a certain time period.  

To lock a user, check the corresponding record and click the <Lock> button or the  icon. Then set the 

lockout period (in minutes) and click <Commit> to save your settings.  

  

3.1.3.1.4 Unlock User 

If you want to unlock the users who are still in lockout period so that they can access the Internet again, 

click the [Go to Unlock User] link and you will enter the [Online Users] page, as shown below:  

  

To unlock a user, locate the locked user, check the box at the beginning of the record and click <Unlock>.  
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3.1.3.2 Application Flow Ranking 

The [Application Flow Ranking] mainly displays the flow ranking of the applications in real time.  

3.1.3.2.1 View Application Ranking 

As shown in the following figure, the applications are ranked by the occupied bandwidth. You can view the 

information of the applications, including application type, uplink/downlink flow speed, total flow speed, 

line, percentage of occupied bandwidth and main users that use the corresponding application.  

 

To view the information of the user that uses a corresponding application, click the user under the [Main 

Users] column and a page pops up, displaying the username, group, IP address, upload/download speed 

and total speed, as shown below:  

 

To set the automatic refresh interval, click the <Auto Refresh: 5 seconds> button to set the interval 

according to your needs. Or, you can click <Refresh> to refresh the information manually. 

3.1.3.2.2 Filter Application Ranking 

To filter application ranking, do as follows:  

Step 1. Click <Filter Criteria> to open the [Filter Criteria] page, as shown below:  
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Step 2. Set [Object Filter] to specify the line and user group.  

Step 3. Set [Display Option] to specify the number of top applications whose flow ranking you want to 

display. 

Step 4. Set [Flow Type] to specify the traffic type of flow that includes IPv4 based traffic or IPv6 based 

traffic or All, which means both traffics. Default setting is All. 

Step 5. Click <Commit> to save your settings.  

3.1.3.3 Bandwidth Management Status 

The [Bandwidth Mgt Status] page mainly displays the flow information of the bandwidth channels 

configured and already enabled on the [Bandwidth Mgt] > [Bandwidth Settings] > [Bandwidth Channel] 

page.  
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The [BM System Status] field displays whether the Bandwidth Management System is enabled or not. 

Only when the status is Running can you view the real-time information of the bandwidth channels.  

To set the automatic refresh interval, click the <Auto Refresh: 5 seconds> button to set the interval 

according to your needs. Or, you can click <Refresh> to refresh the information manually.  

To enter the bandwidth management page, click the [Enter Bandwidth Management System] link.  

3.1.3.3.1 View WAN Status 

The [WAN Speed] section displays the overall flow information, including the real-time flow speed, 

history speed, preset line speed, percentage of flow occupation and history flow of each line and total lines, 

as shown below:  

 

3.1.3.3.2 View Flow of Bandwidth Channels 

The [Bandwidth Channel] tab displays the flow information of each bandwidth channel, including channel 

name, corresponding line, real-time flow speed, percentage of flow occupation, number of users using the 

channel, guaranteed bandwidth, priority and channel status, as show below:  
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In [History Info], you can select to display or not display the history flow information of a specific time 

period.  

In [Filter], you can select to view the flow information of all channels or only the running channels.  

3.1.3.3.3 View Flow of Exclusion Policy 

The [Exclusion Policy] tab mainly displays the flow information of the exclusion policies (that is, the data 

packets whose traffic is exempted from the control by bandwidth channel), as shown below:  

 

3.1.3.4 Cache Status 

The [Cache Status] page displays the cache status information. Only when the cache function is enabled in 

the [Proxy/Cache] module will the corresponding information be displayed on this page, as shown below:  
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On the above page, you can view the cache-related information, including disk utilization, memory 

utilization, number of concurrent sessions, number of cached objects, optimization effect and cache hit of 

the cache module.  

3.1.3.4.1 Cache Hit 

The [Cache Hit] tab enables you to view the cache hit rate, as shown below:  

 




