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Preface

About This Manual

SSL VPN M7.5EN user manual includes the following chapters:

Chapter

Describe...

Chapter 1 Knowing Your Sangfor Device

The product appearance, function features and
performance parameters of SSL VPN M7.5EN,

wiring and cautions before installation.

Chapter 2 Initial Login to Admin Console

How administrator logs in to SSL VPN
M7.5EN administrator console for the first

time and change initial administrator password.

Chapter 3 System and Network Settings

How administrator configures each function
module. The settings include system and
network related settings, global settings of SSL
VPN, as well as other system objects such as

schedule and administrator.

Chapter 4 SSL VPN

How administrator configures SSL VPN
related setting, including users, resources,
roles, user authentication methods, policy sets,

remote servers, endpoint security.

Chapter 5 Firewall

How administrator configures firewall related

settings.

Chapter 6 System Maintenance

Maintenance options of this SSL VPN

hardware device.

Chapter 7 Scenarios

How administrator configures Sangfor device
in different deployment mode, and how to
configure the device according to different

requirements.

Appendix A: End Users Accessing SSL VPN

How end users configure browser and log in to
SSL VPN.

Appendix B: Sangfor Firmware Updater 6.0

How administrator uses Sangfor Firmware
Updater 6.0 to update the current Sangfor
device.
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Document Conventions

Graphic Interface Conventions

This manual uses the following typographical conventions for special terms and instructions:

Convention | Meaning Example

Page/tab name example:

Navigate to System > Administrator to enter the
Administrator Management page.

Parameter example:

IP Address: Specifies the IP address that you want

to reserve for certain computer

Page title,
Menus/submenus example:
parameter,
The basic (SSL VPN related) settings are under
menu/submenu, .
System > SSL VPN Options > General.
button,
boldface Button example:
key press, : .
Click the Save button to save the settings.
link,
Key press example:
other highlighted

i Press Enter key to enter the administrator console
keyword or item .
of the Sangfor device.

Link example:

Once the certificate signing request is generated,
click the Download link to download the request.

Highlighted keyword/item example:

The user name and password are Admin by default.

italics Directory, URL Enter the following address in the IE address bar:
http://10.254.254.254:1000

> Multilevel menu and | Navigate to System > Network Interface to configure
submenu the network interfaces.
“r Prompt The browser may pop up the prompt “Install ActiveX
control”.
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Symbol Conventions

This manual also adopts the following symbols to indicate the parts which need special attention

to be paid during the operation:

Convention Meaning Description
. Indicates actions that could cause setting error, loss of data
Caution _
or damage to the device
A Warning Indicates actions that could cause injury to human body
' ™~
i . . . .
E") Note Indicates helpful suggestion or supplementary information

CLI Conventions

Command syntax on Command Line Interface (CLI) applies the following conventions:

Content in brackets ([ ]) is optional

Content in {} is necessary

If there is more than one option, use vertical bar (|) to separate each option, for example,
ip weep 60 redirect { in | out }

CLI command appears in bold, for example:

configure terminal

Variables appear in italic, for example:

interface e0/1

10
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Technical Support

For technical support, please contact us through the following:

»  Website: htp://www.sangfor.com

= MSN, Email: Tech.support@sangfor.com.hk

= Skype: sangfor.tech.support
n  Tel: +60 12711 7129(7511)

Acknowledgments

Thanks for using our product and user manual. If you have any suggestion about our product or
user manual, please provide feedback to us through phone call or email. Your suggestion will be

much appreciated.
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Chapter 1 Knowing Your Sangfor Device

This chapter introduces the Sangfor device and the way of connecting Sangfor device. After

proper hardware installation, you can configure and debug the system.

Operating Environment

= Voltage input: 110V/230V (AC, alternating current)

= Temperature: 0-45°C

*  Humidity: 5%-90%

To ensure endurance and stability of the Sangfor device, please ensure the following:

»  The power supply is well grounded
= Dustproof measures are taken
»  Working environment is well ventilated

* Indoor temperature is kept stable

This product conforms to the requirements on environment protection. The placement, usage and
discard of the product should comply with the relevant national laws and regulations of the

country where it is applied.

Product Appearance

== SANGFOR

L}
——

M5100

Above is the front panel of a SSL VPN hardware device (M5100). The interfaces from left to right

are described in the table followed:

Interface Description

CONSOLE | Network interface used for high availability (HA) feature or used by device
supplier to debug system.

USB Standard USB port, connecting to peripheral device

ETHO LAN interface, connecting to the LAN network segment; orange LED on the left

12
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side indicates link status, while green LED on the right side indicates data flow.

ETH1 DMZ interface, connecting to the DMZ network segment; orange LED on the
left side indicates link status, while green LED on right side indicates data flow.

ETH2 WANI interface, connecting to the first Internet line; orange LED on the left

side indicates link status, while green LED on the right side indicates data flow.

ETH3 WAN?2 interface, connecting to the second Internet line; orange LED on the left

side indicates link status, while green LED on the right side indicates data flow.

POWER Power LED

ALARM Alarm LED

¢

The picture above (M5100) is just for reference. The actual product you purchased and received

may vary.

Connecting Sangfor Device

1. Deploy the Sangfor device in your network. Sangfor device can be deployed in either
Single-arm mode or Gateway mode. For details, please refer to the Device Deployment
section in Chapter 3.

2. Plug the power cable into the power interface on the rear panel of the device. Attach and turn
on power supply, and then watch the LEDs on the front panel of the Sangfor device.

When the device starts up, ALARM LED will turn on and keep on for 1 to 2 minutes, then
turn off;, POWER LED (in green) will turn on; ETH2/3 and ETHO connection status LEDs

(in orange) will also turn on.

After successful bootup, POWER LED (in green), ETH2/3 and ETHO connection status
LEDs (in orange) will stay on. If data are being transferred through a port, the data flow LED
(in green, beside connection status LED) will blink.

¥
If ALARM LED stays on always, please switch off the power supply and reboot the device.
If ALARM LED still keeps on after reboot, please contact SANGFOR Customer Service.

13
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If the corresponding LED indicates normal working status, turn off and unplug the power
supply, and perform the following steps.

Use RJ-45 straight-through Ethernet cable to connect the LAN interface (ETHO) to the
internal network (LAN).

Use RJ-45 Ethernet crossover cable to connect the WAN interface (ETH2) to the external
network, (i.e., router, optical fiber transceiver or ADSL Modem for external network).

¢

Multi-line function allows multiple Internet lines to be connected to Sangfor device. When

deploy multiple lines, please connect the second Internet line to WAN2 interface (ETH3)
and the third Internet line to WAN3 interface (ETH4), and so on.

If you want the Sangfor device to provide secure protection for DMZ (Demilitarized Zone),
use RJ-45 Ethernet cable to connect ETHI1 interface to the devices such as Web server,

SNMP Server that provides services to external networks.

¢

= Use crossover cable to connect WAN interface (ETH2/3) to the external network.

= Use straight-through cable to connect LAN interface (ETHO) to the internal network.

=  For direct access to administrator Web console, use crossover cable to connect LAN
(ETHO) interface to the computer.

In case session cannot be established but the corresponding LED indicates normal working
status, please check whether the right type of cables are being used. The differences between
straight-through cable and crossover cable are shown in the figures below:

1. Wire Sequence of Straight-through Cable

_ blue ~——white blue . blue white blue
white zresn—, 'all [ —ereen white gresn—- i | —zreen
orangs:——y 4 4 I." —white brown (o orange—s 4 I.flllf;"hwhl‘te brown
white orange’ "'.'..II'I Y\ IHJ ;-'“brn:nm white orange ™\ VW ) [ -"_bru:mm

R]-45% Crystal Head

::;F-:.xn-\.\\_?\_ R -_‘_\q—\-\ﬂ""-\.'.x |

- N

h

\
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2. Wire Sequence of Crossover Cable

blue white blue

blue white blue
white green— | —_Ereen white Orange—, ] arange
orange | J,fl,l' white brown _ Ereen- \ |'J r~white browm
white orange 44350 L Fbrown white green ﬁ\ } . { Fhrowmn

R]-45% Crygtal Head
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Chapter 2 Initial Login to Admin Console

SANGFOR SSL VPN system provides Web-based administration through HTTPS port 4430. The
initial URL for administrator console access is https://10.254.254.254:4430.

Before logging in to administrator console of SSL VPN, please ensure the following:

*  Deploy a computer in the subnet where the Sangfor device resides.

= Connect the PC’s network interface card (NIC) and the Sangfor device’s ETHO interface to a
same layer-2 switch, or connect the PC’s NIC to Sangfor device’s ETHO interface directly

with a network cable.

»  Ensure any IE browser is installed on the PC. Non-IE browsers Opera, Firefox, Safari and

Chrome are not supported.

Logging in to Admin Console

1. Turn on the PC and Sangfor device.

2. Add an IP address on the PC, an IP address that resides in the network segment 10.254.254.X
(for instance, 10.254.254.100) with subnet mask 255.255.255.0, as shown below:

tternet Protocol (TCP/IP

i Properties
mleitel STOLbeLuL g, Froperiies

)

General

the appropriate |P settings.

"3 Dbtain an IP addresz automatically
¥ Uzge the following IP address:

You can get IP settings assigned automatically if vour network, supports
thiz capability. Otherwize, vou need to azk your netwark, adminiztratar for

IP address:

| 10 . 254 . 254 100 |

Subnet mazsk:

| 85, 258 dai |

Default gateway: |

Obtain DS zerver address automatically

% Usze the following DMS server addreszes:

Brefered DMNS server: |

Alternate DMS server:

ok,

J[ Cancel ]

16


https://10.254.254.254:4430/

SANGFOR SSL M7.5 User Manual

3. Open the IE browser and enter the SSL VPN address and HTTPS port
(https://10.254.254.254:4430) into the address bar. Press Enter key to visit the login page to SSL
VPN administrator Web console, as shown below:

® = | English

&3y gq1 vPN

SSLVPN Follow us on

Rapid, Secure YouTube

& Simple ) Gelggre information
P ™ about Sangfor in an |

Username

interactive way !
Password

hitps / fwww youtube caom /SangiorTechnologies

Version

© 20042015 SANGFOR All Rights. Resorved

You also can scan the QR code on above page to follow SANGFOR.

4. Enter the administrator username and password and click the Log In button. The default
administrator username and password are admin (case-sensitive). You can also choose page

language at the upper right corner of the login page as per your need .

5. For version information of the software package, click on Version below the textboxes.

Modifying Administrator Password

We strongly recommend you to change the administrator password after initial login, so as to
prevent others from logging in to the administrator Web console and using default Admin
credentials to make unauthorized changes on the administrator account and initial configurations.

To modify default administrator password, perform the following steps:

1. Navigate to System > Administrator to enter the Administrator Management page. The
default administrator account (super administrator) is as seen in the figure below:

»% Administrator Management

& Add ~ &) Delete @Edﬂ G Select =[] nfoid ANl Wiew Active Administrators  Search by Name = | P
[Search 2 & | El|O name Type Description Status
; ﬁf i [0 & admin Super Admin Administrator o
I
4
I4 4 | Page 1_iof1 bkl | & shew| 25|ipags 1-1 of 1

2. Click the account name Admin to enter the Add/Edit Administrator page (as shown
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below):

¢+ AddJEdit Administrator

Basic Attributes Fields marked * are reguired

MName: il *

Description: | Administrator

Type: @} Admin Guest
Password: sasasass =
Cl:lnflrm: LI L )N} .*
Added To: ==

«'| Enable administrator

Login IP Address

@} Allow loegin on any IP address

lc:l Allow login on the IP addresses below

3 add @ Delete [ Edit

D Start IP End IF

Modify the password and click the Save button on the above page.

Password of the account Admin should not be shared with anyone.

If the Sangfor device is to be maintained by several administrators, create multiple

administrator accounts for segregation of duty.
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Chapter 3 System and Network Settings

After logging in to the administrator console, status of this SSL VPN and some function modules

are seen at the right side of the page, and a tree of configuration modules are seen at the left side

of the page.

There are five configuration modules in all:

Status: Shows the running status of the Sangfor device |

Administrator Console

and the related modules.

b Status
System: Configures the related licenses of the device,
. . b System
network settings and other global settings such as
P SS5L VPN

schedule, administrator, SSL VPN options, etc.

¥ Firewall

SSL VPN: Configures the SSL VPN related settings, such
as SSL VPN account, resources, roles, policy sets, remote } Maintenance

servers and endpoint security rules and policies.
Firewall: Configures the internal firewall rule or policy of the Sangfor device.

Maintenance: Shows the logs, backups. It also enables administrator to restore configuration,

restart service, reboot or shut down device.
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Viewing Status

Viewing SSL. VPN Status

There are six panels showing status of SSL VPN, including System Status, External Interface
Status, Throughput, Trends of Concurrent Users, Concurrent Sessions and Byte Cache.

alarm Logs || Remote application
Refresh I_U seconoe v | =, Refraah r}s Seiect Panel - System Time: 2011-10-23 11:05:48
Syslem Stalus | External Interface Status x|
CPU Usage - 0% Hame Piddreas Ouibound inbeung hternet
100 | Orline Users: D [¥iew] Ling 17 AN1 A i —  Disconnacted
80 Locked Users:D fuiew]
50 Hardware IDs for Approvali
491 T o [Approve]
1106 1508 S3L WPN:RLnming
| ton |
Th i —Line &1 ( i 3] @ % Trends of Concurrent Users (Realtime) @ 2k
Kbps Mz Licensed Users:100
005 | L
0.04 |
0,03 |
0.02 |
1.0
ok ol
11105 11:06 11ra7 L1:08 11:C9 11:05 11:08 1L:a? 1140 11:09
— Inbound:0.0 Kbps — Cuthound:0.0 Kbps — Concurrent Users:0
Concurrent Sessions (Realtime) @ %|| | Byte cCache — Ink i & b d Spreead (i i ) e
Svte coche iz disabled
an |

Each panel is selective and display criteria are configurable. To show or hide certain panel, click
Select Panel and then select or clear the checkbox next to the panel name, as shown below:

Alarm Logs Remote Application

Refresh | 10 ssconds| v | 4% Refresn |1 5

Status

System Status Systemn Status ‘%! | | External Interface Status
CPU Usage - 2 External Interface Status Name P Addrass
100 T Network Throughput 20 [Wiew] Ling 178AN1Y -
a0 0 e
N Cencurrent Users Trends i [wiew]
- A for Approval:
" 7] Concurrent Sessions
%0 : i 0 [Approve]
el Byte Cache Status
=
: 11510 131:32 SSL VPN Running
| Stop. |

The other contents on the Status page are described as follows:

=  Auto Refresh: Specifies the time interval for refreshing the status automatically, or click
Refresh to refresh the page manually and immediately.

= System Status: This panel shows the CPU utilization of the SSL VPN system, number of
online users and locked users as well as status of SSL VPN service. View is a link to the
Online User page or Hardware ID page.
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Stop Service: Click this button to stop the SSL VPN service.

External Interface Status: This panel shows the status of the external interfaces and Internet,

including information of the outbound and inbound speed, Internet connection.

Throughput: This panel shows the overall outbound and inbound speed in graph.

Click the Settings icon ' (at the upper right of the panel) to specify display criteria, such

as time period (realtime, last 24 hours or last 7 days), Internet line and the unit of traffic

D'iéplav Criteria x

speed, as shown below:

Time Period: | Realtime W
Line : Linefr;1 w
Lirits Kbps w

oK Cancel

Trends of Concurrent Users: This panel shows the number of users that are using SSL VPN

concurrently during certain period of time, as shown below:

Trends of Concurrent Users (Realtime) a;r'-’_x_.

Max Licenszed Users: 1000, Peaicd (2011-10-23 04:13)

i

1124 Ifi:as 11286 11:27 FEY

Ll
1]

— Concurrent Users:0

Click the Settings icon ' (at the upper right of the panel) to specify time period (realtime,
last 24 hours or last 7 days), as shown below:

Concurrent Sessions: This panel shows the concurrent sessions initiated by users currently

or during certain period of time, as shown below:

Concurrent Sessions (Realtime) A ES

11:26 11327 £17

el
oo

— Concurrent Sessions: 74

Click the Settings icon ' (at the upper right of the panel) to specify time period (realtime,

last 24 hours or last 7 days).
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=  Byte Cache: This panel shows the byte cache status and optimization effect brought by byte
caching, as shown below:

Byte Cache - Inbound & Qutbound Speed (Realtime) @- x '

Kbps Byte cache iz dizabled
0.05
0.04
0.03
0.02
0.01

o

11:33 11:32 11:33 11:34

— Before Optimization:0.0 Kbps  — After Optimization:0.0 Kbps

Click the Settings icon ' (at the upper right of the panel) to specify display criteria, such

as time period (realtime, last 24 hours or last 7 days) and direction of traffic speed
(inbound&outbound, outbound or inbound), as shown below:

Display Criteria b4

Time Feriod: Realtime |
Direction: Inbound & Qutbound ||
Unit: Kbps [+

E Ok - | Cancel |

Viewing Online Users

Navigate to Status > SSL VPN > Online User to view information of the online users, such as
number of users connecting to the SSL VPN, the time when these online users connected, the
mount of received/sent bytes, as well as the outbound and inbound speed. Administrator can
disconnect or disable any of these online users.

The Online Users page is as shown below:

el At W | Alarm Logs || Remote Application

Refresh| Dizabled "’ %, Refresh ﬁ*Discunned + | EglSend Msg » [#] unfold &l Locked:0fwiew] | [Visw re Search pe)
rBearch el Ejl l___l [ username = Outbound Bps Inbound Bps Outbound Bytes Inbound Bytes Logged In
=l _"5‘! A0 & Anonymous 0Bps 0Bps oe 0B 2011-11-04 09:26:
!_‘f‘?‘f-‘\lwn',.fmcus group =
2} % Configuration
=_,*{"->Default group =] i | 5
BBl = — TS s
e i Page: 1ofi| | Show| 2% |/page 1-1 of 1
- || 4 A | Pagsi S W | 25 |ipag

The following are the contents included on Online Users page:

= Auto Refresh: Specifies the time interval for refreshing this page, or click Refresh to refresh
the page manually and immediately.

=  Disconnect: Click it and select an option to disconnect, or disconnect and disable the
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selected user(s), as shown below:

Status online Users JEE M Kt Remote Application

Refresh Disabled | v |4ZRefresh | | ¥ Disconnect 7| G@lsend Meg ~ [F] Unfold Al Locked:D[visw]

| E=arch P = | E] Disconnact De=cription Cutbound
3 Ay o ] Disconnectabisable
% Ananymous group
{&Default group
@ L
[ LDAP_Export

If Disconnect is selected, the selected user will be forced to disconnect from the SSL VPN.

If Disconnect&Disable is selected and Apply button is clicked (on the pop-up bar at the top
of the page), the selected user will be forced to disconnect with SSL VPN after are clicked
and be prohibited from logging in again until it is unlocked.

Send Msg: Click it to write and send a message to the selected or all SSL VPN user(s), as
shown below:

|4 Send Mg = [v] Unfold al

To selacted user be

To all users

After receiver is selected, write the message, as shown below:

Tao:

Contents (max 250 characters):

Erear user, ...

235 more characters allowed

{ fa]'4 | |-—Cansel |

Click the OK button and the online end user(s) will see the system broadcasting prompt, as
shown below:

23



SANGFOR SSL M7.5 User Manual

'$° System Broadcast

2012.4.30 11:36

Dear uzer, ...

242

e
i
=

i =

Viewing Alarm Logs

Navigate to Status > SSL VPN > Alarm Logs to view the alarm-related logs on the Sangfor
device, as shown below:

- Alarm Logs Remote Application

@R&fr&sh @ Delete | A Select ~ | o8 Alarm-Triggering Event | (gl Email Alarm

| . Time Description
i iy 2011-10-23 03:22:53 Connecting remote server ([P=200.200.67.244, port=7170) timed out

[ Ay | 2011-10-23 03122158 Connecting remote server ([P=200.200.67.244, port=7170) timed out
The following are the contents included on Alarm Logs page:
= Delete: Click it and the selected alarm log(s) will be removed from the log list.

= Select: Click it and three options appear, namely, Current page, All pages and Deselect.

If Current page option is selected, all the logs displayed on this page will be selected.

If All pages option is selected, all the logs (including those on all other pages that are not
displayed) will be selected.

If Deselect is selected, all the selected logs will be deselected, as shown in the figure below:

| Remote Application|

%Refresh @Delet& l@m;,l L%Alﬂrm-Triggering Event

Alarm Logs

E Time Current page
F] 4y 2011-10-23 034 All pages emote server
Bl /A 2011-10-23 033 Ceselect emote server

=  Alarm-Triggering Event: Click it to enter the Alarm-Triggering Event page to specify the
event(s) that can trigger email alarm.
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."Ala rm-Triggering Event x

[] select

D Line failure

|:| Insufficient S5L VBN user licensas

|:| Long-lasting high CPU utilization (owver S08%g)
|:| Insufficient memory (free space below 10%:)
|:| Clustered node status changes

|:| BEyte cache disk runs out

|:| Connecting to Web#fgent fails

|:| Admin tries brute-force login

|:| User tries brute-force login

|:| Remaote application anomaly

|:| Certificate is about to expire

|:| CF card/disk related

] 4 Cancel

The following are the contents included on the Alarm-Triggering Event page:

Line failure: Indicates that there is something wrong with Internet line.

Insufficient SSL VPN user licenses: Indicates the number of concurrent users that are

connecting to SSL VPN reaches the maximum number of licenses.

Long-lasting high CPU utilization (over 90%): Indicates that the CPU utilization is
too high (above 90%) during 120 seconds. Once it reaches the threshold, the system will
send an email to the specified email address to notify the administrator of that, and do
so when the CPU utilization of the system returns to normal.

Insufficient memory (free space below 10%): Once system memory keeps insufficient
(below 10%) for 4 minutes, the system will send an email to the specified email address
to notify the administrator of that, and do so when the system memory returns to

normal.

Clustered node status changes: Once any node of the cluster changes status, the
system will send an email to the specified email address to notify the administrator of
that.

Byte cache disk runs out: When the byte cache runs out of the assigned disk space, the
system will email an alarm event to the specified email address to notify the

administrator of that.

Connecting to WebAgent fails: If the WebAgent is inaccessible, the system will email
an alarm event to the specified email address to notify the administrator of that.
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=  Admin tries brute-force login: If an administrator successively fails to log in to the
SSL VPN administrator console too many times, the system will email an alarm event to
the specified email address to notify the administrator of that.

= User tries brute-force login: If a VPN user successively fails to log in to SSL VPN too
many times, the system will email an alarm event to the specified email address to

notify the administrator of that.

= Remote application anomaly: Indicates that the system will generate remote
application related alarm once error arises from remote application, and will email an
alarm event to the specified email address to notify the administrator of that.

= Certificate is about to expire: Indicates that system will generate related alarm once
certificate is about to expire, and will email an alarm event to the specified email
address to notify the administrator of that.

= CF card/disk related: Indicates that the system will generate CF card/disk related alarm

once error arises from CF card/disk, and will email an alarm event to the specified email
address to notify the administrator of that.

*  Email Alarm: Click it to enter Email Alarm page. Select the checkbox next to Enable
Email Alarm and configure email recipient and subject. An email notification will be sent to
the email address once alarm is triggered by any of the specified alarm-triggering event(s).

Email Alarm X

Once any alarm-triggering event is detected, the system will
zend an alarm email to the designated addreszs automatically.
se comma to separate multiple email addresses,

Enable Email &larm
To:
Subject:

Send Test Email SMTP

O || cancel

Click Send Test Email, and system will send a test email to specified email address
automatically.

Click SMTP, and you will be redirected to Status > SSL VPN > SMTP page. For more,
refer to Configuring SMTP Server section in Chapter 3.

Viewing Remote Application

Navigate to Status > SSL VPN > Remote Application to view the information and status of the
remote application servers that provide services to users over SSL VPN, as shown below:
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m W ’m‘ Remote Application
i '...r;\-,- .'-ée'w-era “V.;.;efr;h...iﬁlsﬂbl?ﬂ ...:.'-"',;‘;Refrs.s.r]_ ._E_. = u:eng.eu-ﬂe-m-u;Aua_users: u-'.wu E_UH;IE Ust.a:sTrEl;s 1 ::-;ea.'cr: .‘;7
Name Server IP Type . CPU | Mem Usage  1/O+ | SescsionstiodApp | Sessionsto Server{used/max)  Status Trards
B vmz2003 200.200.57.244  App Server * = E = - fUnlimited  Offline
[ FileShare  200.200.57.244  Storage Server e = = : = Offline
Sage| Tlaft | b W show| 25 |lpage 12082

The above page shows information of the remote servers, including name, address, sessions and

status of the remote application server, maximum number of concurrent sessions.
The following are the contents included on Remote Application page:

= View: Indicates the object showing up on this page. Options are Servers and Applications,

as shown below:

T | = T i C
Wigw | Servers efre&h;DBEbIEd w “;‘;,F{efres-h E; o EeEsl Licenzed Hemote App Users: 07100
Naméﬁﬁﬁ'ﬁf‘?.. AT A Type CPL Mem: Usage L - Sessions to App

| Bpplications

I-'él‘?. W v e i T App Server T = = %

[y Fileshare  200.200.57.244  Storage Server 5 - - 5

= Servers: Mainly offers the information of the involved servers that are providing services to
VPN users. They are the servers configured in SSL. VPN > Remote Servers. The page is as

shown below:

Cinline Users [ Remote Application
WView . E'E”E"S v Refreﬁh: Di“bl“.d ~| D;'H'E'ﬁEh L Ed Seslon Licensed Remote App Users: 0/100
. Server Name « Server IP Type CPU  Mem U... I/O Sessicns t... Sessions to Server(... Status Trends
|; 200,200... 200.200... App Server 5 = = = - fUnlimited Offline -
|:,, 200,200... 200.200... App Server 7 = = 3 - fUnlimited User... =
B 200.200... 200.200... App Server 1% 39 Bh 0 %k o 1 /Unlimited Online  View
' 200.200.., 200.200... Storage ... i % 39 % 0 %% = o+ Online  Wiew

To view users that are currently connecting to a server, click on server name and the user

detailed information of the user is seen, as shown in the figure below:

online Users || Alarm Logs Remote Application

Wisw Jervers [ =Refresh; Dizabled V |2 Refresh | E]End Session » Search R
gF] ym2003 (200.200.67.244) Sesszionz: 0 Max Concurrent Sszsicns: Unlimited 4| Back to Server List |
O username = Lagin time Description

End Session: Select a desired user and then click it, and the session(s) established between
the selected user and that server will be ended.

To view resource usage of a app server, click View in Trends column, as shown below:
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200.200.75.643

. System Resource Usage Trends Over Last 24 Hours

80
&0 |
40 | P

200§ L

al] o2 04 =3 oe 10 12 14 ig 18 20 22
CPU MEM —

S5essions Trends Owver Last 24 Hours

L

To view system resource usage of storage server over the last 24 hours, click View in Trends

column, as shown below:

200.200.75.64 storage X

= o System Rezource Usage Trends Owver Last 24 Hours

g0

=]

40 )
|
|

20 r
|

a |
oo oz 04 = 238 10 12 14 15 13 20 22
=GP MEM — e
Partiticn
Directory Location Total Available Percent
private (el 25.6 GE 20.4 GB 76 T
public (ct) 29.6 GE 20.4 GB 76 G

Applications: Mainly offers the information of the involved services that are being accessed
by SSL VPN users and presents the use of these services since they have been invoked by the
requested resource. They are the application programs configured in SSL. VPN > Remote

Servers, as shown below:
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View [Appications [+ Refresn|Dsables | v | Retresn | i s » [Searen 2
-_Apfplicatinn Program = Sessions Operation

RTH o \iew User

£ windows Media Player 0 iew User

To view the users accessing an application, click the application name or View User,
information of the users involved are as shown in the figure below:

Orline Users

Remote Application

View | Applications | \Refresh| Disabled | v 4% Refresh | [EjEnd Session = { Search 8|
RTX Sezsionz: g Back to App List
[ username = Login time Server Connected Description

End Session: Select a desired user and then click it, and the session(s) established between
the selected user and that application will be ended.
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System Settings

System settings refer to the settings under System module, including System, Network, Schedule,
Administrator and SSL VPN Options.

Configuring System Related Settings

Navigate to System > System and the seven pages are seen, namely, Licensing, Date/Time,
Console Options, External Report Center, Device Certificate, SMTP, Syslog and SNMP, as

shown below:

rLicensing1

Unauthorized user

DatefTime || Console Options Device Certificata I

’

Declaration: SANGFOR will provide no technical support for unauthorized users.

Extarnal Repar Canter ||

License of Device

Symbaoli & Activated@ Not Activated

License Key: SI4FXCOAALWYSAP W Itedify
Cross-15P Access Optimization: PEZIWVHZ 2IDIVDMA o hadify
Lines: 2

S5L VPN Users: 2000

Gateway ID: S701B32B1

Upgrade License: EKZABWDXMECCFCSR Expiry Data: expired hiodify

Configuring License of Device and Function Modules

Navigate to System > System > Licensing to activate the license or modify the license key related
to this device and each function module.

Under License of Device are the license of this Sangfor device and other authorization you have
bought from SANGFOR. Under License of Each Module are licenses that are optional for
Sangfor device. Once license of a function module is activated and that feature is enabled, the

corresponding module will work.

The following are the contents included on Licensing page:

Cross-ISP Access Optimization: Cross-ISP access optimization function is an optional
function offered by SANGFOR SSL VPN, which helps to facilitate and optimize the data
transmission among links provided by different Internet Service Operators (ISP, in China, for
example, there are China Telecom, China Netcom, etc). Click Activate to enter license key
for Cross-ISP access optimization feature, as shown below:
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Licensi ng

Licensing: Cross-I5P Access Optimization License

License Key:

Ok Cancel

Upgrade License: The license is used to update the current SANGFOR SSL VPN system
with Sangfor Firmware Updater 6.0 (for more details, refer to Appendix B: Sangfor
Firmware Updater 6.0). Every upgrade license has an expiry date, which means prior to this
date you can update this device to keep the software version up-to-date.

License Key: Indicates the license of this Sangfor device. The device license determines
some other authorization, more specifically, the maximum number of Internet lines and

maximum number of connecting VPN users.

Lines: Indicates the maximum number of Internet lines that this Sangfor device can be
connected to.

SSL VPN Users: Indicates the maximum number of SSL VPN users that are allowed to
access the SSL VPN concurrently.

SSO: With this license, Single Sign-On (SSO) feature can apply to users’ access to the SSL
VPN.

SMS Authentication: With this license, SMS authentication could be enabled to add variety
to the authentication methods applying to users' secure access to the SSL VPN. This type of
authentication requires the connecting users to enter SMS password that has been sent to
their mobile phones.

Byte Cache: Byte cache is an additional but optional network optimization function offered
by the SANGFOR SSL VPN. With byte cache being enabled, time for data transmission and
bandwidth consumption will be dramatically reduced.

One-Way Acceleration: This license allows you to enable one-way acceleration to optimize

transmission rate in high-latency network.

Cluster: This license allows you to enable cluster to couple some scattered Sangfor devices.
It is known that cluster can achieve unified management and greatly improve the
performance, availability, reliability of the “network™ of Sangfor devices.

Remote Application: With this license, applications launched by remote server can be
accessed remotely through SSL VPN by end users from any location, as if they are running
on the end user’s local computer.

Max Remote App Users: Indicates the maximum number of users that can access the remote

application resources.

Application Wrapping License: This license allows you to wrap application before it is
published to users.
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= EMM License: With this license activated, enterprise mobility management (EMM) is
enabled.

= Activate: Click this button and then enter the corresponding license key to activate the
license.

=  Modify: Click this button and enter the new license key (or value) to modify the license key
(or number of mobile Sangfor VPN users).

Modifying System Date and Time

1. Navigate to System > System > Date/Time to enter Date/Time page, as shown below:

Syslog || sShME

Date/Time Fields marked * are required
Diates | 20141117 i
Time: 232854 *

Syncwith Local PG

Time Sync with NTP Server

Synchronize time with NTP server
regularly

NTP Server; | Hime.nistgoy B | Update how

Last successful time sync with servar time.nist.govoccurred at 2012-01-01 00:00:01

Save | Cancel. |

2. Configure the following:
= Date: Specifies the date. To select date, click the icon 2.

=  Time: Specifies the time. Enter the time into this field and set it as the current time of
this Sangfor device. Date format should be hh: mm: ss.

= Sync with Local PC: Click this button to synchronize the date and time of the Sangfor
device with your computer.

= Synchronize time with NTP server regularly: Select it to specify NTP server.
= Update Now: Click on it to synchronize time of Sangfor device with NTP server.

3. Click the Save button to save the settings, or click the Cancel button not to save the changes.

A

Modifying system date or time requires all services to restart.
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Configuring Console Options

1. Navigate to System > System > Console Options to enter Console Options page, as shown
below:

Console Options I Extarnal Report Center || Device Certificate || SMTE "Ey;_-'.‘}gij

Console Settings Fields marked * are required

Device Name: |Sangfor S5L VPN
HTTPS Port: #4230 E

[#]| HTTP Port: 1000 =

Timeout Settings

Timeout: | 1400
Remote Maintenance

(®) Enabled () Disabled

Save. | | . Eanoel

Configure the following:

Device Name: Specifies the name of the Sangfor device, which helps to distinguish it
from other clustered nodes if this device joins cluster.

HTTPS Port: Specifies the HTTPS port used for logging in to this Sangfor device. The
default is 4430.

HTTP Port: Specifies the HTTP port used for logging in to this Sangfor device. The
default is 1000.

Timeout: Specifies the period of time before administrator is forced to log out of the

administrator console if no operation is performed.

Remote Maintenance: Indicates whether to enable or disable administrator to manage
this Sangfor device via the WAN interface.

Click the Save button to save the settings on this page; otherwise, click the Cancel button.

Configuring External Report Center

Logs generated by Sangfor device can be sent to external report center, such as system logs, user
logs, operation logs, alarm logs, etc. Navigate to System > System > External Report Center to
enter the External Report Center page, as shown below:
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or=ole Options r External Report Center I Device Certificate

[ Lcersing || Date [5w7e || 5ysiog || s | |

External Report Center Fields marked * are required

Send logs to external report center

Server IP: f.0048 *
Port: 8501 *
Sync Password: | ®esees *
Corfirm: it *

| Tes Connectivity

Save | |  Gancel

The following are the contents included on this page:

® Send logs to external report Center: If it is selected, logs will be sent to external report

center.
® Server IP: Specifies the IP address of external report center server.

® Port: Specifies a port used to communicate with external report center server. Default is
9501.

® Sync Password, Confirm: Specifies and confirms sync password for device synchronizing
with external report center server. It must be the same as that configured on external report

center server.

® Test Connectivity: Click it to test the connectivity between the device and external report

center server.

Click Save to save the changes; otherwise, click Cancel button.

Generating Certificate for Sangfor Device

Device certificate is intended for establishing sessions between the Sangfor device and client.
Sangfor device supports RSA and SM2 encryption protocol standards. To view current certificate
of or to generate certificate for the Sangfor device, navigate to System > System > Device

Certificate, as shown in the figure below:
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External Report Center | (e R it iitaci =)

Subject: C=CN.ST=guangdong.L=shenzhan,O=sangfor,OU=sslvpn,CN=sslvpn,emailAddress=ssl@sangfor.com

View Download Update
Generate a certificate signing request {CSR) for the device:

Create TSR
SM2 Encryption Standard

Subject: C=CN,5T=GD,L=5Z,0=5ANGFOR,OU=55L,CN=sangfor,emailAddress=55L@5SANGFOR.COM
View Download Update
Generate a certificate signing request [(ZSR] for the device:

Create a CSR for Device

Certificate Authorities{CA)

Options related to digital certificate. To generate Certificate Signing Request{CSR) or issue certificate, go to
Certificate/USE Key Based Authentication.

The following are the contents included on the Device Certificate page:

View: Click it to view the detailed information of the current certificate.
Download: Click it to download the current device certificate.
Update: Click it to import a new certificate to take the place of the current one.

Certificate/USB Key Based Authentication: Click it to configure Certificate/USB key
based authentication (for more details, refer to the Certificate/USB Key Based Authentication
section in Chapter 4).

Create a CSR for device: Click this button to generate a certificate signing request (CSR)
which should be sent to the external CA to generate the device certificate, and configure the
required fields, as shown below:
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Create a CSR for Device x

Country must be 2-letter abbreviation {e.g., China-CN, W.5.A.-

us)
Country: [ [*
State: . .4;
City: | |
Company: =
Department: *
Issued To! *
E-mail: . .::

Encoding: |UTF-8 -
, oK i | Camcal |
Then click the OK button.

Once the certificate signing request is generated, click the Download link to download the

request.

= Update: Click it to import the new external-CA-issued device certificate into the Sangfor

device to replace the old one.

=  Process Pending Request: Click it enter the following page:

Process Pending Request x

Pending request is TSR reguest to which CA has not yet
responded.

What would you like to do with the pending request:
@ Process pending reguest and install certificate

C} Remove pending request

| Mexct | Cancel

If you select Process pending request and install certificate and click Next, you need to select a

certificate you want to install, as show below:
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Process Pending Request 4

Upload and install 2 new certificate

Certificate | Browse...
Fila: =

| Back | Finish | Cancel

Click Browse to select a certificate from you local PC, and click Finish to save the settings.

1%

The certificate you want to import must be .crt or .cer.

Configuring SMTP Server

1. Navigate to System > System > SMTP to enter the SMTP page, as shown below:

Licensing ] Date/Time wvice Certificate ] SMTP | Syslog [ SHMP
SMTP Fields marked * are requirad
SMTP Server IP: | *
Port: [ | =

Authentication: |:| Authentication required
Username:

Password:

Sender Address: [ Ik
Emazil Language: C‘ English @ Chinese

| Send Test Email |

| Save | | .Csanesl |

2. Configure the following:
=  SMTP Server IP: Specifies the IP address of the SMTP server.

= Port: Specifies the port number used by this SMTP server to provide email delivery
related services.
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Authentication: Select Authentication required and then configure Username and

Password, if this SMTP server requires identity verification.
Sender Address:Specifies email address of sender.
Email Language: Specifies language of email sent by server.

Send Test Email: Click this button to send an email to the specified recipient
(configured under Status > Alarm Logs > Email Alarm) to check whether this SMTP

server works normally.

Click Save to save the settings on this page; otherwise, click Cancel.

Configuring Syslog Server

1. Navigate to System > System > Syslog to enter the Syslog page, as shown below:

LFcensTi'rg Date/Time Console t:}pti.mr-'ls External Report Canter ‘Davica Cortificate

Syslog Fizlds marked * are required

Enabled

Syslog Server: *

Port: 514 *

Output specified type of logs to syslog server

Admin logs

System logs (Logs of and above the selacted lavel:are to be cutputtad)

Lowest Severity: 4 -Waming w

+| User logs
g
+| Lagin/logout
g g

|:| Resource access (massive logs will be outputted. Mot recemmended)

Save | Cancel

2. Configure the following contents on Syslog page:

Enabled: Select it to enable logs to be sent to Syslog server.

Syslog Server: Specifies IP address of Syslog server.

Port: Specifies the port number used by the device to communicate with Syslog server.
Admin logs: Select it to allow the admin logs to be outputted to Syslog server.

System Logs: If it is selected, system logs of and above the specified level will be

outputted.
Lowest Severity: Specifies the severity level of system logs.

User logs: If it is selected, user logs can be sent to Syslog server.
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Login/logout: Select it and system will generate logs when user logs in or log out of
device, and the logs can be sent to syslog server.

Resource access: If it is selected, massive logs will be outputted. It is not
recommended .

3. Click Save to save the changes; otherwise, click Cancel.

Configuring SNMP

SNMP(Simple Network Management Protocol) is used to communicate with SNMP management
software or SNMP server in customer network.

Licensing Data/Timea Console Optians - ctarnal Report Centar I Davice Cartificate

SHMP

SNME || SHMP Trap |

SNMP V1/V2 Fialds marked ¥ are required

Enable SNMP Vi/vz
Read Community: public *
Accapt SNMP Packats From: (9} Any IP address

l:::l Specified IP address or range

SNMP V3

Enable SNMP V3

Username: noAuthUser *
Context — +
Name:

1 Authentication

Privacy
Protocol: none b8 Protocol: 1d
Password: Password:
Confirm: Confirm:
MIE
| Dewnload MIB
| Save. | | .Cancel |
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Network Settings

Device Deployment

Sangfor device can work in two modes, Single-Arm mode and Gateway mode. Deployment

mode is configured in System > Network > Deployment.

If Single-arm mode is selected, the Deployment page is as shown in the figure below:

i Deployment i Multiline Opthj'ns- Local Subnets |

Deployment Fizlds marked * are reguired

Maode! l:i Single-Arm 'L_" Gateway

The device connects to Internet via front~end devica.

Internal Interfaces

LAN: DMZ:

18 Address: 200.200.75.240 = IP Address: | 10.254.252.185 =
T 2E62E5 3520 = Netrmask: | 2552853850 -
Default Gateway: 200200752354 =

Preferrad DNS: 202.88.134.132 *

Alternate DNS:

| Mutti-Ip |

Link Status

oy e Mg g
LAN DMZ WAN1 WANZ

Save | Cancel

The following are the contents included on the Deployment page when Single-arm is selected:

(LAN) IP Address: Configures the IP address of the internal interface, LAN. This IP address
must be identical as the physical LAN interface IP of the Sangfor device.

Netmask: Configures the netmask of the LAN interface IP.

Default Gateway: Configures the default gateway of the LAN interface.
(DMZ) IP Address: Configures the IP address of the internal interface, DMZ.
Netmask: Configures the netmask of the DMZ interface IP.

Link Status: Indicates the connection status of internal and external interfaces of the Sangfor

device, whether the network cables are plugged in.
Preferred DNS: Configures the primary DNS server.

Alternate DNS: Configures the secondary DNS server.

If Gateway mode is selected, the Deployment page is as shown in the figure below:
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P SV Ul | Wultiline Options || Routes [ Hosts || DHCP | Local Subnats

Deployment Fields marked * are reguired

Mode: '::::' Single-Arm .@:. Gateway

WAN and LAM interfaces need to be configurad.

Internal Interfaces

LAN: DMZ:

1R Addasa: | 200.200.78.240 = IP Address; |10.2E4.282.188 =

Netrnasks: 255 JE5 2520 * Netmask: | 255.255.2850 T
[ MultiaF |

External Interfaces (WAN Interfaces)

Line Type 1P Address Metmask Default Gateway Status
Line 1 = -~ == == Cisabled
Lime 2 3 = = ot Disablad
Link Status
i i iy

il |
LAM DMZ  WANI WANZ

[ |
| Save | | Cancel

The following are the contents included on the Deployment page when Gateway is selected:

=  (LAN) IP Address: Configures the IP address of the internal interface, LAN. This IP address
must be identical as the physical LAN interface IP of the Sangfor device.

=  Netmask: Configures the netmask of the LAN interface IP.
=  (DMZ) IP Address: Configures the IP address of the internal interface, DMZ.
»  Netmask: Configures the netmask of the DMZ interface IP.

»  Link Status: Indicates the connection status of internal and external interfaces of the Sangfor
device, whether the network cables are plugged in.

=  External Interfaces: External interfaces are WAN interfaces of the Sangfor device. To set a
WAN interface, click on the name and the attributes of the corresponding Internet line
appears, as shown in the figure below:
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Edit Line M
Enzble this line

Line Type: @l Ethernet C' FPFoE

Ethernet Settings
() Obtain IF and DNS server using DHCP

@ Use the IF address and DNS server below

1P Address: 0.0.00 Prefarrad D000
DHS:

Netmask: .D.{I.D.{I | i [l.{l-.{i.ﬂ :

. DS L
Default 0000 .
Gataway: MTU: 1500
| Muli-IP |
: Advanced |

Save | , Cancel |

The following are the contents included on the Edit Line page, when line type is Ethernet:

Enable this line: Select this option and this line will be enabled.
Line Type: Options are Ethernet or PPPoE.

If line type Ethernet is selected, the fields under Ethernet Settings should be
configured, so that the Internet line would be assigned IP address and DNS server.

IP address and DNS server could be assigned automatically or configured manually. The
former is achieved by selecting the option Obtain IP and DNS server using DHCP,
and the latter means that administrator needs to select the option Use the IP and DNS
server below and configure the IP address, default gateway and DNS servers.

Multi-IP: This button is only available for Ethernet type of Internet line, which means
multiple IP addresses can be set on WAN interface. Click this button and the following
dialog pops up, as shown below:

ll Add | @) Delete

IP Address MNetmask

| 1
Save || Cancal |

42



SANGFOR SSL M7.5 User Manual

To add a new IP address entry, click Add.

To remove an [P address from the list, select the desired entry and click Delete.

A

In gateway mode, LAN, DMZ, and WAN interfaces cannot be configured on the same
subnet.

If line type PPPoE is selected, the fields under PPPoE Settings should be configured,
as shown in the figure below:

Edit Line X
Enable this line

Line Type: () Ethernet (® pPPoE

PPPoE Settings

Username:
Password:
MTU: 1452
[ ] Automatically connect
Status: Disconnected Details | Connect | | Options |
| Advanced | | Miew Logs |
Save || Cangel |

= Username, Password: Configure the ADSL account to get dialup access.

=  Automatically connect: Select the checkbox next to this option if Sangfor device

automatically dials up when Internet connection is dropped.

The changes apply after settings are saved (click the Save button) and services
restart. Once the changes have applied, go to this page again to and click the
Connect button to dial up immediately.

For detailed information of dialup, click Details.

= Options: Click this button to enter the PPPoE Properties page and configure the
parameters for dialup, such as handshake time, timeout, and max tries. Defaults are

recommended to be adopted.
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Setting Multiline Options

If the Sangfor device needs more than one lines to connect to its WAN interfaces (including the

case that Sangfor device is deployed in Single-arm mode), multiline policies should be enabled

and configured, more exactly, all the internet lines should be configured.

1.

Navigate to System > Network > Multiline Options to configure the multiline options.

The Multiline Options page is as shown below, when deployment mode is Single-arm:

[“ospioyment [RETAPRERY < outer || tost || orcP || Loca bt

il i

[ ]Allow SSL VPN to Use Multiple Lines

If the front-end device has multiple lines connecting to Internat, enable this function to improve SSL VPN
transmission speed and enhance connect-in stability. Once it is enabled, system will autcmatically detect

and select the optimal line whila user is logging in to SSL VEHN.
Once it is selected, you need configure DMAT rules for each line on the front-end device, and add the DNAT

rules infarmation into the table below, so as to deliver the ports (HTTF and HTTFS ports) of the S5L VPN,

) Add @ Delete [ Edit

D IR/Demain HTTP port HTTPS port Priority

| Save b Cancel

The Multiline Options page is as shown below, when deployment mode is Gateway:

Multiline Options

Multiline Policy of Sangfor VPN

[ Allow Sangfor VBN to Use Multiple Lines

) Add (@ Delete [ojEdit CiMove Up () Move Down “ZRefresh

[ Line Alias 17 Address Netmask Default Gateway  Connection Mode Status
D Telecom 202.96.137.75 255.255.255.0 202.96.137.1 Directly cornect Inte... Not activated
0 unicom 50.120.30.64 255.255.255.0 50.120.10.1 Directly connect Inte... Not activated

[7| Enable extranet connection detection

Interval: 10 | second(s)
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Multiline Policy of S5L VPN

[¥] Allow SSL WEN to Use Multiple Lines

FPTP/LZTF Connection:
@ S5L VPN users connect in directly (local device owns public IP).

() 55L WPN users connect in via front-end device (local device owns no public IP address)

Lines Providing Direct Connection

Line Alias Line Type IP Address Netmask Default Gateway Priority = Adwvan...
Line 1 Ethernet 202.96.137.75 255.255.255.0 202.96.137.1 High Settings
Line 2 Ethernet 50.120.30.64 255.255.255.0 50.120.10.1 High Settings

2. Configure Multiline Policy of Sangfor VPN.

= Allow Sangfor VPN to Use Multiple Lines: Select this option to enable the multiline

policy of Sangfor VPN, the configured Internet lines will be available for users’ access
to Sangfor VPN.

To add a line, click Add. The following figure shows the Add Line for Sangfor VPN
page while the deployment mode is Gateway:

Line Attributes

Line Alias: | Unnamed

IF: Address: | B
Metmask: | -
Default Gateway: | |i=
Connection Mode: | Directy connect internet w

[] Use static Internet IF address

IP Address: 0.0.0.0

Name the line, enter the IP address and gateway and specify whether or not this line

uses a static IP address. If the line is to use a static Internet IP address, configure IP
Address field.

= Enable extranet connection detection: Select this option and configure Interval, and
connection status of this line will be detected periodically.

3. Configure Multiline Policy of SSL VPN.

= Allow SSL VPN to Use Multiple Lines: Select this option to enable the multiline
policy of SSL VPN, if the SSL VPN is to use multiple lines. Then add the lines into the
line list, as shown below:
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Multiline Policy of S5L VPN

[¥] Allow SSL WEN to Use Multiple Lines

FPTP/LZTF Connection:
@ S5L VPN users connect in directly (local device owns public IP).

() 55L WPN users connect in via front-end device (local device owns no public IP address)

Lines Providing Direct Connection

Line Alias Line Type IP Address Netmask Default Gateway Priority = Adwvan...
Line 1 Ethernet 202.96.137.75 255.255.255.0 202.96.137.1 High Settings
Line 2 Ethernet 50.120.30.64 255.255.255.0 50.120.10.1 High Settings

Once multiline policy of SSL VPN is enabled, the line selection policy will help the system

automatically detect the lines and choose the optimal one to let the user connect in faster
when it accesses the SSL VPN, improving the data transfer and stability of SSL. VPN

connections.

SSL VPN users connect in directly(local device owns public IP): If Sangfor device is
deployed in gateway mode, and owns public IP, then VPN user can connect it directly.

SSL VPN users connect in via front-end device(local device owns no public IP
address): If Sangfor device is deployed on Intranet and does not own public IP, then

VPN users connect in via front-end device.

If the Sangfor device is deployed in gateway mode and SSL VPN users connect in via
front-end device(local device owns no public IP address) option is selected, and needs
to use multiple Internet lines, map front-end network device’s public addresses to the
Sangfor device and launch the ports, simply by configuring port mapping rules under
Lines Of Front-End Device. To do that, click Add to enter the Edit Line for SSL VPN

page, as shown below

Add Line for SSL VPN

Configure lines and mappings of the front-end device

Line IF/Domain: IS5
Briority: High L7
HTTP port: 30 i

Line iz mapped from it to SSL VPN HTTP port
HTTRS port: 443 *

Line i= mapped from it to S5L VAN HTTFS port

Save- | Cancel

Configure the fields included on the Add Line for SSL VPN page:
*  Line IP/Domain: Specifies the IP address or domain name of the Internet line.

=  Priority: Specifies the priority of this line. The higher the priority is, this line is

more likely to be used.

=  HTTP Port: Specifies the HTTP port of the front-end device that is to be mapped
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4,

to the Sangfor device.

= HTTPS Port: Specifies the HTTPS port of the front-end device that is to be
mapped to the Sangfor device.

»  Click Settings to specify line priority and select whether to eliminate security certificate
alert, as shown below:

Priority: High v

[T Eliminate security certificate alert

Domain:

Eliminate security certificate alert when user connects to S5L VPN by
configuring line domain name. The ‘Issued To' field of device certificate should
be same as the domain name which user accessed.

For example:

1. Device owns the certificate izsued by legal CA, Issued to: www.domain.com
2. Each line has a static domain name which is same as what specified in
I=sued To field of device certificate.

| Save | Cancel |

If Eliminate security certificate alert is selected, you need to specify domain name of

the line, browser will not prompt certificate security alert any more when user visits
SSL VPN login page.

%
If the login policy selected is Users use different login pages (under System > SSL
VPN Options > Logging in > Login Policy), multiline policy of SSL VPN is disabled

by default and unavailable, which means SSL VPN cannot use multiple lines.

Configure the Line Selection Policy which will apply to the Internet access data sent from/to

computers in the local area network and handled by the Sangfor device.

This is available when Sangfor device is deployed in Gateway mode, as shown below:
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Multiline - Line Selection Policy

Line Selection Policy

") Select the line that owns the largest remaining inbound bandwidth
) Select the line that owns the largest remaining ocutbound bandwidth
) Evenly assign the sessions to sach line

@ Prefer the first available line{network interface) in the list

Systermn selects the valid line firstly enabled. In case of line fault or unavaitability, it automatically switches to
the next available line.

Save Cancel

The following are the four line selection methods:

= Select the line that owns the largest remaining inbound bandwidth: Indicates that
the system will automatically select the line that owns the largest remaining inbound
bandwidth, to make full use of the remaining bandwidth.

Select the line that owns the largest remaining outbound bandwidth: Indicates that
the system will automatically select the line that owns the largest remaining outbound
bandwidth, to make full use of the remaining bandwidth.

Evenly assign the sessions to each line: Indicates that the system will evenly assign the
sessions to each line automatically, without considering the remaining bandwidth.

Prefer the first available line(network interface) in the list: Indicates that the system
will select the valid line that has been firstly enabled. In case that line fault or

unavailability appears, it automatically switches to the next available line.

5. Click the Save button and that Apply button to save and apply the settings.

For more detail about configuring multiple lines, refer to Device Deployment in Chapter 7.

Configuring Route

Route can route data of the Sangfor device itself, and route the data (either VPN data or VPN
irrelevant data) to the Sangfor device, which then will forward the data to destination. To add a

new route, perform the steps below:

1. Navigate to System > Network > Routes to enter Routes page, as shown below:
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2.

3.

5 e

| DEpI-:r}rmem; pMultiline Dptl'-:-ni_-'-. | ;—h:rE'.t':'-. H D-HCZ-F."—H -L-:nzal Subnets |
&) Add + @ Delete [ Edit
[ petie Netmiask « Gateway

Click Add > Routes or Multiple routes to add a single route or a batch of routes, as shown
below:

- Deployment | Multiline Options 3 | Hosts DHCP I Local Subnets
(add | @ petete [t

Route MNetmask = Gateway

Multiple routes

Enter the destination subnet, network mask and gateway. The following two figures show the
two cases of adding a single route and a batch of routes.

Please fill in the correct route information.
Dst 19: | |*
Metmask: [ -
Gateway: [ '4:
| Save and Add | | Save | Carncel

Add Multiple Routes - Enter Route Info *

Cne-entry per row. Format: DestinaticnIF Netmask Gateway

Fields are separated by spacei(s].

Mext || Cancel |
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Configuring Host Mapping Rule (HOSTS)

HOSTS file is the built-in host file (more specifically, the mapping information of the IP addresses
and domain name/hostnames) on the Sangfor device. This file works when SSL VPN users need to
access Web resources using domain name or host name, generally in the situation that the internal
network (where the Sangfor device resides) is using MS Active Directory.

To add a new Host entry or a batch of Host entries:

1. Navigate to System > Network > Hosts to enter Hosts page, as shown below:

Deployment || Multifine Options

@ Add ~ @ Delete: [ Edit Vihat iz HOSTS file?
[ 1p address Host Name Comment

[ tz7.0.0:1 localhost

[] zoo:zoo.0.20 bhe

[] zoo.zoo.o.21 mail

2. Click Add > Host entry or Multiple host entries, as shown below:

[ Add »| @ Delete [ Edt Vihat i HOSTS tile?
Heost entry Host Mame Cemment
Multiple host entries localhost

[] zoo.2o0.0.20 bhe

[] zoo.zoo.0.21 mail

If Host entry is selected, the page pops up as follows. Specify the fields on this page.

Add Host Enfry *

Please enter the correct host mapping (HOST) information.
1P Address: | |=‘-
Host Mame: .;*—'
Comment:
| Save and Add | | Save || Cancel |

The following are the contents included on the Add Host Entry page:

= IP Address: Indicates the [P address of the server providing resources.
=  Host Name: Indicates the host name of the server providing resources.
=  Comment: Description to this host mapping rule.

If Multiple host entries is selected, the pop-up page is as shown below. Enter the IP address
and domain into the text box in the format as required.
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Add Multiple Host Entries - Fill in Mappings

Cne entry per row. Format: IP Hostname #FComment

Comment begins with "#"; fields are separated by space(s).

Mext , Cancel

Configuring IP Assignment Options (DHCP)

Navigate to System > Network > DHCP > Options to view Status of DHCP service and
configure the Options. Status tab shows the running status of the DHCP service, the IP addresses
that are assigned through each network interface, the related hostname, MAC address, and lease
time left; while Options tab contains the DHCP related settings, as shown below:

51



SANGFOR SSL M7.5 User Manual

Deployment || Multiline Options

| status :' Opticne |

DHCP Service Settings

OHCP Service: @ Enabled (O Disabled

Lease: 120 minute(s)

IP Address Assignment

Interface IP Range Gateway DNS WINS
5 R
L& 192.168.0.2-192.... 192.168.0.1 59095
oMz = o =

Reserved IP Address

| @ add S Delets
| Interface IP Address MAZ Address Hest Mame
D LAM 192.1658.0.2 00-0A-00-00-00-00
| Save ! | Cancel |

The following are the contents included on Options tab:
=  DHCP Service: Click Enabled or Disabled to enable or disable the DHCP service.

=  Lease: Indicates the DHCP IP address lease, the life cycle that an assigned IP address will be
used by the corresponding user.

= [P Address Assignment: Configure the IP address range that can be assigned to the SSL
VPN users by each interface.

To view and assign [P address to a network interface, perform the steps below:
1. Click on the name of a network interface to enter the IP Address Assignment page;

2. Configure the IP range, gateway and DNS server address, as shown below:
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IP Address Assignment b

Gateway: | 132.162.0.1

DNS #1: R WINS #1!
DNS £32; 2222 WINS £2;
IP Range: [192.168.0.2-192.168.0.3

One entry per row. Each IP range should contain only one
networlk segment. Start IP cannot be greater than end IF.
Example: 192.168.0.2-192.1658.0.253

{ S [l

Cancel

3. Click the OK button to save the settings.

A

In case that some LAN computers are using static private IP addresses, the IP address

range configured above should not cover any of those static IP addresses, otherwise, [P

address conflict will occur after those IP addresses are assigned to VPN users

automatically.

Generally, the IP address range configured above should not cover the first and the last

IP address of a network segment, for these two IP addresses are network address and

broadcast address of a network segment. The correct input is like 192.168.1.1

-192.168.1.254.

Reserved IP Address: The address is reserved IP address (range) for specific host. To
reserve IP address for a user, click Add to enter the Reserve New IP Address page, as shown

below:

Reserve New IP Address b4

Interface: :LAN v
1P Address: | Obtain Host NameMIAC |

Reserve IP address for the host below
[ mac address:

|:| Host Name:

Ok || ancel

The fields on this page are described as follows:

= Interface: Specifies the network interface of this DHCP rule.
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= [P Address: Specifies the IP address that to be reserved for certain computer. The
reserved IP address will not be assigned to VPN users.

= Obtain Host Name/MAC: Click this button to obtain the MAC address and host name
of the host for which this IP address is reserved.

*  MAC Address: Specifies MAC address of the host which the IP address is reserved for.

=  Host Name: Specifies the name of the host which the IP address is reserved for.

Configuring Local Subnet

Local subnets are subnets thought in the LAN where this Sangfor device resides. Configuring

local subnet is intended for the case that the VPN users want to communicate with the other

subnets of the headquarters (HQ) network.

Assume that the HQ has two subnets (192.200.200.x and 192.200.254.x); the subnet
192.200.200.x is a network segment that is directly connected to the Sangfor device, while the

subnet 192.200.254 x is indirectly connected to the Sangfor device. To add a local subnet entry,

1. Navigate to System > Network > Local Subnets to enter Local Subnets page, as shown

below:

@add - @.D.el:ste [ Edit
[ 1P Address
[ 1.2.2.0

Multifine Optians

pagel 1lof1| b bl | &2 show 2% jpage

Metmask

255.255.255.0

Lecal Subnets

How te Configure Lecal Subnet?

1-10f1

2. Click Add > Subnet or Multiple subnets, as shown below:

Deplaymeant

[ Add ~| & Delete [ Edit

Subnst

Multiple subnets

Multiline Options

R

outes

Local Subnets

Metmask

255.255.255.0

If Subnet is selected, the Add Subnet page appears. Configure the subnet, as shown below:
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Add Subnet ®

Fleasze fill in the correct local subnet information. |

IF Address: 182.100.254.0

Metmasl 2552552550

| save and 8dd || Save || cCancel |

Since the subnet 192.200.254.x indirectly connects to the Sangfor device (which resides in a
different network segment), enter the IP address and netmask into the corresponding fields
and then click the Save button.

If Multiple subnets is selected, one subnet or multiple subnets can be added at one step. The
Add Multiple Subnet — Edit Subnet Info page is as shown in the figure below:

-'Add Muitiple Subnets - Edit Subnet Info ®

One entry per row. Format; IPaddress Netmask
Fields are seperated by space(s).
192.200.254.0 255.255.255.0

Mext || Cancel

2

The local subnets are deemed as network segments of VPN by the Sangfor device and the
client software, which means all the data sent from (or to) these network segments through
the Sangfor device or software will be encapsulated into and transmitted through the VPN
tunnels. For this reason, if you want to allow the VPN users to access certain subnet, add the
related subnet into the list on the Local Subnets page and then go to the Routes page to
configure a corresponding route.

When adding subnet, you can add the network segment overlapping with that in which the
LAN interface of Sangfor device resides. When corresponding policy is distributed, the

overlapped network segment will be discarded, in order to ensure normal communication.
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Schedules

A schedule is a combination of time segments, which can be referenced by SSL VPN account

settings, firewall filter rules, user privilege settings and endpoint security rules. The date and time

are based on the system time of the Sangfor device.

To create a schedule, for example, named Office hours that consists of time segments 8: 00-12: 00
and 14: 00-18: 00, from Monday to Friday:

1.

2.

Navigate to System > Schedule, as shown in the figure below:

»¢ Schedule
@ Add @ Dalste [JjEdi
|:| Mame Descripticn
1 &l week Al weel:
L s - -
{4 4 F‘age: Tiot1| b bl | & Show| 25|ipage 1-1.0f 1

Click Add to add a new schedule, as shown below:

w5 Edit Schedule

Attributes Fields marked with * are required

Marme:

Drascription:

Schedule

Flease click and drag over the grids to select time segment(s). . Selectzd I:‘ Unselected | Clzal |

00 01 02 03 04 05 06 @F 00 02 1D a1 12 13 14 15 160 i@ 38 19 200 2% 2@ 23 74

| Saveang Add | |eSave. | | Gancel |

Enter the name into the Name field (in this scenario, it is Office hours). Description is
optional.

Click and drag over the grids to select the desired time segment (8: 00-12: 00, from Monday
to Friday). A prompt dialog will display the exact time segment selected, as shown below:
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5.

7.

Edit Schedule

Attributes

HName: '”Ofﬂoe hours e

Description: lOfﬂ-:e hours

Schedule

Fleaze click and drag over the grids to =elect time segment(s].

o0 Bl 02 B3 04 05 De B @8 09 A0 Eb d4ar a3 od4 By s 37

Meon

Tue

wed

Thu

Fri

Sat B

Sun

Mon to Fri 8:00 - 12100

| select |

Click the Select button to select the time segment, as shown below:

Schedule

Fleasze click and drag cver the grids to select time segment(s). . Selected

QO Rt el B3 Gt 05 Bb ¥ Bg 08 ) 3 D w3 a5 Ee EF dB - 9 2

Go on to select the other time segment (14: 00-18: 00, from Monday to Friday) in the same

way, as shown below:

Schedule

. ek

g 01 02 03 04 @5 06 07 08 09 10 13 a4 35 36 37 38 At

Blease click and drag ocver the grids to select time segment{s).

Mon

Tue ”
Mon to Fri 14:00 - 18:00

Wed

Select

Thu

Click the Select button to select the time segment, as shown below:
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Schedule

Fleaze click and drag over the grids to select time =egment(s). . Selected

0 @bk 020 03 04 05 05 07 83 0% 10 12- 13 14 LB REE OEE

Thu

8. Click Save to save the settings on this page. The newly-created schedule will show in the

schedule list, as shown below:

ro Schedule

@ Add @ Delete [JjEdit
_|:| Mame Drescription
[ &l week All weelk

[ office hours Office hours

To deselect and remove a time segment from the schedule, perform the steps below:

1. Click on and drag over the green grids (selected time segments) to select the time segment
that you want to deselect. A prompt dialog will display the exact time segment selected, as
shown below:

Schedule

Flease click and drag over the grids to select time segment(s). . Selected

oo gl @2 BE 04 05 6 Q¥ 08 0% 40 Eit k2 453 4 dh Es 37 8 1% 2

Mon

wed

Thu

Fri

Sat T T e e

Mon to Fri 930 - 11:00

| selest | Deselect

2. Click Deselect to deselect the time segment that has turned to light blue (while green grid
indicates that the time segments are selected, and white grid indicates that the time segments
are unselected).

3. In case that the selected time segment (in green) and the desired time segment (in light blue)
lap, as shown below:
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Schedule

Flease click and drag over the grids to select time segmentis). . Selectad D Unselected | Ciear

0g., 01. 02 03 % 0% 0F o

17 15 19 28 21 2¢ 23 24

Men

Mon te Thu 16:00 -19:00

| select | Desclzct

= To select this part, click the Select button, and the grids in light blue (including the
overlapped part) will turn to green, being selected, as shown below:

Schedule

Please click and drag owver the grids to select time segment(s). . Selected

o0 o1 062 03 04 05 06 0F 08 0% 12 13 14 18 1% &

= Or click Deselect, the grids in light blue (including the overlapped part) will turn to
white, being removed, as shown below:

Schedule

Pleasze click and drag over the grids to =elect time segmentiz]. . Selected

6o 01 02 03 04 OF 06 O0F 08 09 12 13 13 18 2

Tue
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Administrator

Through administrator management feature, super administrator of the Sangfor device can create
administrators for others to maintain the SSL VPN server.

An administrator can be put into certain group and so be granted with restricted administrative
privileges. The Administrator page is shown in the figure below:

% Administrator

) Add v @ Delete [ Edit [ Select v [ | Unfold All Visw Active Administrators Search by Name = |Sessch 2
| Bearch ﬁ ‘c" = [:l Mame Type Description Status
2 D & Admin Super Admin  Administrator 4

The following are some contents included on Administrator page:

= Unfold All: Select the checkbox next to it and the subgroups and individual administrators of
the selected administrator group (in the left pane) will be seen on the right pane.

= Edit, Delete: To edit or delete an administrator or administrator group, select that
administrator or administrator group and click Edit or Delete.

*  View Active Administrators: Click this link to view the administrators that are accessing the
administrator Web console currently.

Adding Administrator Group

1. Click Add > Admin group to enter Add/Edit Administrator Group page, as shown below:

3 'ﬁ'ﬂmi-rii.straiur Ha nagen‘tenf ;

|@m -r'| @Dc—'rete @Edit @ Select - |:| Unfold A5l Wiew Active Adminiztraters Search by Mame =
Sdmin .':_‘:_J E;I [] mname Type Description
Admin group . ] & Admin Super Admin Administrator
[0 & tester Adrmin test

2. Configure Basic Attributes and Administrative Privileges and Realms of the administrator

group, as shown below:
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3.

> J;dftlf I_Edit ;hlmi nisl: r-él.t'ﬂr'.-f:'l'ﬂ up

Basic Attributes

MName: F

Description:
added To: e

Enable administrator group

Administrative Privileges and Realms

| Administrative Privileges : Realms |

Status I Search }J &l | [E]
[ systemn = [Zgsse vew

£l =] Authentication
[]ssL ven [ =9 policy sets

D ﬂ Remote Servers
|_| Maintenance = D ;_EI Endpoint Security

| Ll = Rules

..#d.d..ﬁu.?-gmup _ L1579 policies
Add role O =7 Built-in Rules Update

Add resource

The following are the information of administrator group:

Name: Specifies the username of the administrator group.
Description: Descriptive information of the administrator group.

Added To: Specifies the administrator group to which this administrator group will be
added. This group determines the administrative privileges and realms of this

administrator group.

Administrative Privileges: Specifies the configuration modules that the administrator
in this group could maintain. Select the checkbox next to each module name and the
administrators in this administrator group will be authorized to configure that module.

Realms: Specifies the administrative realms (users, resources and roles) for the

administrators in this administrator group, as shown below:

Administrative Privileges and Realms

|| Adminigtrative Privieges || Realms

Users | 2=arch L E | E
EREEY; '
Resources —
DE__*:*Ancnymous group
Rolez Df,fFDefauIt group

Click the Save button to save the settings.
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Adding Administrator

1. Click Add > Admin to enter Add/Edit Administrator page, as shown below:

2. Configure Basic Attributes and Login IP Address of the administrator, as shown below:

Basic Attributes Fields marked * are required

Name: i

Drescription:

Type: f'!:' Admin U Guest
FPassword: *
Confirm: ¥
added To: |/ ik

Enable administrator

Login IP Address

(®) Allow login on any IP address

'.T:‘ Allow login on the IF addresses below

LyAdd (g belete [ L] Edit

I:I Start IP End IR

The following are the information of administrator:

Name: Specifies the username of the administrator account that can used to log in to the
administrator console of SSL VPN.

Description: Descriptive information of the administrator account.

Type: Specifies the account type. Options are Admin and Guest. Administrators of
Admin type have the specified administrative privileges to configure some modules
through the administrator console; while the administrators of Guest type only have
read-only privilege to view the configurations of modules that are specified for that

administrator group.

Password, Confirm: Respectively specifies and confirms password of the account that
is used by administrator to log in to SSL VPN administrator console.

Added To: Specifies the administrator group to which this administrator account will be
added. This group determines the administrative privileges and realms of this
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administrator.

* Login IP Address: Specifies the IP address on which this account can be used by the
administrator to log in to the SSL VPN administrator console.

Click the Save button to save the settings.

¢

The administrator password is valid if it matches all the following:

= [t must contain at least 8 characters.
= ]t cannot contain username of administrator.

»= [t must contain any two of the following: upper-case letters, lower-case letters, digits,

special characters.

A

The administrative privilege of an administrator group will never be higher than its parent

administrator group. That is to say, administrators’ privilege of maintaining SSL VPN users,
resources and roles is authorized by the parent group and will not be more or higher than that.
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SSL VPN Options

General Settings

The basic (SSL VPN related) settings under System > SSL. VPN Options > General are global
settings, including user login options, client options, virtual IP address pool, Single Sign-On (SSO)

and resource options.

Configuring User Login Options

1. Navigate to System > SSL VPN Options > General > Login, as shown in the figure below:

lient Options 0 Lacal DHS_H S5 Resource Options

Login Port

HTTPS Port: | 242 | et |

HTTR :30'

Port:

PPTP/L2TP Connection Options

PRTR/LZTR G : ; :
PREDR it l';j Prohibit PPTR/LZTP incoming coennection

(_‘_!) Parmit PPFTP incoming connection

D Parmit L2TP incoming

3 cor
connection

LZTP Shared Secret; ##sses *

i, With PPTE/L2TE feature enabled, user can use the built-in BETE VBN/L2TP VBN of iPhone, iPad or Android to
visit L3VPN resources
2. Users connecting using PRTE/L2TP can choose to be authenticated against M35 Active Directory{AD] server.
Steps:

LDAPR Authentication: specifies an Active Directory{AB) server against which connecting users ara
authenticated by the S5L VPN semvar.

AD domain, only after baing joined to domain whare the Active Directory server resides in, could conmecting
users ba authenticated against the domain server.
Note that IBFSec VBN connection will be closed automatically the moment LETR connection is set up, howaver,

Sangfor VPN service will still be availabla.

Encryption Protocol

SEL/TLS Algorithm: (@) RSA
(smz

[JssLzo ¥Ts 10 [¥]Tis 1 [#Ts 1.2
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WebAgent Settings

!E Enable Webagent for dynamic IF support

@ add @ Delete [ Edit WF Test Connedivity [if Modity PWD %% Refresh

D Webfgent Status

Defense Against Man-in-the-Middle Attack

Save Cancel

2. Configure the following fields under Login Port.

* Login Port: Specifies the HTTPS and HTTP port on which the SSL VPN service is
being listened.

= HTTPS Port: Specifies the HTTPS listening port. It is TCP 443 by default. Enter the
port(s) into the field (ports should be separated by comma) or click the Configure
button.

=  HTTP Port: Select this option and enter the HTTP listening port. It is TCP 80 by
default.

3. Configure the following fields under Login PPTP/L2TP Connection Options.

*  Prohibit PPTP/L2TP incoming connection: If it is selected, PPTP/L2TP connection
will be denied.

*  Permit PPTP incoming connection: Select it to allow PPTP incoming connection, and
user can access L3VPN resources on mobile phone via VPN.

*  Permit L2TP incoming connection: Select it to allow L2TP incoming connection. If it
is selected, you need to specify L2TP shared secret.

= L2TP Shared Secret: Specifies L2TP shared secret, then user can access L3VPN
resources on mobile phone via built-in L2TP VPN.

For users accessing VPN though PPTP/L2TP, they can be authenticated on MS Active Directory.
To do that, you need to configure as follows:

a. Click LDAP Authentication to enter Add/Edit LDAP Server page, and configure LDAP
server to make Sangfor device connect to this server.
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Click AD domain to enter the Client-side Domain SSO page, enable SSO and configure
required fields on that page.

= Do not modify the ports unless it is absolutely necessary. Once the port is altered, the

new port number should be entered to the end of the URL address when endpoint user
enters the address to connect SSL VPN.

= If the checkbox next to HTTP Port is selected, user can use HTTP protocol to
communicate with the SSL VPN. Access to SSL VPN is achieved by redirecting HTTP
to HTTPS, for instance, http://202.96.137.75 is redirected to https://202.96.137.75. If
HTTP Port is selected and configured, user can only use HTTPS protocol, in which
case, he/she needs to visit https://202.96.137.75.

= If Permit L2TP incoming connection is selected, user will be denied to connect to
VPN through standard IPSec VPN, while users will be allowed to connect to VPN
through Sangfor IPSec VPN.

Select encryption protocol for encrypting data. Options are RSA, SM2, SSL.3.0, SSL.1.0,
SSL1.1, SSL.1.2, as shown below:
thoreshus Brotoenl.
SSL/TLS Algorithm: (@) RSA
) sM2
[]ssLze [#]Tes 1o [¥]Ts 1.1 [¥]TLs 1.2
Configure WebAgent Settings. Select Enable WebAgent for dynamic IP support to enable

this feature, and the Sangfor device will be able to get an IP using WebAgent dynamic
addressing if it is not using a static Internet IP address. To add a Webagent entry:

a. Click Add to enter the Add WebAgent page, as shown below:

Add WebAgent

Address: (200.200.78.51

Gk | Cancel

b. Enter the WebAgent address into the Address field and click the OK button.

c. To check connectivity of a WebAgent, select a WebAgent and click Test. If the address
is correct, the Sangfor device can connect to this WebAgent; otherwise, connecting will

fail, as shown in the figure below:
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Test Completed

= -

Primary 'webdgent Secondaly ‘Wwiebdgent

e ;
FaI|El:| tu u:u:unneu:t the prlmar_l,l Web.-’-‘-.gent ‘

Before test begins, certain ActiveX control may need be installed (as shown below).

Installation Tips

This cperation requires ActiveX conirel be installed. Click
o . Install button to enter the page that will ask you whether
1 J toinstall the add-ons. Follow the agivern instructions to
install the Activex control. Once installing completes, vou
can go back to this page to resume the operations.

Install | | Check ActiveX Status | [ Close

Click the Check ActiveX Status button to check whether ActiveX control has been
installed. If not, click the Imstall button and follow the instructions to install the

ActiveX control.
d. Toremove or edit a WebAgent entry, select the desired entry and click Delete or Edit.

e. To modify password of a WebAgent select the desire entry and click Modify PWD.
Modifying password can prevent unauthorized user from using and updating a false IP

address into the WebAgent page,
f.  To refresh the status of the WebAgent, click Refresh.

Configure Defense Against Man-in-the-Middle Attack option.

Defense Against Man-in-the-Middie Attack

!EI Enable defense against man-in-the-middle attack

Select Enable defense against man-in-the-middle attack option and the user will be
required to enter the word verification code and be forced to install the related controls. This

feature protects the transmitted data from being altered or intercepted by unauthorized user.

Click the Save button to save the settings.

Configuring Client Related Options

Client related options are settings related to the SSL VPN Client software and end users’ access to

SSL VPN at the endpoint.
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1. Navigate to System > SSL. VPN Options > General > Client Options to Client Options
page, as shown in the figure below:

(ol[[Sy e s el s -0 | Virtual IP Pool || Local DNS Resource Options

Client Options

|| Enable system tray
|#! Password can be remembered
¥ Allow automatic login

reconnect again and again;

|| Allow being online
always
|| Show host address for TCP/L3VPN resource

! Display resources the moment user logs in using SSL VPN Client

Flozating toclbar of Web resource
® Do not show up

' Show up

For Linux

To enable users to access TCP and L3VPN resources using Firefox browser, specify JRE download address. JRE
Download Address

Client Customization

Client on Windows PC
Client on Mobile Device

2. Configure the contents under Client Options:

Enable system try: System tray is a taskbar status area showing status of and configure
SSL VPN on the client end. Select this option and the browser window can minimize to
a system tray when Resource page is closed.

Put the cursor on the System Tray icon and the brief information of SSL VPN connection

status is seen, as shown in the figure below:

. 55L PN is connected
{Speed [out]0 B/S [in0 BIS

M ELL Sy oA

Password can be remembered: Select the checkbox next to this option and the SSL
VPN Client will remember the SSL VPN login account (username and password) user
entered if user selects the option Remember me when he/she uses SSL VPN Client
program to connect SSL VPN, as shown in the figure below:
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i

= Easy Connect

Aecount |Cartificste | USB-KEY |

Addraess: https: //200. 200, 75. 240

Uzername;

Fassword:

[ [ Remember me| | | Auto login

[Anonymous Log In| [ Log In || Back

Allow automatic login: Select this option to allow connecting users to use automatic
login feature when they connect to SSL VPN. This option depends on Password can be
remembered option, which means that if you select this option, and Password can be
remembered option will be selected together.

Aceount |Certificate | USB-KEY|

Address: I-.up::HEDD,EW,TS,Eﬂ

Username:

Fassword:

[ Remember me || | Auto login

|Anongmous Log In| | LogIn || Back |

Allow being online always: If selected, client will try reconnecting to VPN again and
again after disconnected from VPN. It is used for the unattended endpoint.

Show host address for TCP/L3VPN resource: If selected, host address for
TCP/L3VPN resource will be displayed on Resources page; otherwise, only resource
name will be displayed after user logs in to SSL VPN.

Display resources the moment user logs in using SSL VPN client: If selected,

associated resources list will be displayed after user logs in using SSL VPN client
successfully.

69



SANGFOR SSL M7.5 User Manual

* Do not show up: If selected, floating toolbar of Web resource will not show up.
= Show up: If selected, floating toolbar of Web resource will show up.

* JRE Download Address: Click this link and specify JRE download address.
Connecting users must download and install JRE installation package before accessing
TCP and L3VPN resources with Firefox browser on Linux. The JRE Download
Address page is as shown in the figure below:

httpfupdate 1 sangfor.netssiupdateqrefre-far-linux.bin

; oK [| Cancel |

3. Customize shortcut icon of VPN client on Windows PC or mobile phone:

= Client on Windows PC: Click it to enter the following page:

Client on Windows PC ®

Shortcut Icon:

Ay

4 3

To add an icon from local device, click Ypload load (ICO file within 512KB; extension be .ICO)
Shortcut Name: EasyConnsct

| Delete Ieon || Finish ||  Cancel |

Shortcut icon will be created automatically after user logs in to SSL VPN. If you want
to change shortcut icon of system tray, click Upload to upload a new icon from local PC to
take place of the old one. And you can edit the name of shortcut icon in Shortcut Name

field.

= Client on Mobile Device: It is used for the user logs in SSL VPN using EasyConnect on
mobile device, such as mobile phone, tablet, etc. Click it to enter the following page:
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Client on Mobile Device x

| 4

- iy g Froem e -

ey NI |

fo S

Upload Mew | | Restore Default

PNG file within 1MB, better ba 520%250 image without background color

| Finish || Cancel .|

Click Upload New to upload a new icon file from local device, or click Restore Default to

use default logo of VPN client on mobile device.

Configuring Virtual IP Pool

Virtual IP addresses are assigned to users who are to access L3VPN, Web and TCP applications
over SSL VPN.

Navigate to System > SSL. VPN Options > General > Virtual IP Pool and the Virtual IP Pool

page appears, as shown in the figure below:

Client Options | IRUTa =18 (= =2el! Resource Options

When a user starts to access resources over S50 WPN, it will be assigned a virtual IF address. This IP address could be the

virtuzal IF address specified in User Attribute or an 1P address dynamically allocated from the virtual IF pool.
|

@ Add @ oekete [Fedt A select -

e Range Assigned To Description

] ‘20014 -2.0.1.254 Any group Default IF pool

The following are the contents included on the Virtual IP Pool page:

= I[P Range: Range of IP addresses included in the virtual IP pool. The IP addresses should be
rarely used IP address, such as 2.0.1.1 - 2.0.1.254.

=  Assigned To: Indicates the user group whose users will be assigned IP addresses from this IP

address pool.
= Description: Description of the IP address pool.

= Select: Click it and then click All or Deselect to select all the IP address pools or deselect all
the selected ones.

= Delete, Edit: Select the desired IP range and click it to delete or edit the IP pool.
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=  Add: Click it to create a IP address pool and enter Virtual IP Pool page, as shown below:

Virtual IP Pool X

= ~
1., IF range must not contain any interface IF address
2.. IP range must not conflict with IF of any host working in L&N
Z. FRarely used IF addreszes (such as Z.oocooooxxx] are
preferred; do not enter commonly-used IF addresses (zuch as
192, 16830003000
Start IP: +
End IP: s
Assigned To! | Any group/ »
Description:
hdl
. 8714 | Cancel. |

When configuration is completed, apply the settings by clicking the Apply button that appears
after any change is made.

A

The IP ranges should not cover IP address of any network interface of the Sangfor device, or

conflict with IP address of any running machine in the local area network.

Configuring Local DNS Server

In an enterprise network, local DNS server works well if some internal resources are only
accessible to users who request resources by domain names, for local DNS server can provide

domain name resolving services when users request resources by domain name.

That is the same with such kind of resource access over SSL VPN. If this type of resources exists
in local area network, local DNS servers could provide domain name resolving services to the

connecting users.

1. Navigate to System > SSL VPN Options > General > Local DNS to enter the Local DNS

page, as shown in the figure below:
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2.

Client Options || Virtual 1P Pool | [T RSk Resource Options

Local DNS

If resource address is local domain name, vou need to configure local DNS server (residing in LAN) and add the domain

olving these domain names will be handled

names into the list under Local Bomain Name of Resource, so that requests for res
by local DNS zerver(s).

This feature only applies to TCP application and L3VEN. A= to Web application, you should ensure that the device can resolve
these [ocal domain names successfully (configure the DNS server in System = Network = Deployment or configure HOST in
System = Network = Hosts).

Primary DNS: | 0.0.0.0
Alternate DNS: | 0.0.0.0

[] client PC uses the above DNS servers

If the abowve cption is checked, the system will autematically enable L3WPN and add the local DNS servers into the DNS server
list on user's PC,
VPN, DNS settings
rescurces (belowl).

that the DNS requests frem user's PC will be handled by the local DNS server. On user's exit from S50
n user's PCs will restore. With this feature enabled, vou do not need to add the local domain names of

Local Domain Name of Resource

@ Add @ Delete [ofEdt [ 5ekct ~

[ Domain Name Drescription

Configure the following under Local DNS:

=  Primary DNS: This is the primary local DNS server that is preferred to solve domain

names.

= Alternate DNS: This is the secondary local DNS server that is used to solve domain
names when the primary DNS is unavailable.

¢
If there is only one local DNS server, enter the server address into the Primary DNS
field.

Configure Client PC uses the above DNS servers option.

With this option selected, address of primary and secondary local DNS servers will be
distributed to the network adapter of the SSL VPN client end. The reason to prefer using the
local DNS servers is to avoid such conflict when the domain controller also works as a local
DNS server but the local DNS server needs to be authenticated by the domain controller after
the user connects to SSL VPN.

If this option is not selected and many application resources are using domain name as their
addresses, administrator needs to add the address (in form of domain name) of resource into
the list followed after specifying the local DNS servers. Later on, once a user accesses any of
these resources by domain name, the local DNS server will resolve the requested domain

name first, according to the local DNS server and domain names configured on this tab.

Configure Local Domain Name of Resource. This table is available when Client PC uses
the above DNS servers option is not selected.
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Local Demain Name of Resource

@ Add @ Delete [Edt 5A Sekect -
D Domain Mame Description

[ www.sina.com

To select all or deselect the selected the entries, click Select > All or Deselect.
To delete or edit the domain name, select a domain name and click Delete or Edit.

To add an entry, click Add and add enter the domain name of a resource, as shown below:

Add Domain Name of Resource b 4

Cixmain: || |

Description:

Make sure that the address is in form of IP address when configuring the address of the

resource (refer to the Resource section in Chapter 4).

Click the Save button and Apply button to save and apply the settings.

Once the local DNS server is configured and domain name of resources are added, the
configuration will work and provide DNS service to the connecting users who request for the

resource by domain name.

a

5

Beyond local DNS, the internal HOSTS file will also help to resolve the matching domain

name and return the resolving result to user (refer to the Configuring Host Mapping Rule
(HOSTYS) section in Chapter 3).
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A

= [faddress of some resources are domain names and there is a specific DNS server in the

local area network providing domain name resolving services, the domain name of that
resource is recommended to be added to the list. That will have the requests of DNS
handled preferentially by the local DNS server. In other cases, do not add any domain

name into the list.

=  Domain supports wildcards * and ?. * indicates any character string, while ? indicates
any character. For example, *.com stands for any domain name ending with .com.
b?s.SANGFOR.com indicates that the second character of that domain name can be
any character, such as bbs.SANGFOR.com.

=  Maximum 100 entries support.

Configuring SSO Options

SSO (Single Sign-On) is a one-off authentication method. It means that once a user successfully
logs in to the SSL VPN and is authorized the right to access certain resource, system or application
software, that user does not need to enter the required usernames and passwords ever after when
accessing that resource, system or application software over the SSL VPN. That is because the
system will automatically fill in the usernames and passwords for that user every time.

1. Navigate to System > SSL. VPN Options > General > SSO and the SSO page appears, as

shown below:

Client Options || Virtual IP Pool Resource Options
550
S50 (& Enabled ) Disabled

Allow user to modify S50 user account

Upload S50 Configuration File

Config File: || Browse...
2 & Download S3C Assistant

name; SE0ConTIg.es0

i Download SSC Config File

| Mpload |
Web S50 Options

Web S50 Encryption || Basic 550 || WTLMESO |

2. Configure the fields under SSO and Upload SSO Configuration File.

= SSO: To enable user to access the corporate resources over SSL VPN without entering
username/password, select the option Enabled; or else, select Disabled to disable SSO.
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Download SSO Assistant: Click this link to download the SSO Assistant program. This
assistant will help the administrator to record the SSO file if user uses the login method
Auto fill in form (specified on the SSO tab when creating the resource) to access the
SSL VPN resources.

Download SSL Config File: Click this link to download the configuration file of SSO.
This file should be downloaded after the SSO page has been configured. The SSO
information of a user can be recorded into the downloaded configuration file, with the
help of SSO Assistant.

Upload: It is used to upload the SSO configuration file into the Sangfor device. Browse
and upload the configuration file (containing the recorded SSO information) to the

device.

Allow user to modify SSO user account: To allow user to modify the SSO user
account (username and password) after successful access to SSL VPN, select this
option.

Then connecting users can modify the SSO user account by performing the steps below:

a. Login to the SSL VPN and enter the Resource page, as shown below:

—_— Welcome test1l | Settings
=~ SANGFOR
S— J |I'tt::-_-'-.\-.-r.\.exemu:e.:cl:-.r_n
Resource Group #i Toavoid dota leakage nsk, you'd better mot sove account onpublic device.
GHER
All subnet L3VPN resources
3

: amix-test-group
B, test_sso_res
2 pemorespo H

b. Click Settings to enter Personal Setup page and select SSO Options in the left
pane. The right pane shows the SSO resources and user accounts, as shown below:

Welcome testll S50 Options
¥ User Account |53 Edit
a5 : - Resource Name 550 User Account
!ﬂ S50 Cptions D
|:| test s=o_res testil
B Login option
& Login Options 0 apple testil

c. Click Edit to edit the SSO user account, as shown below:

S50 User Account [Close
*The 1 selected résources are accessibile to the account below:
Uszername: ’tEE»tU-
Password:
Confirm:

Save. | | Cancel
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d. Enter the new username and password into Username, Password and Confirm
fields.

e. Click Save to save the changes.

¢

Only one type of users can configure SSO page on the Resource page, that is, the private
users who have associated with the resources that have applied SSO.

To change SSO user account, you need to select Same with VPN Username and Same with
VPN Password in Input Value field when recording the SSO file with SSO Assistant.

Configure Web SSO Options.

Web SS0 Options

Web 550 Encryption Basic 850 || NTLM

(%]
(%)
o

Enable Bazic 350

@ Add @ Delete |2 Edit EView Association

! vabel Tvpe Uzername Paszcwaord

Save |- Cancel

There are three tabs under Web SSO Options, namely, Web SSO Encryption, Basic SSO
and NTLM SSO.

= Web SSO Encryption: Configures the options applied to some B/S applications. To add
security to SSO to internal resources, the transmitted data (username or password) is
better encrypted first when they are submitted from the client side and then be decrypted
by the server using the corresponding algorithm. To achieve that, configure the correct

JavaScript function on this tab.

= Basic SSO: Configures the Basic SSO policy. The policies could be referenced as SSO
policy when administrator configures SSO options of a Web resource and chooses
Basic SSO as the Login Method. Click Add to add a basic SSO policy, as shown
below:
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Add Basic 550 Policy b

Label: |

Type! Ipse 550 WPM acoount

Use 550 user account

Use custom user account

b

T
sl b P R
W

NTLM SSO: Configures the NTLM SSO policy. The policies could be referenced as

SSO policy when administrator configures SSO options of a Web resource and chooses
NTLM SSO as the Login Method. Click Add to add a NTLM SSO policy, as shown

below:

Add NTLM SS0 Policy b 4

Label: ||

Domain:

Typa: lise 55L VPN acoount
(@ NTLM V1 support
L) ppo

{ ) NTLM VZ support

DK I

Cancel

Configuring Resource Options

Click the Save button and Apply button to save and apply the settings.

Resource options include access mode for each application (Web, TCP and L3VPNs) and allow
administrator to customize access-denied prompt page to inform user of the access failure.

Web App Resource Options

Navigate to System > SSL VPN Options > General > Resource Options > Web App to

configure the parameters related to Web resource access and object rewritten rule, as shown in the

figure below:

78



SANGFOR SSL M7.5 User Manual

Virtual IP Pool ‘ocal DI Rescurce Options

: Web App TCP A Il N | QOthers |

Web Resource Access Settings

Access Mode: (%) Take device IF address as source

() Take virtual IF address as source

Rewrite Web Objects

While a Web rescurce is accessed by user over S5L WEN, URLs of some rescurces in the webpage should be rewritten, such as
the rescurces cited by Flazh, Java, &Applet, video players, ete., or elze, they will be inacceszsible to user. You can cenfigure the
rules below to rewrite URL addresses of those types of resources,

@ AddRule @ Dekte [JEdt BF select -

[ Mame Type | Descripticn

The following are the contents included on the Resource Options page:

= Access Mode: This determines the source IP address that connecting users will use to access
the server resources. The source IP address could be the interface IP address of the Sangfor
device or an assigned virtual IP address (to configure virtual IP address, refer to the
Configuring Virtual IP section in Chapter 3).

To have the connecting users take the IP address of the Sangfor device as the source address
to visit the server resources, select Take device IP address as source.

To have the connecting users take the assigned virtual IP address as the source to visit the
server resources, select Take virtual IP address as source (to configure virtual IP address,
refer to the Configuring Virtual IP section in Chapter 3).

*  Add Rule: Add a rule and some paths of resources being cited by controls (Flash, Java,
Applet, video players) of the Web application will be rewritten so that these resources can be
accessed. Click Add Rule and the Add Rule page appears, as shown below:
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Add Rule %

HTML Tag: OBlect |
Object Identifier: %
(classid for ActiveXObject; urt fer flash; class name forapplet. * equals any characters
Description:

Tag Param(=chject=, <applet>,=embed=) Chject Property
& =]

O_!Jject Mn_z_thcu_d Quer';?trin_g({Embec_I})_
0 @
led [

O | | Cancel

The following are the contents included on Add Rule page:

=  HTML Tag: Specifies the HTML tag used for rewriting webpage objects. Options are
Object, Applet and Embed.

= Object Identifier: Specifies the identifier (name) of this rule.
= Description: Brief description of this rule.

=  Tag Param: Specifies the parameters in the codes that should be rewritten to revise the

webpage.

= Object Property: Specifies the object properties in the codes that should be rewritten to

revise the webpage.

= Object Method: Specifies the object method in the codes that should be rewritten to

revise the webpage.

*  QueryString(<Embed>): Specifies the Querystrings in the codes that should be

rewritten to revise the webpage.
Delete, Edit: Select a rule and click Delete or Edit to remove or modify an entry.
Select: Click Select > All or Deselect to select all rules or deselect the selected rules.

Save: Click this button to save the settings.

TCP App Resource Options

Navigate to System > SSL. VPN Option > System > Resource Options > TCP App to configure

the parameters related to TCP resource access and smart recursion feature, as shown below:
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Local BNS Resource Options

Virtual 1P Pool

[ webapp | TcPApe | Laven || oOthes

Web Resource Access Settings

Access Mode: .’é} Take device IP address as source

'::' Take virtual IP address as socurce

Rewrite Web Objects

While 2 Web resource is accessed by user over SSL VPN, URLs of some resources in the webpage should be rewritten,
such s the resources cited by Flash, Java: Applat, video players, eto.; or else, they will be inaccessible to user. You can
configure the rules below to rewrite URL addresses of those types of rescurces.

lgat Add Rule (g Delete &| Edit [ Select =

D Name Type  Description

The following are the contents included on TCP App tab:

=  Access Mode: Specifies the source IP address that connecting users will use to access the
server resources, whether it is the interface IP address of the Sangfor device or an assigned
virtual IP address (to configure virtual IP address, refer to the Configuring Virtual IP section
in Chapter 3).

To have the connecting users take the IP address of the Sangfor device as the source address

to visit the server resources, select Take device IP address as source.

To have the connecting users take the assigned virtual IP address as the source address to
visit the server resources, select Take virtual IP address as source (to configure virtual IP
address, refer to the Configuring Virtual IP section in Chapter 3).

=  Max Sessions Per User: Specifies a maximum of sessions that one user can establish to

access TCP resources concurrently.

=  Enable: Select this option to enable smart recursion feature for access to TCP resources.

2

Please note that, to have smart recursion feature take effect, Enabled option should be

selected, and option Apply smart recursion on Others tab should also be selected when

editing the TCP resource.

= Applicable Address: The addresses to which the smart recursion feature will apply. If The
addresses below is selected, smart recursion will apply to all the URL addresses in the list; if
Other addresses rather than the ones below is selected, smart recursion will apply to all
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other URL addresses except those in the list.
Smart Recursion of Resource Access
Enabled

This feature is appliad to access to TCP applications. If it is enabled, all the TCP resource hyperlinks on a Webpage will ba
available to the user if the address of a requested resource matches any of the addresses below, and you do not nesd to

add those hyperlinks to the TER resgurce address list. Use wildcards * and 7 if necessary, Maximum 128 entries are

supported.
MNote: The resources whose addresses are translated (masqueraded) will NOT match the addresses that contain "*" and
g

Applicable Addresses: ':' The addresses below .@ Other addresses rather than the ones below

@D ade @oeicte [ofEdit A Seledt +

[:l Address

0 =

To add a URL address, click Add. The Add Address page is as shown below:

Add Adﬂﬁﬁs

QK I Cancel

To remove or modify the rule, select a rule and click Delete or Edit.
To select all rules or deselect the selected rules, click Select > All or Deselect.

= Save: Click this button to save the settings.

Background Knowledge: What is Smart Recursion?

It is common that on the homepage of some websites there are many links. If a user wants to visit
those link and therefore access the corresponding servers over the SSL VPN, the addresses of
those servers must be available on Resource page; otherwise, those server resources will be
inaccessible to the user.

However, it is an immense task and tedious work for the administrator to add all those addresses
one by one in to the resource address list by hand when editing a resource, and most likely, some
of the addresses may be left outside the list. Without a complete list of link resources, connecting

user still cannot visit some resources.

Smart recursion functionality is intended for solving the aforementioned troubles. With the help

smart recursion, administrator needs only to,

1. Navigate to SSL VPN > Resources page to add a TCP resource. Add the homepage address
of a website to the Address field, and select the option Apply smart recursion on Others
tab.

2. Navigate to the System > SSL VPN Options > General > Resource Options > TCP App,
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Select The addresses below as the applicable addresses and add the URL addresses of the
links to the list.

Without taking the links as TCP resources and adding their URL addresses to the resource address
list, all the link resources on that homepage will be available for connecting users.

Scenario 4: Configuring and Applying Smart Recursion

Background:

The homepage of a library website is www.library.com. The website contains a great many links to
other servers and databases.

Purpose:

Enable users to remotely and securely access the homepage of the library and the links to other
servers and databases.

Analysis and Solution:

To meet the requirements, firstly create TCP resource (address of the resource is homepage of the
library, www.library.com) and enable smart recursion, secondly configure smart recursion on

Resource Options page.
Below is the configuration procedure:

1. Navigate to SSL VPN > Resources, and click Add > TCP app to add the TCP resource of
library homepage.

2. Configure the required fields and add library homepage (www.library.com) into the textbox next
to the Address field.

3. Click Others tab and select the option Apply smart recursion.

4. Navigate to System > SSL VPN Options > General > Resource Options > TCP App and
select Enabled.

5. Specify the applicable addresses by selecting The addresses below.

6. Add the URL address of the library website into list (*.library.*). If the homepage library
contains other URL links, add them into this list.

7.  Click Save to save the settings and then click the Apply button on the next page.

8.  Edit the user and associate this library resource with the user.

A

= Currently, smart recursion is applied only to TCP-supported HTTP and HTTPS.

=  While user is visiting the resource that applies smart recursion, to access the links, he/she
must click on the links on the “root” resource page; however, if the “root” resource page is
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closed, it can still click the link on the links on the “links” page.

L3VPN Resource Options

Navigate to System > SSL VPN Option > System > Resource Options > L3VPN to configure

the parameters related to L3VPN resource, as shown in the figure below:

Fesource Options -

L3VPN Resource Access Settings

Access Mode: () Take device 1P address as source

{3 Take virtual IF address as scurce

Transfer Protocol: O TCR Auto select
UDP Port: | 442 (1-65535)
| Advanced |

The following are the contents included on L3VPN tab:

Access Mode: Specifies the source IP address that connecting users will use to access the
server resources, whether it is the interface IP address of the Sangfor device or an assigned
virtual IP address (refer to the Configuring Virtual IP section in Chapter 3).

To have the connecting user take the IP address of the Sangfor device as the source address to

visit the server resources, select Take device IP address as source.

To have the connecting user take the assigned IP address as the source address to visit the
server resources, select Take virtual IP address as source (refer to the Configuring Virtual

IP section in Chapter 3).
Transfer Protocol: Specifies the transfer protocol used while L3VPN resource is accessed.

Select TCP and only TCP will be used to transfer data while user is using L3VPN resources;
while Auto select makes it apt to start UDP to transfer data.

UDP Port: Indicates the UDP port used for transferring data. It is 442 by default. Assume
that the Sangfor device is in Single-arm mode, this port should be mapped from the

front-end firewall to the Sangfor device.

Advanced: Click this button and optional advanced options appears, Max Concurrent
Users and IP of Local Virtual NIC. The latter specifies the server-end IP address range to
which the virtual NIC is applied.
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Advanced

IP of Local Wirtual Adapter:| 1.1.1.1 = 11.1.1.254
IF of Virtual Adapter for PPTE; 1.2.2.2
IF of Virtual Adapter for L2TF: | 1.3.2.2

Max Concurrent Users: 400 1= OOEHE)

A

Changing advanced options may severely affect the performance of the system, therefore, it is

recommended to adopt the defaults.

Other Resource Options

Navigate to System > SSL. VPN Option > System > Resource Options > Others tab. This tab
configures access-denied prompt page that will appear in front of the users when they visit an
unauthorized URL address (resource), as shown in the figure below:

lient Optians || Virtual 1P Pool Local DNS Resource Options

ek App TCP App L3WPN | Cthers

Prompt Page - When Unauthorized URL is Accessed (Web app only)

Customize a page to inform user of the denied access. If the uploaded file is zip file, it should be within 1M
and contain the file 'warrent forbidden.tml’.

Fage File: | Browse.. | | Upload |

Prompt Page - When Unauthorized URL is Accessed (TCP app and L3VPHN only)

Sorry, vou do not have permission to access this page!

The following are the contents included on Others tab:

= Page File: For users accessing unauthorized URL of Web application resource, upload a
prompt page through Page File field. When any user accesses authorized URL, he/she will
be notified that access is denied.

=  For the users accessing unauthorized URL address of TCP or L3VPN resource, enter the
words into the textbox to inform user that access is denied because they are visiting
unauthorized page.
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A

The compressed file should be in format of .zip, smaller than 1M and contain the file

warrant_forbidden.tml.

%
Unauthorized or authorized URL addresses are configured on URL Access Control tab while
editing a Web/TCP/L3VPN resource (refer to the Resource section in Chapter 4).
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Network Optimization Related Settings

Navigate to System > SSL. VPN Options > Network Optimization and four pages are seen,
namely, Application Access, Data Transfer, Webpage Access and Web Cache, which configure
the optimization options in terms of application access, data transfer, webpage access and Web
cache.

Application Access Optimization

1. Navigate to System > SSL Options > Network Optimization > Application Access to enter
Application Access page, as shown in the figure below:

Application Access Data Transfer Webpage Access | WEB Cache

Lossy Compression

@ Enablad O Disablad

Image Quality: |Medium ¥

HG text display

Image compression can help to speed up access. It is recommended to select Medium image quality in
most environment. Whean more accurate image is required, such as ¥-ray image, select Highest. As to-the
applications many images to transfer, it will improve user experignce a lot with lower image quality. If you
want to improve accass speed and save bandwidth, deselect the option HG text display.

Image Caching

() Enabled (@) Disabled

Enable this option to make webpage scroll more smoothly, which will help to improve the experience of
reading Cffice and PDF documents. If the CPU usage of remote server keeps high for leng, disable this
option.

Dynamic Image Filter

(::' Enablad @) Adaptive adjustment (_) Disabled

For these scenarios, such as Flash, video and animation, which are not critical as business transactions,
likke the Flash animation on the top of one website, enabling this option can accelerate access,

Save | Cancel |

2. The following contents are under Lossy Compression:

= Enabled, Disabled:If enabled, image displayed in remote application will be
compressed according to specified image quality so as to speed up transmission.

= HQ text display: Select it to keep text displayed clearly when image quality is
decreased.

3. Configure image caching: If Enabled is selected, image will be cached in order to make
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image scroll more smoothly, but it will also increase CPU usage of remote server.

4.  The following information are included under Dynamic Image Filter:

= Enabled, Disabled: If enabled, dynamic image, like Flash animation, will be filtered so

as to save bandwidth and speed up access.

= Adaptive adjustment: Select it to make dynamic images filtered adaptively.

5. Click Save to save the changes; or click Cancel to give up.

Data Transfer Optimization

1. Navigate to System > SSL Options > Network Optimization > Data Transfer to enter

Data Transfer page, as shown in the figure below:

Data Transfar

Webpage Atcess

WERB Cache

[ Application Access

High-Speed Transfer Protocol (HTP)

|:| Enabled tfor netwark of high |z

One-Way Acceleration

I:‘ Enabled {spaed up transmission with high tater 2 b packe =
Byte Caching
|:| Enabled It reduces redundant dats to save band h.and Asrmission £
Sarvica Status: Stopped
Service Uptime:
Traffic (before/after optimization) 0B/ 0B

Memory (available/total]

Disk Space (available/total)

Compression Options

736.37MB / 1005.83MB

18.04GB f 19.31GB

Enable compression for Web application

D Enable compression for TCP application

2. Configure the following contents on Data Transfer page:

m  High-Speed Transfer Protocol(HTP): Enable it to speed up access in a wireless

network or in poor network environment.
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Enabled For neatwoark of high'latency apd packet loss rate)

| Advanced |

=  HTP is the short name of High-Speed Transfer Protocol, which can optimize data transfer

over the involved networks.

= At the client end, after user logs in to SSL VPN, he/she needs to enable HTP on
Optimization page.

=  Advanced: Click this button to enter the HTP Advanced Settings page, as shown below:

HTP Advanced Settings *

UDP Packet Size (MTU): | 1400 (integer between 200 and 1480
Port: 443 ; 1-65535, betber lowsr than T024)
Startup Mode: '@ Automatic ':\' Manual

Max Probing Packets: _ 100 (S0-500]

Automatically enable HTP when any of the fellowings is satisfied

1. Packet loss rate is or over 7%
2. Packet loss rate is or over| 1 el integer between 1L and 100

and latency is or over 100 ms | integer betwean 530 and 10000)
al4 Cancal |

Startup Mode indicates the way that HTP is to start up, automatically or manually.

If Manual is selected, HTP needs to be started by hand. If Automatic is selected, HTP will
start up automatically according the network state (good, wireless or poor) of the endpoint
detected by SSL VPN client software when users connect to SSL VPN.

Network state detection is based on the two conditions: a). Packet loss rate is or over 7%;
b). Packet loss rate is or over _ % and latency is or over _ ms. Either condition may
trigger start up of HTP. Generally, defaults are recommended to be adopted.

A

=  Enable HTP option only takes effect when users access TCP resources over SSL VPN via IE

browser (other kinds of browsers are not supported).

=  Applying HTP needs the support of UDP port 443. If the Sangfor device is deployed in
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Single-arm mode, do remember to configure the front-end firewall to map this UDP port to
the Sangfor device.

=  One-Way Acceleration: Enable it to speed up TCP-based tunnel service.
One-Way Accelaration

DEnahIEd speed up transmission with high latency and high packet foss rate

A

To enable one-way acceleration feature, you need to activate corresponding license first; otherwise,

Enabled option turns gray, and you cannot select it.

= Enabled: Select this option so that redundant data will be compressed and that data

transmission time and bandwidth consumption could be minimized.

Byte Caching
DEnabIed:E: reduces redundant data to save bandwidth and transmission time
Service Status: Stopped

Sarvice Uptime:

Traffic (before/after optimization) 0B/ 0B
Mamory (availableftotal) 735.97MB / 1005.82MB
Disk Space (available/total) 18.04GE / 19.216B

=  Compression Options: Sclect Enable compression for Web application and/or Enable
compression for TCP application according. The former mean data related to Web
applications will be compressed, while the latter means data related to TCP applications will

be compressed.
Compression Options
Enable compression for Web application

Ei Enable compression for TCP application

Advanced

=  Advanced: Click this button to specify the compression algorithm for TCP application access,
LZO or GZIP/ZLIB, as shown in the figure below:
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Advanced Settings (TCP App) X

Compression Algorithm: &) LZO ) GZIP/ZLIB

; nl’s |. cCancel |

Webpage Access Optimization

This kind of optimization utilizes system resources of the Sangfor device to handle images and
therefore reduce data stream from/to public networks. It is an ideal feature for the users who are
using PDA (Personal Digital Assistant) to access SSL VPN or the user’s computer is in poor
network. This feature should not be enabled for users in good network environment.

Navigate to System > SSL. VPN Options > Network Optimization > Webpage Access and the
Webpage Access page is as shown in the figure below:

Application Access

Waebpage Access Optimization

Enabled

If image is smaller than 10

| . Advanced |

Applicable Addresses of Webpage Access Optimization

Add the URL address of webpage into the URL address list (max 235 entries supported). If the addresses belowis
selacted, only the accesses to the listad addreszes vill be optimized! stharwise, only the accesses to them will NOT be
optimized (according to the settings configured abovel.

Wildcards ‘2! and '¥' are supported. Example: *.baidu.com ; bbs.¥.com , ?272.50%.com ; ww.163.com:, 200.200.200.200.

Note; The resources whose addresses have been translated (masgueraded] will NOT match the URL that contains '*' and
iR

&pplicable Addresses: O The addresses below @ Other addresses rather than the ones below

D Add (@ Delete [JEdit (7 select -
D Address

[] vwav.example.com

The following are the contents included on Webpage Access page:

= Enabled: It is a global switch for webpage access optimization. Select this option and
webpage access optimization feature will be enabled.

= To optimized access to webpage, set the image size limit, that is, configure If images is
smaller than KB and or larger than _ KB.

= Enable image display: Uncheck this option to disable image display and therefore enhance
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the access speed.

= Enable image display only applies to the images with any of the following
extensions: .jpg, .png and .gif.

= Enable image display achieves the opposite optimization effect, comparing with the
effect that Adjust image quality achieves.

Reduce image size: Select it and then select Dynamically or To certain size _% of the
original image to reduce the image size and data. This feature applies to the images with any

of the following extensions: .jpg, .png and .gif.

Dynamically indicates that the system will dynamically adjust the image size in accordance

with the original size.

To certain size, _ % of the original image indicates that image will shrink based on the

original image and the proportion configured.

Adjust image quality: This option leads to quality deterioration of image (jpg image
supported only), though it helps to reduce the image data. Four options are available, namely,
Smartly blurred, Slightly blurred, Blurred and Heavily blurred. This feature applies
to .jpg images only.

Advanced: Click this button and the Webpage Access Optimization Advanced Settings

page appears, as shown in the figure below:

Webpage Access Optimization Advanced Settings

Restrictions

D Festore Default

Systam memory used by it must be below 28 [MB{24-256MB]
If available memeory is less than 52 MB, stop optimizing [minimum Z01ME
If system CPU usage is higher than 80 %4, stop optimizing [0-95)

Network Environment Support

i}
i

re

P D PC client (configurable)

D Web applicatiDnD TCP application

o | Cancal |
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Restrictions: Indicates the thresholds determining when webpage access optimization
functionality will start up. These thresholds could minimize the impact that webpage
access optimization poses on the running and performance of other modules. The
restrictions include those on system memory usage and CPU usage. Each threshold has
a default. Select the option Restore Default if you want to.

A

In no case will any of the thresholds be disabled.

Network Environment Support: This part specifies the types of services and
client-end network environment (PDA, PC client, Web app access and/or TCP app

access) that can support webpage access optimization.

Applicable Address of Webpage Access Optimization: Configure the URL addresses to

have the access to them optimized or not optimized.

Applicable Addresses of Webpage Access Optimization

G} Cther addresses rather than the cnes below

[ address ‘Add Address

D '-‘.a'.\-'.'-\'.EXEITTﬁ'E.CCIﬂ

Address:

(8]’ Cancel

The following are contents under Applicable Address of Webpage Access Optimization:

Applicable addresses: If The addresses below is selected, only the access to the added
URL addresses will be optimized. If Other addresses rather than the ones below is
selected, access to any other URL addresses (except the added addresses) will be
optimized.

Add: Click it to add address into the list.

Select: Click it and then select All or Deselect to select all the addresses or deselect the
selected address.

Delete, Edit: Select an entry and click it to remove or modify the address.

The two types of applicable address are alternative.
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»  Wildcards "?" and "*", and a maximum of 255 entries are supported.

Web Cache

Web Cache is a feature based on IE caching mechanism. The contents that can be cached by
Internet Explorer are cacheable for the Web Cache. With the Web Cache optimization function

caching images, .js scripts, css (compression is not applied to transferring webpage data), response
time of user’s access request for the Webpage will be reduced.

Navigate to System > SSL VPN Options > General > Network Optimization > Web Cache and
the Web Cache page is as shown in the figure below:

Application Access Data Transfer Wabpage Access WEB Cache
Web Caching

Enakbled

Wb caching is intended for optimizing and speeding up the access to Web resources. And now it only supports TCP
application,

Wiildcard "*" indicates any character(s) and "?" indicates one character. Maximum 1024 entries supportad.

Mote: The resources whose addresses have been translated (masgqueraded] will NOT match the URL that contains '*' and

Applicable Addresses: @} The addresses below C) Cther addrasses rather than the onas balow

@add @ relete [ofEdit [Fseled +
[l Address

D v example.com

The following are the contents included on the Web Cache page:
=  Enabled: Select it to enable Web Cache.

= Applicable Addresses: If The addresses below is selected, only the access to the added
URL addresses will be optimized. If Other addresses rather than the ones is selected,
access to any other URL addresses (except the added ones) will be optimized.

Add: Click it to enter the Add Address page to add an entry, as shown below:

Add Address ®

Address: | |

| Ok || Cancel |

= Select: Click it and then select All or Deselect to select all the addresses or deselect the
selected address.

=  Delete, Edit: Select an entry and click it to remove or modify the address.
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User Logging in
This section covers configuration on three pages, Login Policy, Login Page and Icon.
Configuring Login Policy

Login policy is a kind of policy that not only sets the login page for connecting users at the client
end but also specifies the default login method.

Login Palicy I Lagin Page

Login Policy

) ¥
® All users use a same login page

Login Page: Template:d v_ [View Thumbnails
O Users use different login pages (you need to customize and assign login page to specific user or groug)

HTTES Port  Multiline Policy

If All users use a same login page is selected, configure the following:

= All users use a same login page: A global setting indicates that all the users will use the
specified login page.

=  Login Page: Specifies the login page that users use to log in to SSL VPN. It could be a
built-in page or a custom login page.

*  View Thumbnails: Click to view thumbnails of the built-in page template, as shown below:

View Thumbnails x

-

Default Template _[Zoom In] [Select] Template 1 _[Zocm In] [Seleck] Template 2 [Zcom In Selact

Close |

If Users use different login pages is selected, a user/group can only use the designated login page
to access SSL VPN. Please do the following:

1. Click the Yes button to confirm choosing Users use different login pages as the policy
selected. As shown in the following prompt, the HTTP login port and multiline policy of SSL
VPN will be disabled.
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9 ‘Choosing it as login pelicy will disable HTTF login poit-and mulliling policy of S5L WEN. Do
\96) you want to continue? '

2. Click the Configure button on the Login Policy page to customize login pages and assign
them to specific users/groups. If change is not saved, the following prompt will pop up:

Confirm

|

9 J The change should be saved first. Do vou want to save the change and continue?
-

| fes i | | Mo

3. Click the Yes button to save the change and enter the next page, as shown below:

@add S oelste [ Edi | Go Back
0 urL Login Page Applied to User/Group Description
[Flk = Built-in template 1 The ones tied to no login policy Default login policy
1
4 4 | F‘age; Tieri] B Bl o] Show | 2_.5:I.-'|:rage 1-1 of 1

4.  Click Add and enter the Add Login Policy page to add a login policy, as shown below:

| URL may contain https (it begins with https by default) ‘

UR.L:
Crescription:
Applied To: . T

Lagin Page: | Default Template |«

O | | Cancel |

5. Configure the following fields on the Add Login Policy page:
=  URL: Specifies the URL address of the homepage of SSL VPN. URL may contain https.
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By default, it contains https.
= Description: Brief description of the user or group.

= Applied To: Specifies the users or groups that are associated with this login policy.
Click this field and Users and Groups page appears, as shown below:

Users and Groups ®

| =zareh P& | El G Select - | szaren 2
& _EW Marne = Type

»
5 Default group Group =

B Group

B LDAP_Export Group

E? Users Group

4

_'J:? bwtest Group

f? cml Group

E‘ grx-group Group

BB e Group
e
—_— 2 o

4 4 | Pagel 1|of2! b bl | & Shew| 25|ipage

i (0] 4 I | Cancel |

Select the desired users or groups to associate them with this login policy and click OK.

=  Login Page: Specifies the login page that the specified users or groups will use to log in
to SSL VPN. It could be a built-in page or a custom login page.

1%
If Users use different login pages is the login policy, HTTPS port and multiline policy will be
disabled. You can click the HTTPS Port and Multiline Policy links to enter the Login page to

view HTTPS port settings and Multiline Options page to view the multiline settings respectively.

Configuring Login Page

1. Navigate to System > SSL VPN Options > Login Policy > Login Page. The Login Page is

as shown in the figure below:

Login Policy Login Page
@ 2Add - @ Delete [ Edit

| Fage Mame Type Crescription Cperation
] Loar Euilt-in template Cownload
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2.

Click Add > By using built-in template to use built-in template as template or select By

uploading custom page to upload a custom page as template to configure login page.

If By using built-in template is selected, the contents are as shown in the figure below:

Login Palicy Login Page

Basic Attributes

Fields marked * are required

Name:

Description:

Template File: [ Default Template w

Usar-Defined Attributas

[Wisw Thumbnails

Page Title:

Current Logo: ﬁ
& SANGFOR

New Logo: | Browse..... |
File axte fa. =] o
Background
Color:
Bulletin Message: (HTML supported; masx 1024 characters)

Others

Image's pixel helght cannot excead 48 and size within

[Breview

Available Links:

Preferred Login Method: A0

Download Client Component

Download Repair Tool Help Center

Save | . Gancel |

The following are the contents included in the above page:

Thumbnails.

Name: Indicates the name of this login page.

Page Title: Specifies the caption of the login page.

Description: Indicates the brief description of this login page.

Template File: Specifies the system template based on which the login policy will be
configured. To view the thumbnail of the built-in page template, click View

Current Logo: Indicates the logo currently showing on the login page.
New Logo: Upload a new logo to replace the current logo.

Background Color: Indicates the background color of the login page.
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5

Bulletin Message: Enter the message into the textbox. This bulletin message will be
seen on the portal after users log in to the SSL VPN. Maximum 1024 characters are

allowed and HTML is supported. To preview the bulletin message, click Preview.

Preferred Login Method: Specifies the default login method. Options are Any, Use
password, Use certificate and Use USB key.

Others
= —
Preferred Login Method: | &Y Bl
Any
Available Links: [ Use passwaord ¥

Use certificate

‘Use USE key E

Available Links: Indicates the links displayed on login page. It include Download
Client Component, Download Repair Tool and Help Center.

If Anonymous Login is enabled on SSL VPN > Authentication >Anonymous Login
Options page, Preferred Login Method option becomes unavailable.

If By uploading custom page is selected, the contents are as shown in the figure below:

Lzgin Page

Upload Custom Page Fields marked * are requirad

1 Sample Files:
Name: *
The following sample files may help you customi
a page. Download and modify any of the files as
. peryour needs and then upload it via the field
Page File.

Crascription:

Fage File: | Browse...

Ly Sample Fils 1

in kemplate

Page Title: 15 Sample File 2

E plate

Bufletin Messags: (HTML supparted: max 1024 characters] [Praview

Y Sample File 3

\ Sample File 4

in kemplate
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Others
Preferred Login Any v
Method:
Available Links: ’E Dovmload Client Component E Dovmnload Repair Tool E Help Canter
Save | | Cancel

The following are the contents included in the above page:
=  Name: Indicates the name of this login page.
=  Description: Indicates the brief description of this login page.

= Page File: Upload a page file though this field. The file extension must be .zip. At the
right side of the page, there are instructions on how to upload a page file and three
sample page files available.

Page Title: Specifies the caption of the login page.

Bulletin Message: Enter the message into the textbox. This bulletin message will be
seen on the portal after users log in to the SSL VPN. Maximum 1024 characters are

allowed and HTML is supported. To preview the bulletin message, click Preview.

Preferred Login Method: Specifies the default login method. Options are Any, Use
password, Use certificate and Use USB Key.

Others
Preferred Login Method: |20 o
Any
Bvailable Links: [ Use password v

Use certificate

»  Available Links: Indicates the links displayed on login page. Options are Download
Client Component, Download Repair Tool and Help Center

3. Click the Save button to save the settings on this page.

Uploading Icon to Device

Recalling from the above section on configuring the login page, we know that when defining a
login page, there is a field requiring logo. Except that configuration, images or icons are also
needed in some other places. Such kinds of images used by Sangfor device could be uploaded to

and managed on Sangfor device.

1. Navigate to System > SSL VPN Options > Login Policy> Icon to enter the Icon page, as
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shown in the figure below:

(D Add (@ Delete 7 Select ~

= o = ||

2. Click Add to enter Upload Icon page, as shown in the figure below:

Upload Icon x

Fath: ! Browse... |

Select Jjpg /.Jpeg {.gif f.png [.ico file or .zip file.
Size of s2ach icon fila cannot excead 1M and zip file within 8M.
Zip file will be decompressed automatically when being uploaded. OO

use the right directory structure when you compress files.

(o] 4 Cancel

3. Browse an image file and click the OK button.
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Clustering

Cluster enables multiple independent servers (nodes) to work as single system and be managed as
a single system. A node (in fact, a Sangfor device) in a cluster may be a real server being managed
by one node master, or the dispatcher (a real server by nature).

While an Internet user accesses SSL VPN, the dispatcher will do scheduling and assign this
session to a reasonable (most idle) real server to have this real server provide services to this user.
In this way, the cluster can achieve the goal of enhancing system capacity and performance, and
providing users with the best and most reliable services.

Terminology

Cluster: A cluster is a multi-processor system that is loosely coupled with a group of independent
computers. It can achieve the goal of coordinating the communication and data synchronization
among the scattered computers.

Dispatcher: It works as the load-balancing device of a cluster. Dispatcher itself is a real server.
Real server: A single Sangfor device that works as real server in a cluster.
Node: A general name for dispatcher and real server.

Cluster IP address: The IP address that the cluster communicates with the networks outside the
cluster. This IP address is also used by user to access the SSL VPN if cluster is enabled.

Cluster key: It is the key intended for communication among the clustered nodes, which helps to

encrypt the relevant data.
Weight: Performance metric of a cluster node. 0 indicates that node is not reachable.

Dynamical Weighted Least-Connection Scheduling: Or DWLC in short, is the weight reported
by each server of the processing ability. It is playing such a role that the number of established
sessions to a server could be in certain proportion with the weight while new session is about to
assigned to clustered nodes.

Main Features of Cluster

= High performance

* A new connection will be scheduled to an optimal node based on Dynamical Weighted

Least-Connection Scheduling.

» The consequent connections initiated by a same IP address will not be assigned to a
different node, unless that IP address disconnects with the SSL VPN.
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Once the dispatcher receives a request, it assigns that request to a real server so that the
real server will respond to the user.

High availability

If a node gets into fault, this node will be removed from the available node list by the
dispatcher when heartbeat detecting (a signal sent from LAN interface) timed out. The
removal of this node from the available node list will only pose impact on the users that
are being served by that node.

When a new node joins in the cluster, the dispatcher will add it to the available node list.

Once the dispatcher gets into fault, another node will be elected as the new dispatcher
after two heartbeats in accordance with the priority (the higher priority a node has, the
more likely it will be elected as dispatcher; if two nodes are of the same priority, the one
that is higher in performance will take the place). Reelection of dispatcher will only pose
impact on the users that are being served by the bad dispatcher.

Consistency of services

If a new node joins in the cluster, it will download all the configurations and data from the
dispatcher to keep consistent with it.

Administrator is allowed to make configuration changes after it logs in the console of the
dispatcher. Logging in to any other node, the administrator has the privilege to configure
basic settings related to cluster, but can only view other SSL VPN configurations.

Changes on any user or user information (such as password, hardware ID and mobile
number) will be synchronized to all the other nodes in the cluster.

Changes on database of any node will trigger data checking which is based on that of the
dispatcher. If database of a node is found inconsistent with that of the dispatcher, all the
nodes will download the configurations and database from the dispatcher and then restart
the related services.

Some configurations and data will not be synchronized among the clustered nodes, but
take effect on an individual node if operation is performed. These configurations and state
information include network settings, logs, license, SSL VPN running status, restart
device, configuration backup and restore, DHCP status, etc.

No data checking will be performed if there is no change made on database; however, if
database of any node changes, database of any other node will be checked.

System time of the cluster group is synchronized from the dispatcher, keeping consistent
with each other.

System monitoring

On the dispatcher, administrator can view the resource utilization of each clustered node,
or restart SSL VPN service, all services or devices.

Cluster online user list is also available on the dispatcher, including the information of
which node each user is being served and the operation of disconnect the connecting user.
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Hot plug of dispatcher

Single node: A node can be elected as dispatcher in an interval of two heartbeats.

Dispatcher re-election: If the dispatcher gets into fault, another node that has the highest

priority will be elected as the new dispatcher in an interval of two heartbeats.

Dispatcher re-election mechanism: If a newly-joining node is configured with the
highest priority (the only one in a cluster that has such highest priority), then this node
will first become a real server of this cluster group, and in an interval of two heartbeats,
become the dispatcher, while the original dispatcher will be degraded and become a real

SCIver.

Hot plug of node

Node joining cluster: During the interval of the first heartbeat, the newly-joining node
will download data from the dispatcher, decompress the data and replace the original ones,
restart the services and check data. After the above series of operations, it will become a

real server officially.

Node getting into fault: During the interval of two heartbeats, the bad node will be

removed from the available node list by the dispatcher.

Reliability

With cluster being enabled, user can use any service provided by SSL VPN as long as at least

one clustered Sangfor device keeps running. If user is using a static cluster IP address to

access the services but that node gets into fault, the online users related to that node will be

disconnected and required to re-login.
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Deploying Clustered Sangfor Devices

Deploying Clustered Device in Single-Arm Mode

For clustered nodes deployed in Single-arm mode, the configurations of internal and external
interfaces are the same as those on an individual Single-arm Sangfor device (please refer to the
Device Deployment section in Chapter 3). One additional configuration is Cluster IP Address of
LAN interface (under System > SSL. VPN Options > Clustering > Cluster Deployment).

Typical network topology of cluster in Single-arm mode is as shown in the figure below:

LAN Cluster IF

I Dispatcher Cluster  Real Server |
Servers

il s et ek

=  LAN Cluster IP address on every clustered device should be identical.

* LAN interface IP address (configured in System > Network > Deployment) and the
LAN Cluster IP (configured in System > SSL. VPN Options > Clustering > Cluster

Deployment) must be of a same network segment.

105



SANGFOR SSL M7.5 User Manual

Deploying Clustered Device in Gateway Mode

For clustered nodes deployed in Gateway mode, the configurations of internal and external
interfaces are the same as those on an individual Gateway-mode Sangfor device (please refer to
the Device Deployment section in Chapter 3). One additional configuration is Cluster IP Address
of LAN interface and WAN interface (under System > SSL. VPN Options > Clustering >
Deployment).

Typical network topology of cluster in Gateway mode is as shown in the figure below:

WAN Cluster IF

Cluster

—
I
I

Dispatcher Beal Serwver

L—___-_— —

LAN Cluster IP

Serwvars

A

= LAN Cluster IP address on every clustered device should be identical; so is the WAN
Cluster IP address.

=  WAN interface IP address on every clustered device should be of a same network segment;
whereas WAN Cluster IP address and WAN Interface IP address configured on a Sangfor
device must NOT be a same network segment.
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»  Cluster will not work if the Sangfor device works as gateway and dials up to Internet.

Deploying Clustered Device with Multiple Lines

For clustered nodes deployed with multiple lines, the configurations of internal and external
interfaces are the same as those on an individual Sangfor device that has multiple lines (please
refer to the Device Deployment section in Chapter 3). One additional configuration is Cluster IP
Address of LAN interface and WAN interface (under System > SSL VPN Options >
Clustering > Deployment).

LAN Cluster IP address on every clustered device should be identical; so is the WAN Cluster IP
address. As a Sangfor device has more than one line, the WAN Cluster IP addresses on every

clustered device must be consistent.

Single-Arm Sangfor Device with Multiple Lines

Typical network topology of cluster of Single-arm devices is as shown in the figure below:

internet

LAN Cluster IP
(i e e 1
L e L
£ ]
I luster 2o s
I Dispaicher Real &anrerl Server 1  Server 2
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The cluster IP addresses configured on each clustered node (Sangfor device) should be consistent.

Gateway-mode Sangfor Device with Multiple Lines

Typical network topology of cluster of Gateway-mode devices is as shown in the figure below:

i SR

WANZ Cluster [P

Configuring Newly-Joining Clustered Device

Recalling from the above section, we know that cluster IP address for a newly-joining cluster
needs to be configured. This section introduces how to configure the cluster IP address and other

cluster related options for a device joining cluster.

1. Go to System > SSL. VPN Options > General > Clustering > Cluster Deployment, as

shown in the figure below:
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2.

3.

Cluster Deployment I e

Basic Sattings
Clustar: (@) Enabled () Disabled
Cluster Key: * (& charactars; contairing digit and lettar)
Dispatcher: 'i:' Elected by pricrity laval - Priority o
Lewvel
'-\;!:' This devica preferred {only one device in a cluster group can select this option)

Cluster IP Addresses

~ | LANCluster IP » | 23.23.23.1 Netmask » 0.0.0.0

[] Dmzclusterp = Natmask =

Configure the following basic settings of the cluster:

Cluster: It is a global switch to enable or disable the cluster functionality of the SSL
VPN system. Select Enabled to enable cluster functionality and proceed to configure
the related options.

Cluster Key: Specifies the secret key to be used by the cluster. This field configured on
every clustered node should be identical. If not the same, the secret key configured on
the dispatcher will be taken as the ultimate key.

Dispatcher: Specifies the way that dispatcher of the cluster is to be elected or specified.
Select Local device preferred to specify this Sangfor device as the dispatcher; or select
Elected by priority level to have the dispatcher be elected in accordance with the
priority level that may be high, medium, low or user-defined value.

High means that the node is more likely to be elected as the dispatcher; medium
indicates that the node is less likely to be elected as the dispatcher, while low indicates
that node is least likely to be elected as the dispatcher.

The value of priority level, however, will be compared with those values configured on
other clustered nodes. Opposed to what is indicated by the concept High or Low, the
lower the value, the higher priority that node has, and the more likely it will be elected
as the dispatcher. The node will be elected as the dispatcher that has the highest priority

(with the lowest value).

For the option This device preferred, only one Sangfor device in a cluster group can

use this option.

Specify the cluster IP address of LAN interface, DMZ interface and WAN interface.

Any Sangfor device that joins in a cluster should be configured with the same cluster IP
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addresses as those on other clustered nodes.
LAN Cluster IP: Cluster IP address of LAN interface, being launched to external networks.
DMZ Cluster IP: Cluster IP address of DMZ interface, being launched to external networks.

WAN1 Cluster IP: Cluster IP address of WANI interface, being launched to external

networks.
Netmask: Indicates the network mask of the corresponding cluster IP address.

WANI Interface Gateway: Specifies the gateway of the WANT1 interface.

A

Cluster IP address is a group of IP addresses of a cluster formed by more than one Sangfor

devices, and will be launched to the external networks. These IP addresses configured on
each clustered node must be consistent.

4. Click Save to save the settings.

Viewing Clustered Node Status

Clustered node information includes IP address of clustered node, node type (dispatcher or real
server), CPU utilization of node, number of licenses each node can grant, connecting users of each
node, as well as total licenses and total online users.

Navigate to System > SSL VPN Options > Clustering > Node Status and the Node Status page
appears, as shown in the figure below:

‘Cluster Deployment | BIEERSCE] | Cluster Online User

“ZyRefresh | Dizpatcher: Total Licensez: 0 Total Online Users: I View

Node IR = Type SSL WPN Status CPU Uzage Licenzes Online Users Operation

Page| 1iof1| b blI | & Show| 25 page { entry

To enter the administrator console of a clustered node, click the Login to Node link.

Viewing Cluster Online Users

Cluster online users information includes the number of users connecting to SSL VPN, username,
IP address of user’s host, IP address of the node that is providing services to connecting user and

the time when the user connects in.

Navigate to System > SSL VPN Options > Clustering > Cluster Online User and the Cluster
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Online User page appears, as shown in the figure below:

Cluster Deployment || Node Status | Rl [l U2

Wigw Al nodes ||| % Refresh | @ Disconneet | Locked! 0| & View Locked Users Search R
[ Usernanie * Description Hos=t 1P Mode IF Connected
|
% >
Pagel 1lofi| | | | a2 show| 25 |lpage D-entry

The following are the contents included on Cluster Online User page:

=  View: Select an option to view a specific type of clustered nodes to show. It is All nodes by
default.

= Refresh: Click it to refresh the status information on the Cluster Online User page.
*  Disconnect: Click it to disconnect the selected user from the SSL VPN.

=  View Locked Users: Click it to view the locked users. Administrator can unlock them when
viewing the locked users.

= Search: To search for a specific user, enter the keyword into Search field and then click the

magnifier icon 2 or press Enter key.
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Distributed Nodes

Distributed Deployment

With distributed deployment enabled and configured properly, the Sangfor devices scattered over
the Internet could keep load-balanced.

Navigate to System > SSL VPN Options > Distributed Nodes to enter the Distributed
Deployment page, as shown in the figure below:

Distributed Deployment | Node Status |
Basic Settings Fields marked * are reguirad

Distributed Deployment: I':_ij' Enzbled ':::' Disabled

Youcan enable it only when WebAgent is enabled

Shared Key: |SSLVFN #* (5 characters, contsining digit and lattar
MNode Name: | Check Validity |*

=
(@) Master
o

Node Type: \:, Slave node

node

Crescription: maxirnum 127 charactars]

Sharing of Virtual IP Address Pool

':!':l &ll nodes share = sama virtual IP pool

,::;. Each node uses = separate virtual IP pool

Set Virtua| IP Pool

The following are the contents included on Distributed Deployment page:

=  Distributed Deployment: A global switch intended for enabling or disabling distributed
deployment of SSL VPN system. To enable the distributed deployment, select Enabled.

=  Shared Key: Specifies shared key, no more than 6 characters. It is used for distributed
deployment.

= Node Name: Specifies the name of the node (Sangfor device). After entering node name,
click the Check Validity button to check on the WebAgent whether this name is valid.

=  Node Type: Specifies the type of node. Master node indicates that the current node is a
master node, while Slave Node indicates that the current node is a slave node.

= Description: Enter brief description for the node.

= All nodes share a same virtual IP pool: Indicates that all nodes share the settings of a
virtual IP pool. This option is applicable to the case that administrator specifies a virtual IP
address to the user when creating the user account. Users use their own specified virtual IP
address to log in to distributed node. Please note that this option is not suitable for dynamic

virtual IP assignment, because assignment of virtual IP addresses to connecting users of
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different nodes may cause IP address conflict.

=  Each node uses a separate virtual IP pool: Indicates that each node is assigned a different
virtual IP range and its connecting users use those IP addresses in that pool only. The user
who logs in to a distributed node will use an IP address assigned from its specific IP address
pool, which can eliminate the possibility that the IP addresses assigned to users of different

nodes conflict.

=  Set Virtual IP Pool: Click this link to enter the Virtual IP Pool page and configure the
virtual IP pools. Virtual IP addresses are to be used by the users while they are accessing the
distributed nodes (please refer to the Configuring Virtual IP section in Chapter 3).

= Save: Click it to save the settings.

A

m  Distributed deployment requires that WebAgent is enabled and configured properly.

m  If Users user different login page option is enable on System > SSL VPN Options > Login
Policy page, distributed deployment cannot be enabled.

Viewing Status of Distributed Nodes

Status of distributed nodes include real-time status of the master node and slave nodes, such as
name, [P address, type, description, status, number of licenses and online users of each distributed

node.

Navigate to System > SSL. VPN Options > Distributed Nodes > Node Status and the Node

Status page is seen, as shown in the figure below:

Distributed Deployment | B EEIE Gl

BG00 TotalGnline Users: ©
[ mode name = Node IP Type Ciesta.. Licenses Cnline Users Operation Status |
4 1l
Page: 1 of1 G show| 2% |lpage 1 entry |

To enter the administrator console of a node, click the Login to Node link in the column

Operation.
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Chapter 4 SSL VPN

SSL. VPN covers configurations of Users, Resources, Roles, Authentication, Policy Sets,

Remote Servers and Endpoint Security.

SSL VPN options are crucial, because they are the core of the entire SSL VPN system, in
particular those in Users, Resources and Roles. The relationships among the three factors are:
role is the joint where the user (group) and resource are associated; user in certain group can
acquire the right to access certain resource as per the privileges and realms granted to that user

group.

SSL VPN Users

Users and groups are managed in a hierarchic structure. The users with similar attributes could be
classified into a group which is further included in another higher-level user group. This kind of
management is similar to and compatible with the interior organization structure of an enterprise,

facilitating management of VPN users.

Navigate to SSL VPN > Users to enter Local Users page, as shown below:

) Add = (G Delete ;;I Edit [7] Select »  guiHardware I |4k Import = = Move D Unfald all Search by Name = k£
Search £ =]
- Group: f
= / Path: [

'Default Group Immediate subgroups: i, total subgroups: 1, immediate users: 1, total users{subgroups inclu
ded):2

Wiewy/Edit Attributes

Members:

D Name = Type Descri...  Public/Private Status
Ej | ‘ Default Group Group  Syste... Public " 4
[0 & test: User Private L

In the left pane, there is a tree of user groups. Click on a group name, and the subgroups and direct
users of that group will be seen in the right pane, with group information (Group, Location,

number of members) displaying above right pane.

To search for a group, enter keyword of the group name into the Search field in the left pane and
click the magnifier icon. The group will be highlighted in bold if found.

To see all direct and indirect users of the selected group, click Unfold All.
To delete the selected user or group, click Delete.
To choose the desired entries, click Select > Current page or All pages.

To deselect entries, click Select > Deselect.
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To edit the attributes of a user or group, select the user or group and click Edit to enter the Edit
User or Edit User Group page.

Adding User Group

1. Navigate to SSL VPN > Users > Local Users page. Click Add > User Group to enter Add
User Group page, as shown in the figure below:

‘33 Add User Group

Basic Attributes Fialds marked * are required

Name: *

Description:
Added Ta: |/ by

Max Concurrent Users: o

o limit)
Status: (@) Enabled ) Disabled

Inherit parent group's attributes
Inherit authentication settings
Inherit policy set
Inherit assigned rcles

Authentication Settings

Group , S e
Cgro B Priv ou

=i Public group rivate group
Primary Authentication 1 Secondary Authentication
v | Local password Hardvara 1D

Certificate/USB key SMS password

External LOAR/RADIUS b Dynamic token hoif
Require: @ Both Either

D Enforce its users/subgroups to inherit the authentication settings

Policy Set

Policy Set: mds s

l:l Enforce its users/subgroups to inherit the policy set

Assigned Roles

Roles: " ) Create + Asscciate

| Save and Add | Save [ | cCancel |

2. Configure Basic Attributes of the user group. The following are basic attributes:
=  Name: Enter a name for this user group. This field is required.
= Description: Enter brief description for this user group.

= Added To: Select the user group to which this user group is added. / indicates root
group.
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=  Max Concurrent Users: Indicates the maximum number of users in this group that can

concurrently access SSL VPN.

= Status: Indicates whether this user group is enabled or not. Select Enabled to enable
this group; otherwise, select Disabled.

= Inherit parent group’s attributes: Select the checkbox next to it and this user group
will inherit the attributes of its parent group, such as the roles, authentication settings
and the policy set.

*  Inherit authentication settings: Select the checkbox next to it and this user group
will inherit the authentication settings of its parent group.

= Inherit policy set: Select the checkbox next to it and this user group will inherit
the policy set of its parent group.

= Inherit assigned roles: Select the checkbox next to it and the current user group
will inherit the assigned roles of its parent group.

3. Configure Authentication Settings.
= Group Type: Specifies the type of this user group, Public group or Private group.

= Public group: Indicates that any user account in this group can be used by multiple
users to log in to the SSL VPN concurrently.

=  Private group: Indicates that none of the user accounts in this group can be used
by multiple users to log in to the SSL VPN concurrently. If a second user uses a
user account to connect SSL VPN, the previous user will be forced to log out.

*  Primary Authentication: Indicates the authentication method(s) that is (are) firstly
applied to verify user when he or she logs in to the SSL VPN. If any secondary
authentication method is selected, primary authentication will be followed by secondary
authentication when the users log in to the SSL VPN.

At least one primary authentication method should be selected, Local password,
Certificate/USB key or External LDAP/RADIUS. However, two of them can form a

combination.

= Local password: If this option is selected, the connecting users need to pass local
password based authentication, using the SSL VPN account in this user group.

= Certificate/USB key: If this option is selected, all the user accounts in this group
must own digital certificate or USB key (ordinary or driver-free USB key).

= External LDAP/RADIUS: If this option is selected, an external authentication
server (LDAP or RADIUS server) should be specified, which means, the account
user used to connect the SSL VPN must exist on the selected external
authentication server (to configure external authentication server, refer to the
LDAP Authentication section and RADIUS Authentication section in Chapter 4).

= Require: It helps to achieve combination of two primary authentication methods.
Options are Both and Either.
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A

Both means that the selected primary authentication methods (if two authentication
methods are selected), and the user has to pass both the selected primary

authentications.

Either means that the selected primary authentication methods (if two
authentication methods are selected), and the user has to pass either of the selected
primary authentications.

The available authentication servers are predefined. If there is no authentication server

available in the drop-down list, navigate to SSL VPN > Authentication >

Authentication Options page and configure the LDAP server or RADIUS server

accordingly.

Local password and External LDAP/RADIUS are alternative.

Secondary Authentication: Secondary authentication is optional and supplementary

authentication methods. Select any or all of them to require the connecting users to

submit the corresponding credentials after he or she has passed the primary

authentication(s), adding security to SSL VPN access.

Hardware ID: This is the unique identifier of a client-end computer. Each
computer is composed of some hardware components, such as NIC, hard disk, etc.,
which are unquestionably identified by their own features that cannot be forged.
SSL VPN client software can extract the features of some hardware components of

the terminal and generate the hardware ID consequently.

This hardware ID should be submitted to the Sangfor device and bind to the
corresponding user account. Once administrator approves the submitted hardware
ID, the user will be able to pass hardware ID based authentication when accessing
SSL VPN through specified terminal(s). This authentication method helps to

eliminate potential unauthorized access.

As mentioned above that multiple users could use a same user account (public user
account) to access SSL VPN concurrently, it is reasonable that a user account may
bind to more than one hardware IDs. That also means, an end user can use one
account to log in to SSL VPN through different endpoints, as long as the user

account is binding to the hardware IDs submitted by the user from those endpoints.

SMS password: Implementation of this authentication requires that user’s mobile
number is available. Administrator configures the mobile number while adding or
editing user account(for more, refer to Adding User section in chapter 4). If this
option is selected, connecting user must enter the received SMS password after he
or she passes the primary authentication and is going through SMS authentication,

as shown in the figure below:

117



SANGFOR SSL M7.5 User Manual

To log in, you should go through SMS authentication.

SMS Password: | S"'bm't
If meszage i= not received for long, click get again

If the user fails to receive any text message containing SMS password, he or she
can click get again to get a new SMS password.

To log in, you should go through SMS authentication.

SMS password has been sent to your mobile phone,

EMS Password: | I S_ub_r!'!_it |

If mes=sage = not received for long, click

A

» By default, SMS authentication will not be enabled if mobile number is not

configured. SMS authentication comes into use only after, a). mobile number has
been configured; b). SMS password has been selected; c). the required options on
SMS Authentication page have been configured properly.

=  Each user account supports only one mobile number. By default, the mobile
number starts with China’s international code 86. If necessary, change this number
to the international code of your own country (refer to the instructions on SMS
Authentication page to configure SMS message delivery module).

*  Dynamic token: If this option is selected, a RADIUS authentication server must be
specified, which means, the account that user is using to connect SSL VPN must
exist on the selected RADIUS authentication server (to configure RADIUS server,
refer to the RADIUS Authentication section in Chapter 4).

= Enforce its users/subgroups to inherit the authentication settings: If this option is
selected, the subgroups and users included in this group will inherit the authentication
settings configured above. However, its subgroups and sub-users could still use the
other unselected authentication methods or use a different external authentication server,

in addition to the inherited ones.

The combinations of authentication methods are as follows:

®

Local password + SMS password/Hardware ID/Dynamic token
b. Certificate/USB key + SMS password/ Hardware ID/Dynamic token

c. External LDAP/RADIUS + SMS password/Hardware ID/Dynamic token

i

Local password + Certificate/USB key + SMS password/Hardware ID /Dynamic token
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e. External LDAP/RADIUS + Certificate/USB key + SMS password/Hardware ID
/Dynamic token

Associate policy set with user. A policy set is a collection of various access policies, which
should be associated with user or group to control access to and use of SSL VPN (for details,
refer to the Adding Policy Set section in Chapter 4).

Click on Policy Set field to enter Policy Set page and select a policy set, as shown below:

Q‘Edit Search ¥l
Mame Description

[ oefault pelicy set System protected.unable to be ...

[] Security

|:| System tray

i4 4 | Page| Tioft| & Ik 2 Show | 2% \ipage

oK || cancel |

To edit a policy set, select a policy and click Edit.

To confirm the selection, click the OK button and the selected policy set will be filled in
Policy Set field.

If the desired policy set is not found in the list, click Create + Associate to create a new
policy set and associate it with the user group. The procedures of adding a policy set is the

same as that in Adding Policy Set section.

Enforce its users/subgroups to inherit the policy set: If this option is selected, the

subgroups and users in this user group will also use this policy.

Assign roles to user group. For the procedures of configuring role, refer to the Adding Role

section in Chapter 4.

a.  Click on Roles field to enter the Assigned Roles page, as shown below:

Assigned Roles

@ add @ Dekte [ Edit

[ role Name Drescription
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b. Click Add to enter the Select Role page, as shown below:

Search B
Role Name Description
Metwork Co... Systemn created security group due to role mapping
Remaote De... System created security group due to role mapping
test
gmx_all_res
Web-Service

RemoteApp...

A 0 O P T

Role2

Rolel

gmx-role

o il B

testlszer

Page| 1jof1| ¥ Pl | &2 show| 25|/page

i Ok || caneer |

c. Select the checkbox next to the desired roles and click the OK button. The roles are
added in to the Assigned Roles page, as shown below:

Assigned Roles >
@ add B oekts [fedt

[l Rele Name Description

] Reler
] Rolez

d. Click the OK button and name of the assigned role is filled in the Roles field.

e. If the desired role is not found in the list, click Create + Associate to create a new role
and associate with the user group. The procedures of creating a role is the same as that
in Adding Role section).

f.  Toremove a role from the list, select the role and click Delete.

g. Toedit arole, select the role and click Edit.

A

No user group can be added to Default Group or Anonymous Group.
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Adding User

1. Navigate to SSL VPN > Users > Local Users page. Click Add and select User to enter the

Add User page, as shown in the figure below:

Mame:

Drescripticn:
Password:
Confirm:

Mobile Number:

Added To: |’

Authentication Setting

Inherit parent group's attributes

Inherit policy set
Inherit authentication settings

Certificate/USE Key:

Virtual IP:
Expiry Date:
Status:

Offline Accass:

Fields marked * arae required

none.

| Generate Cedtificate: i | Import Gestificate | Greste USB Key |
'@l Automatic ':::' Specifiad

'@l Never '::J Specified

:é:' Enabled ':_: Disabled

Offline access is not enabled in policy set

User Type: Public user

Primary Authentication

Y| Local password
Cartificate/USB key

External LDAR/RADIUS

Require: @ Both

Policy Set:

Raoles:

usar

Brivate

Either

- Secondary Authentication

Hardware 1D

SMS password based

Dryria mic todoan

Paolicy Set

"™ () Creste £ Associzte

Assigned Roles

Configure Basis Attributes of user. The following are the basic attributes:

=  Name: Enter a name for this user. This field is required.

=  Description: Enter brief description for this user.

»  Added To: Select the user group to which this user is added.

= Password, Confirm: Enter the password of this user account.

=  Mobile Number: Enter the mobile phone number of the user. If SMS authentication is

applied to this user, mobile phone number must be specified so that user can get SMS

password through text message.

= Added To: Specifies to which user group this user is added.

= Inherit parent group’s attributes: If selected, the current user will inherit its parent
group’s policy set and authentication settings. If not selected, the authentication settings
and policy set could be different from those of its parent group.

= Inherit policy set: Indicates that the policy set of this user is the same with its
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parent group.

*  Inherit authentication settings: Indicates that the authentication settings of this

user are the same with its parent group.
Create and generate digital certificate for this user.

a. To generate a certificate, local CA should be enabled on SSL VPN > Authentication >
Certificate/USB Key Based Authentication page. If it is not enabled, click the
Generate Certificate button and a prompt dialog will pop up, as shown below:

Generating certificate failed. b 4

\l\f) Please enable local CA in Certificate and LSE Key.

If local CA is enabled, click the Generate Certificate button to enter the Generate
Certificate page, as shown below:

Generate Certificate

Country must be 2-letter abbreviation [e.g., China-CH, U.5.A.-U5)

Country: .C'.hi Department: | seclion
State: | Go Issued To:

City: | 5Z E-mail: | email@mail.com
Company: | company Valid To: :2'024-1'1-22 4
Certificate
Password:

Remember and take settings as defaults

i Generate :! Clese [

b. Configure the fields on the above page. Since these fields are known by their name, we
only introduce the following:

» Issued To: Indicates the username of the SSL VPN account. This field is read-only.

= Certificate Password: This password is required while user imports or installs the
digital certificate on his or her computer. Please inform the corresponding user of
this password after configuration is completed.

c. Select the checkbox next to Remember and take settings as defaults and the settings
in all the fields will be remembered (exclusive of Certificate Password and Issued To)
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and be re-used when generating certificate for users next time.

d. Click the Generate button to start generating the certificate. When it completes, the
following prompt appears:

Downleoad Certificate

R Completed. Please click the
button to download certificate!

| Download |

e. Click the Download Certificate button and select a path to save the certificate to the
computer. File extension of the certificate is .p12. Then certificate key will be shown in
Certificate/USK Key field, as shown in the figure below:

Certificate/USE Key: 1234567 83ABCDEFZ [Local CA]

| Bensrate Contificate | | Impot Certificate | Create USE ¥ey

f. Import Certificate option is used to import user certificate for the user being
authenticated with third-party digital certificate. Click Import Certificate to enter the
Import Certificate page, as shown below:

Import Certificate 4

Certificate File: | Browse... [

Select certificate file frem local PC. File extension:
*.car, ¥ ot ¥ phx, ¥.pi2

Cartificata
Password:

Certificate Issued |dy w
Byr:

oK Cancal

Select certificate file from local PC and specify certificate password and certificate issuer.
Click OK to save the settings. Then you will see the certificate key, as shown below:

Certificate/USE Key: E417FD8BC5FCOLAE [External CA]

| Generate Certificate | | Import Cedtificate | |ACreate USE Key :

Put the cursor on “External CA”, you will see an editing icon el . Click on it and you can

change user binding field and the external CA to which the certificate belongs.
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Cartificate/USE Key: E417FDEECSFCO1AR [Extarnal Ca] [

| Generate Certificate | | Import Certificate & :_""dit' LSEB ey [

4. Generate USB key for the current user. The USB key can be with driver or no driver-free.

a.

Navigate to SSL VPN > Authentication > Authentication Options and click the USB
Key Driver link and USB Key Tool link to download and install USB key driver (file
name is dkeydrv.cab) and USB key tool (file name is DKeylmport.exe) respectively,
as shown in the figure below:

- Certificate fUSBE Key | Configure |

Select CA type, generate certificate and set USE key model. Download: =USE Key Driver =USE Kev Tool

Install the USB key driver as instructed.

Run USB Key Tool and install the tool on the computer.

A

Installing USB Key Tool requires “administrator” privilege on the computer. Otherwise,
installation will not be complete.

Click the Create USB Key to enter Create USB Key page, as shown below:

Create USB Key *

UsE Key Contains:
& Digital certificate issued by local CA
i) Digital certificate issuad by esxternal Ca

'@:' Highly encrypted user information

Maxt Closea

If Digital certificate issued by local CA is selected, the USB key should contain a
digital certificate issued by the internal CA of the device (local CA) and user
information, USB key PIN acting as password. Every time the user logs in to SSL VPN
with USB key, he or she has to enter the PIN.
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Create USB Key

‘

Digital certificate issued by local CA

Country: CH Department: | secticn

State: GD Issuad To:

City: SZ E-mail: emaili@mail.cem
Company: company Walid To: 20221122 3
PIN: | Confirm PIN:

Femember and take settings as defaults

Plug in the USE key and click Create.

; Back | | Create || Closs, |

If Digital certificate issued by external CA is selected, the USB key should contain a
digital certificate issued by the external CA and user information, USB key PIN acting
as password. Every time the user logs in to SSL VPN with USB key, he or she has to
enter the PIN.

Create USB Key x

Import digital certificate issued by external CA.

Certificate | Browse... |
Fila: =

File extension: .pfx or .pl2

Certificate External CA w
Issued By:

Certificate
Password:

PIN:

Confirm
PIMN:

[ Back | | Create || Close |

Above are two of the solutions, using ordinary USB key, which records the digital
certificate and writes it into the USB key. The other solution is to use driver-free USB
key, which means that the connecting user can directly use the USB key without
installing the USB key driver.

If Highly encrypted user information is selected, the USB key will store user’s
strictly-encrypted features (unique identifier) based on which the connecting user will
be verified, as shown in the figure below:

125



SANGFOR SSL M7.5 User Manual

Create USB Key b

Highly encrypted user information

PIN:

Confirm
PIN:

Plug in the USE key and click Creats.

Back Create | Close

Enter and Confirm the PIN. Insert USB key into computer and click Create to create
USB key.

To create USB key containing Highly encrypted user information, you could go to
Certificate/USB Key Based Authentication page and configure the USB key models
whose plugging in or unplugging can lead to user login or logout (for more details, refer
to the Configuring USB Key Model section in Chapter 4), as shown in the figure below:

Supported USB Key Model

Third-party USE key supported. Client software can read the USE key when uzer logs in. Unplugging key lzads to uzer
logout.

@rdd ekt [2Edt

O name Model Status
O usB key w2 Vid_0%6e*Pid_0302 o
[ USE ey w3 Vid_5448%Pid_0003 o
[ use key w3-2 Vid_S448*Pid_000L L 4

Assign virtual IP address to user. Virtual IP address will be assigned to connecting user
automatically or manually when he or she connects to the SSL VPN.

Select either Automatic or Specified to have the system assign an available virtual IP
address to the connecting user randomly or specify a virtual IP address to the user.

If Specified is selected, click Get Idle IP to obtain an available IP address or fill in a virtual
IP address into the textbox by hand. This IP address will be assigned to the user in due course.
However, if the entered IP address is not included in the virtual IP pool (that has been
assigned to its parent group) or is being used by another user, a prompt of IP conflict will
appear, as shown below:
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10.

11.

Failed to assign wvirtual IF address, The IF address miaght not in virtual IP pocl or has been
aszigned to ancther user.

(818

A

Automatic virtual IP address assignment applies only to private user.

= By default, user inherits the attributes of its parent group, such as authentication options,
policy set, etc. However, you could uncheck the option Inherit parent group's
attributes and specify an authentication solution for a specific user.

Configure valid time of the user account. Expiry Date indicates the date on which this user
account will get invalid. If Never is selected, the user account will be valid always. If

Specified is selected, select a date as expiry date.

Configure status of the user account. This user account will be enabled (valid) if Enabled is
selected or disabled (invalid) if Disabled is selected.

Configure Authentication Settings. For details, please refer to the Adding User Group

section in Chapter 4.

= Public user: Indicates that multiple users can use the user account to access SSL VPN

concurrently.

= Private user: Indicates that only one user can use the user account to log in to the SSL
VPN at a time. If a second user uses this user account to connect SSL VPN, the previous

user will be forced to log out.

Associate user with policy set. For detailed guide, please refer to the Adding User Group

section in Chapter 4.

Assign roles to user group. For detailed guide, please refer to the Adding User Group
section in Chapter 4.

Click the Save button and the Apply button to save and apply the settings.

Searching for Users

At the upper right of Local Users page, there is a Search tool intended for searching for user or

group, as shown below:
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‘Search by Name | Keyword

@ Search by Name
Search by Descripticn
Search by Virtual IF

Search by Mchile Number

o —, Advanced Search

To search for user or group by username, description, virtual IP or mobile number, click and select

Search by xxx, enter the keyword and click the magnifier icon or press Enter key.

To search for a specific user or category of users with specific criteria, click Advanced Search.

The criteria for advanced search are as shown in the figure below:

Search By: All w
Search All
Among: .

Authentication: |All

Certificate Mo Timit
Issued By:

]

: Advanced Search X

[ | Cancel |

Search criteria are type of keyword, keyword, type of users, authentication method, certificate

issuer, expiry date and idleness of the user account.

To sort users by name or description, in ascending or descending order, click column header

Name or Description.

To specified columns to display on this page, click the downwards arrow icon and select the

desired Column item in the drop-down list, as shown in the figure below:

B columns & &

Mame
Type

Crescription

: Walid To

Last Login
Makile number
Wirtual IP
Public/Private

Status

To filter users and view only one category of users, click column header Type, as shown below:
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[ name = Type Descriptiol
[0 & ddd e Al
[0 & fast User Group

User

External User
Internal User
Certificate User

Disabled User

Byte Cache User

Managing Hardware IDs

Among the tools on Local Users page, there is an item Hardware ID. Click it to enter the

Hardware ID page, as shown below:

*» Hardware ID

@DEIE’(& QSEIEG + o Approve |G Import |=4 Export UnFoId Al View LAl ¥ | ¢a!Badt Search by Username v | Search
Search ol E’: D Usarname &« MAC Addrass Host Name Hardware ID Status
= £
= [

[“hzhuyong_users
| "ELAnonymous group

=
| " Default Group

The following are some optional operations on Hardware ID page:

Delete: Click it to remove the selected user and/or group.
Select: Click Select > All pages or Current page to select all the hardware IDs or only those
showing on the present page; or click Select > Deselect to deselect users.

Approve: Click it and the selected hardware ID(s) will be approved and the corresponding

user will be able to pass hardware ID based authentication.

View: Filter the hardware IDs. Choose certain type of hardware IDs to show on the page, All,
The approved or Not approved hardware IDs.

Search: Use the search tool on the upper right of the page, to search for hardware ID based

on username or hostname.

Import: Click it to import hardware IDs by hand, as shown below:
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Import users from file w

File extension: .dat, .txt.
Download Example File

File: |E=.I5-:49 dat or .t file |I Browse... | @8

|:| Cherwrite the user owning & same name

Upload : Cancel ;

For the file format and the way of maintaining the file that contains hardware IDs, click the
Download Example File link to download a copy to the local computer and main the
hardware ID as instructed.

Overwrite the user owning a same name: If it happens that any imported user owns the
name of an existing user, selection of this option would have that user imported and

overwrite the existing user, including hardware ID and other information.
Click the Browse button to select a file and then Upload button to upload it.

Export: Click it to export the desired hardware IDs and save them into the computer, as

shown in the figure below:

Export Hardware ID b4

Export; ) Al hardware IDs
{*) Hardware 1Ds of specified group

[ » | [¥] Subgroup included

| Ok || cancel

a.  Specify the hardware IDs that you want to export.

To export all the hardware IDs, select the option All hardware IDs and then click the
OK button. All the hardware IDs will be written into a file that will then be saved on the

computer.

To export the desired hardware IDs of a specific user group, select Hardware IDs of
specified group and click the textbox to specify a user group, as shown below:
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| I |- Cancel [

b. Click the OK button and the name of the selected user group is filled in the textbox, as
shown in the figure below:

Export Hardware TD b4
Export: ) &l hardware IDs
(¥} Hardware ID= of specified group

| {Defautt group/ *> Subgroup included

| Ok || —Caneel |

c. To also export the hardware IDs of the users that are included in the subgroups of the
specified user group, select the checkbox next to Subgroup included. If this option is

not selected, only the hardware IDs of the direct users in the selected group will be
exported.

d. Click the OK button to write the hardware IDs into a file and download the file into the
computer.

Importing User to Device

Ways of importing users fall into two types: one is Import users from file and the other is
Import users from LDAP server, as shown in the figure below:
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¥* Local Users

) Add v @ Delete [ Edit [ Select » ggHerdware ID (s Import » [giMeve [ | unfald all »

._S earch ] :p

EHEY
'_'q‘ Default Group

——— 2

Group: [
Path: [

Members: Immediate subgroups:1, total subgroups:1, immediate users:1, total users(subgroups included):2

View/Edit Attributes

D Name = Type Description Public/Private Status
D |_‘3 Default Group Group  System protected,unable to be deleted Fublic o
User Private o

[0 & testt

Importing Users from File

1. On the Local Users page, select Import users from file to enter the Local Users - Import

Users from File page, as shown in the figure below:

Local Users - Import Users from File

Select a specific way of importing

@ Import Users from File {*.esv)

5 Import Users from Digital Certificate

o Import User Group Tree From File {*.xml)

Hast”

2. Select a way of importing.

If Import Users from File (*.csv) is selected, the contents included are as follows:

¥+ Local Users - Imiport Users from File

Import Users from File (*.csv)

CSV is the abbreviation of Comma Separated VWalue. It is a plain text and can be edited in Excel spreadsheet. You need to
use Exceal to edit the usars first and then click the menu File -> Save As (select fila type CSV) to save the file.Download

Example File

Select Fila: | Browse...

If the specified group does not exist, create it automatically

D If no location is specified for user, import it to:

e

In case user already exists in local device:

@ Go on importing and overwrite the existing user

O Skip importing the user that already exists

Mext | | Cancel
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Select File: Browse a CSV file that contains user information, such as username, path,
description, password, mobile number, virtual IP address, etc., among which the
username is required, and others are optional. For more details on how to maintain and
edit the CSV file, click the Download Example File link to download a copy and refer
to the instructions in it.

If no location is specified for user, import it to: This specifies the user group to which
these users will be added if the Added to Group column is not filled in for some users
in the CSV file.

If the specified group does not exist, create it automatically: This happens if the
Added to Group of some users in the CSV file does not match any of the user groups
existing on this Sangfor device.

In case user already exists in local device: This means the imported user’s name
conflicts with an existing user’s name. Select Go on importing and overwrite the
existing user to overwrite the existing one, or select Skip importing the user that
already exists not to overwrite the existing one.

Next: Click it to import the users and add them into the specified user group.

If Import Users from Digital Certificate is selected, the contents included are as follows:

L] Lm:aﬂl.l-_iers i Inipﬂrt l:i!'-ers'-i‘-'rum Fik_-

Import Users from Digital Certificate

File extension: .cer, .crt, .pl2; .pfx or .zip (size within 20MB]}.

Salect Fila: . Browse... |
Certificate Fassword:

Added to Group: IDefault Groupd ¥
Certificate Issued By: |Local CA w

|:| Configure User

Description:
Password:
Confirm:

Mebile
number:

Back | Finish | | Cancel

133



SANGFOR SSL M7.5 User Manual

3.
4.

= Select File: Browse a certificate file with the .cer, .crt, .p12, or .pfx extension; or browse
a ZIP file with certificates to import the user accounts of these certificate users.

=  Certificate Password: If certificate owns a password, fill in the certificate password.

*  Added to Group: This specifies the user group to which this certificate user is to be
added.

=  Custom attributes: If this option is selected, configure the following fields, namely,
Description, Password, Confirm and Mobile Number. These certificate users will
inherit the attributes specified here after they are imported into the specified user group
on this Sangfor device; otherwise, these certificate users will inherit the attributes of its
parent group (specified by Added to Group), with description, password and mobile
number being null by default.

If Import Group Tree From File (*.xml) is selected, the contents included are as follows:

¥ Local Users - Import Users from File

Import User Group Tree From File (¥.xml)

Select File: Browse.... |
Select a .xml fila.

Download Example File (right-click on it and click Save Target As)

Added to Group: e

= Select File: Browse the XML file that you have edited. For more details of how to
maintain the file, click the Download Example File link to download a copy and refer
to the instructions in it.

=  Added to Group: This specifies the user group to which the group tree will be added.
Configure the corresponding options on the above pages.

Click the Finish button to import the users.

Importing Users from LDAP Server

1.

On the Local Users page, select Import users from LDAP server, and the LDAP Server

page appears, as shown in the figure below:
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2.

@add @ Dekte [FEdit | (B Import Users & Back to Authentication Options
O name Decscription Address Port User Base DN Automatic Import Status
O :@ 67.245-ActiveDirectory 200.200.67.245 389 DiC=sangforued,... MNo o
{4 4 | Page; 1ioft| b b | g2 snow| 25|page 1-1 of 1

Click Import Users to enter Import Users from LDAP Server page, as shown below:

impuﬂ Users ﬁ'um LﬁhP' ‘Eer\rer

Import Users From LDAP Server

LDAP Server: 67.245-ActiveDirectory

Users: | designerzzitransiater | Hrowse...

Added to Group: :-"LD":"P—E”‘F":'” s

Solution: @ Copy user group tree to target group and impeort users

) Add all users inte target group but ignore user group tree
If User Exists: {¥) Go on importing user to overwrite the sxisting one

() Skip this user, not cverwriting the existing cne

Automatic Import

[[] Enable autematic import

Interval; Eviety | 120 minutes (1-1440)

m 3o s w i w

Configure the Import Users from LDAP Server page.
= LDAP Server: This shows the name of the current LDAP server.

= Users: Click it to enter the Users page and select the users that you want to export from
the LDAP server and add into the list on Local Users page, as shown below:

Import: (81 Users recursively ) individual usere [ | E]
.1] D;E}«sangfcrued

& Dif:‘kt:cnfiguratiun

; Dﬁ&:hema

& D@DcmainDnsches

+ DE'_‘Q_}FDre-stDHSchEE

You could either import user recursively or import individual users. If Importing user
recursively is selected, and the users and groups on the LDAP server will be added into
this Sangfor device as a whole, without altering its OU structure. If Importing
individual users is selected, the users to be imported are the selected users.
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4.

Added To Group: This specifies the user group to which these users will be added after

they are imported into this Sangfor device.

Import: Indicates the solution of importing users. One is Copy user group tree to
target group and import users and the other is Add all users into target group but
ignore user group tree. The former option indicates that the organizational unit (OU)
on the LDAP server together with the users will be synchronized to this Sangfor device,

while the latter option means that only the users will be added to the specified group.

If User Exists: This means name of LDAP user is the same as that of local user (on the
Sangfor device). Select Go on importing user to overwrite the existing one to replace
the existing user with the one that are being imported from the LDAP server, or select
Skip this user, not overwriting the existing one to skip importing the user and go on

importing the others without replacing the existing user with a new one.

Automatic Import: This indicates whether the users will be automatically imported
into this Sangfor device and added to the specified group in due course. If Enable
automatic import is selected, configure interval to have the users in specified group
imported into the Sangfor device periodically. What worth being mentioned is that the

auto-importing result could be referred to in Maintenance > Logs.

A

The objects imported automatically include users and groups.

Click the Save and Import Now button to save the changes and import the users. When user

import completes, the result will show up at the top of page.

Moving Users to Another Group

1.

On the Local Users page, select the desired user/group(s) and click Move (on the toolbar) to

enter User Groups page, as shown below:

‘User Groups X

Search L& | E

Sea ELE
B 1
i
) )
“ Default group
H Pl
FEFLOAP. Export

=

il

: ]

DLER

Lisers
bxtest

cmil

B ofds

-

[Zrgmx-group
-

U

8,
=

=N

4 ]

= sl
=

ove to:| /LOAP. Export/

Ok | | Zancel
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2. Select a user group to which the user/group(s) is added.
3. Click the OK button.

Exporting Users

1. Navigate to SSL VPN > Users > Local Users page and click More > Export to enter the
Export User File page, as shown in the figure below:

Export Users

Export the Group Tree Current Admin is in f 1
Charge: |Expnd|

Export Spacified Users/Groups: | Select |

To select the desired users, click the Select button and you will see the user group tree; check the boxes next to
the users and groups and click the Export button.
Note:

1. If you fail to open the file online, save the user file into the local PC and then open it in Excel or Notepad.

2. If the exported user is the one of driver-free USE Key, Binding Field of its certificate is null.

| Bax |
2. Select the objects that you want to export.

Two solutions are available, Export the Group Tree Current Admin is in Charge and
Export Specified Users/Groups. If the former is selected, the organization structure in the
current administrator’s administrative realms will be exported. If the latter is selected, users
on specified groups will be exported, as shown below:

Search 2= B
a0 Ay

| Expert || Cancel |
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3.  Select the desired user group and then click the Export button. The selected user will be
written into a CSV file and saved on the local computer.

The exported user information includes username, group path, password (encrypted by an
algorithm developed by SANGFOR), mobile number, virtual IP address, description and the
time user logged in last time, as shown below:

j#Usemame Added to Group Password Mobile Number Virtual IP  Description  Last Login

|hubin [ssl I} 13666261525 Never logged in
|webfs /! 1} Never logged in
|hefdhgfd ! i1 13666261525 Never logged in
|hwg ! 11 Meverlogged in
EE i 1} Never logged in
|zsw /! 1 30ec222coclfdcles | Never logged in
|zfd ! 11 Never logged in
|ihfg feml/gfds {1 Never logged in

fasl {197fha7125a0h35f3 Never logged in

Jala__
4 b 4| userlist ¥

Associating Roles with User

1. Navigate to SSL VPN > Users > Local Users page and click More > Associate with role to
enter the Roles Associated With xxx page, as shown below:

Roles Associated With /™

3 add S Delete

[0 role name Description

2. Click Add to enter the Roles page, as shown in the figure below.

Role Mame Description

Metwork Configuratio...  System created security group due to role mapping
Remote Desktop Users  System created security group due to role mapping
test

qmx_all_res

Web-Service

RemoteAppllser

O O A e 1 s P

Role2

&

UIIBLI
qu,.,:de —
testlser

1111 | ! }

4 Pﬂge}_- tioft| b Bl | &2 show| 25)ipage

BE

._.

| Ok | Cancel !
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The roles on Reoles page are all the roles predefined under SSLL. VPN > Roles > Role

Management.

3. Select the checkboxes next to the roles that you want to associate with the selected user or
group.
4. Click the OK button and then the Submit button to save the settings.

Configuring SSO User Account

SSO feature facilitates user to perform one-stop access to the resource that has enabled SSO.
When the connecting user clicks on the resource name on the Resource page, he or she will
directly visit that resource with the Sangfor device helping him or her submit the required

credentials (username and password of the user account).

SSO user account should be configured if SSL VPN user account has associated with any resource
that allows SSO.

To configure SSO user account for a user, perform the following steps:

1. Navigate to SSL VPN > Users > Local Users, select a desired user and click More >

Configure SSO user account to enter the SSO User Accounts page, as shown below:

550 User Accounts X

[iEdt oA Select = instructions | Ssarch L
[] Resource Name S50 User Account

= @ Apple testil

Il @ Faceboole testll

O @ fp1s testil

] @ test gzo_rec tectll

2. Select the desired resource(s) to edit the SSO user account, as shown below:

S50 User Accounts

[ Edit: 57 Select + {istiuctions | Search 2
|:| Rescurce Name S50 User Acceunt

= I@ Lpple testil
.. .& FaCEbUDk T R R T R R tesﬂl R R R R T R R R T

(@il 1 SCHl Edit S5O User Account X

] ‘g] tect zep | L resources have been selected, accepting
= T|'access wia the S50 user account below

Username: testil

Fassword: esssss

| Qi |! Cancel |

3. Enter the username and password of the SSO user account into the corresponding fields, and
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click the OK button. The newly created SSO user account is configured.

4. Click the Close button and the Apply button on the next page to save and apply the changes.

Generating Multiple Certificates for Users

To save time and trouble, generating certificates for a bunch of users is a good choice.

1. Navigate to SSL VPN > Users > Local Users page and click More > Generate multiple
certificates, as shown below:

Generate Multiple Certificates - Select Users *

| search 2| & | El [ Gelect = | search 2|
& fr‘f Name = Type
: ~
£" Default group Group s
:'% Group
=T
2 Lpap Expoit Group |
2 ysers Group
4]
B ptest Group
f“ cml Group
__g- qQImx-group Group
'E? ssl Group |
v
— = - - ==
I4 Page| 1)of2| b Bl | & Show| Z2°|/page
i Iext ! ! Close

2. Select the desired users and click the Next button to create and generate multiple certificates,

as shown below:

Generate Multiple Certificates - Generate Certificates x

Country must be 2-letter abbreviation (e.g.. China-CN, U.S5.A.-US)

Country: | CN ; Cepartment:  sedion
State: |(GD Issuad To:
City: |82 = E-mails
Company: |company Valid To: |2024-11-22 |'T|

Certificate | =
Password:

Rememberand take settings as defaults

Back | , Generate | ! Close
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Configure the fields on the page. The following are the contents:

Configure the required fields, such as Country, State, City, Company, Department,
Valid To and Certificate Password. E-Mail is not configurable. Issued To shows the
username and is not configurable.

Remember and take settings as defaults: If it is selected, the settings in all the fields
will be remembered (exclusive of Certificate Password and Issued To), so that they

could be reused when generating certificate for a bunch of similar users next time.

3. Click Generate to generate certificates for the specified users one by one, as shown below:

Generate Multiple Certificates - Generating

Generating certificate. DO NOT close the window.

This is the Mo. 0 certificate generated, in all 3028

Cancel

4. To save the certificate to the computer, click the Download Certificate button.

Configuring Multiple Users Assigned To CA

If you want to assign multiple users to one third-party CA, perform the following steps:

1. Navigate to SSL VPN > Users > Local Users page, and click More > Multiple Assigned To
CA, as shown below:

Multiple Assigned to CA

| Search F’ li =] [ Select = | Search .J:
-
= Di."‘-v"_‘ MName - Type
-_ff"zhu',rang_users e ."l, A R
-
BB anonymous greup Ml [ zhuyong_usars Group
[0, # pefault Group F-|
= E1 = Ancnymeus group Group
’-|
Fl; = Default Group Group
Page 1 of 1 .';b Show 25_;,-"|:rage
Assigned to CA: | External CA v
oK || cancel

141



SANGFOR SSL M7.5 User Manual

2. Select the desired users and/or group, then specify the CA to which you want to assign these
users.

3. Click OK to save the settings.

Creating Multiple USB Keys for Users

To save time and trouble, creating USB keys for a bunch of users is a good choice.

1. Navigate to SSL VPN > Users > Local Users page and click More > Generate multiple
USB keys to enter the following page:

Create USB Keys for Multiple Users - Select USB Key Model b4

The USE key purchased from the supplier is standard. Select the type as per your case.

USE Key Mcodel:
'-?:' USE key containing digital certificate
MNote: It needs a local CA-issued certificate to be written into USBE key. Te configure
local CA, dick here
USE key containing user information

MNote: This type of USE key stores the encrypted user information that is the unigue
idantifiar of @ user. Whan user logs in, the system wverifies tha user basad on tha

infermation. If it refuses to work, click here to enable USE key.

| Meaxt | Close

2. Select USB key type (take USB key containing digital certificate for example) and click the
Next button, the next step is as shown below:
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= OB

Sesrch (2 &l | E [ seleat +
Hamea =
I:l!_'_m_-zhu',rung_u5er5 =

O& P12 e
| TP Anonymous group L Zhuyong_users

DI":‘" Default Group

E i&' Crefault Group

{ Page| 1_:Df i

D J_ﬂ’ Anonymous group

Generate Multiple Certificates - Select Users x

-]

:l_:’:e:fd'!
. Type
Group
Group

Group

el FE' Show| 25 |/page

| Next | Closea

3. Select the desired users and/or groups and click the Next button to proceed, as shown below:

Create USB Keys for Multiple Users - Fill'in USB Key Info

Configure attributes. Certificates of the selected users have tﬁe foiiowing attributes.

USE Key Type: USB key containing digital certificate

Cauntry: | op
State: oo Issued Ta:
city: [=7 E-Mail:
Cormpany: ;company Expire On:
Default PIN: | Confirm PIMN:

Cepartment: | caction

201 6-10-21

Back | Create | Close

4. Configure the required fields. Click the Create button and the process is as shown below:

To write user info into the USE key, click "Create”. To skip this user, click "Skip". To process

the previcus user, click "Previcus”.

tt

Description: none

FIM: |asnsne i Creats

Create USB Keys for Multiple Users - Write User Info into USB Key

Totali7
Thiz iz the No. 4 uzer

Previous

| skip || Finish |
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5. Every time when the process stops here, insert a physical USB key into the USB port of the
computer, enter PIN and click the Create button to write information of the current user into
the USB key.

To give up creating USB key for a user, click the Skip button to skip that user.
To rewrite information into the USB key of the previous user, click the Previous button.
To stop writing user information into and generating USB key, click the Finish button.

6. After creating USB key, give the USB key to the corresponding user and the user could use
the USB key to log in to SSL VPN.

Viewing Associated Resources of User

To see what resources are available to certain user or group, select that user or group and click
Associated Resource. The resources available to the selected user or group are as shown below:

Resources Available to "Default group” x

Resource Nams Crescription
ﬁ bhs-qmix -

@ 0.3

ﬁ FileShare
& ftp

@ fpis

,ﬁ share03

] Cfs_Res

',ﬁ test_sso_res

A host 123456

(@) fileshare s
ﬁ fd=za saded

(&) d=adsa d=ad v
i 4 | Pagel 1otz B Bl | &2 show| 25|ipage 1-25 6 50

Close
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Resources

The resources we are talking about in this user manual are the resources that can be accessed by
specified users over SSL VPN.

Resource type falls into Web application, TCP application, L3VPN and Remote Application.
Navigate to SSL VPN > Resources page appears, as shown below:

+ Resources

EiAdd = () Delete @Edit [ Select » | g Move viaw All * »  Search by Mame = | Search Fe
Search ~ Ef_:_. D Name = Type Description Address Port Status
= T All resources D | hyqg_test Resou... " 4
|Extarnal rescurces =
. ) i | zhuyong_rc Rescu... o
|Default group
Ulhyq test D |* External rescu...' Resou... Visitad via LD... " 4
lzhuyong_rc D {7 Default group Rescu... System prote... ¥
D 7_!_4 All subnet L3V... VIPALL Aall hosts in L... * 1-865.. v
0O Cdie REMD... o
[0 3 \zvpn_o.20 HTTE 200.200.... 80 ™
] [ tep_0.17 HTTP 200.200.... BO o
[] @& all subnet Wa... HTTR All hosts in L. * v
O B s HTTP 200.200.... BO o

A resource group could contain a number of resources entries. Similar to user management,
resources could be grouped according to categories and associated user or group, etc. This kind of
management is welcomed by majority of administrators because it makes resources more

distinguishable.

Navigate to SSL. VPN > Resources and click on the resource group, and the resources included in
the group are displayed on the right pane. The resource group tree is as shown in the figure on the
right.

il

garch P&l E] .

(= =3 All rezources
[-lExternal resources

LF

|| Default group
[FltestGrp
;_'E:thtGrp
._'-.JwaIIGrp
:_'-?qux-test-grcup
-J RemoteApp

External resources is a group protected by system and cannot be deleted; however, its attributes
could be modified. All the resources contained in this resource group are the resources associated
with LDAP users.

Default group is also a group protected by system and cannot be deleted, but its attributes could
be modified.
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Adding/Editing Resource Group

1.

2.

Click Add > Resource Group to enter Edit Resource Group, as shown in the figure below:

"+ Add Resource Group

Basic Attributes

Name:| *

Drescription: !
Enable resource group

View Resources:

Filin A
i) Inicons:
L.

{E} In text: |:| Show description

Added To: ! B
| Autherzed Admin .' Leoad Balancing Resources
Seprch Bl =l
o=

Configure Basic Attributes of the resource group. The following are the basic attributes:

Name, Description: Indicates the name and description of the resource group
respectively. This name will be seen on Resource page after user logs in to the SSL
VPN successfully.

View resource: Indicates the way resources are displayed on Resource page, in icon or
in text. If In Icons is selected, define the icon size, 48%48, 64*64 or 128%128, so that
the resources will be displayed in icon as wanted. If In Text is selected, you may select
Show description of the resource. To manage icons, refer to the Uploading Icon to
Device section in Chapter 3.

Added To: Indicates the resource group to which this group is added. This also means
that the administrative privilege over this resource group is moved from the creator
(who created this resource group) to its high-level administrator, while the creator has
no right to edit this resource group and the resources in it.

e

It is normal that the creator is unable to see the resource group and its resources on the

administrator console, if the administrative privilege over a resource has been moved
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from the creator to its high-level administrator.

3. Specify Authorized Admin who will have the right to manage this resource group and the
right to grant other administrators the right to manage this resource group.

4. Configure Load Balancing Resources feature when a resource group has multiple resources
of the same type, but with different IP addresses. Sangfor device will distribute the resource,
elected by corresponding weight, to client. The resources contained in Load Balancing
Resources tab are attached with weight that ranges from 1 to 9 (by default, it is 5), as shown

below:

Auihorized Admin Load Balancing Resources

Enable Rezource Load Balancing Instructions
o] Ecit

Reszource Name Weight{1-9,default is 5)

Sangfor BBS 5

google 5

microsoft 5

Apple 5

i

Twitter

L

ftple

i B P B |

L

charell

v

= Aresource could be included in only one resource group.

=  Maximum 100 resource groups are supported.

5. Click the Save button to save the settings.

Background Knowledge: Load-Balanced Resource Access

Assume that three resources named Web1, Web2 and Web3 are created based on three servers
providing services, and are added into a new group Website homepage. The three resources have

the same settings but different IP addresses; weights for load balancing are 5, as shown below:
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: Authorized Admin Load Balancing Rezsources |

| Enable Rezource Load Balancing
[ Eait |

Weight{1-9, default is 5) !

Inztructions |
e

Resource Mame

|00 web1 s
|1 web2 5
O websz 5
Working Principle

The background actually ensures that a load-balancing resource has been generated already.

Administrator can see that resource while editing a role to associate user with resources (under
SSL VPN > Roles > Edit Role), as shown in the figure below:

Associated Resources

| @Select Resource

[ MName Type Description
Resources
| |Search P& | E Search ,0-.
’3 IE' 'C‘I! EESMLIECES [l resource Name = Description -

[=lwebsite hempage

|3 RemoteApp
- lgmw-test-group

(2] [website hempage_auto_balancer_rc]

If the associated resource Website hompage auto_balancer_rc of the role is assigned to users or
groups, the first five connecting users will access the resource launched by Web 1, the second five
users access the resource launched by Web 2 and the third five connecting users access the
resource launched by Web 3. Through this way, load of the three servers is kept balanced (to
associate resources with user or group, refer to the Adding Role section in Chapter 4).

The load balancing resources available to the designated user will show as follows after the user
logs in to the SSL VPN:
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ﬁ Welcome testll | Seitings | Optimization | Log Out
&_ SANGFOR - :
N mffweww_example.comien | Ge
asource G"JUD | 4% Tc avoid data leakage nck, you'd better not save account on public davice.
5 Default group T
Web 1 Type:HTTE
il teactGrp Mo desoription
’ website hompage Web 2 FYOEHTTE
— Mo description
Bl IntGSrp
i web 3 TYpE:HTTP
B2 gmx-test-group
No description
= Bemotedpp
[Website hompage_outo_balancer_rc] Type HTTE |
Na descripiien #

To access the same resource provided by a different server, connecting user needs only to click the

Load Balance button.

Adding/Editing Web Application

1. Navigate to SSL VPN > Resources page and click Add > Web app to enter Edit Web

Application page, as shown below:

+» Edit Web Application

Basic Attributes Fields marked #* are requirec

Name:

Description:

Type: HTTP o

Address: ,
Added To: | Default group e
Icon: -

Enable rescurce
Visible for user

El Enable rescurce address masquerading

850 || Authorzed Admin || Accounts Binding URL Access Control Site Mapping

[Jenable sso

Login Mathed:

2. Configure Basic Attributes of the Web application. The following are the basic attributes:

=  Name, Description: Indicates the name and description of the Web resource. This name

may be seen on the Resource page after user logs in to the SSL VPN successfully.
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Type: Options are HTTP, HTTPS, MAIL, FileShare and FTP.

Address: Indicates the address of the resource. Enter the IP address or domain name of
the Web server that is to be visited by user while this resource is requested.

If the selected Web application type is HTTP or HTTPS, the fields are as shown below:

#» Edit Web Application
Basic Attributes
Name: *
Description:
T {HTTPS v
Address: | I
rdded To: | Default group e

=  Address field is required. The address must begin with http:// or https://, for
example, Attp://200.200.0.66 and https://200.200.0.66.

= If resource address is domain name or hostname, add a host entry to map the
domain name/hostname to the actual IP address (in System > Network > Hosts,
refer to the Configuring Host Mapping Rule (HOSTS) section in Chapter 3), or
configure the DNS server of the Sangfor device and ensure it can resolve the local
domain names (in System > Network > Deployment).

If the selected Web application type is MAIL, enter the IP address of the SMTP server
in the Address field and configure SMTP Port, IMAP Port (defaults are recommended)
and Domain Name (of the mailbox) the fields, as shown below:

++ Edit Web Application

Basic Attributes
Mame: *
Description:
Type: MAL =
Address: | i
SMTF Port: i i
IMAF Part: 143 i
Diomain Mame: J#
fdded To: | Defaultgroup ;»-
| i ]
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To enable users to use this type of email receiving and sending, the mail server must

support protocol IMAP.

If the selected Web application type is FTP, enter IP address or domain name of the
FTP server into the Address field, and configure FTP Port of the FTP server that users

are going to connect to (default is recommended), as shown below:

Basic Attributes

Mame: 2

Description:

Tvpe: FiP i

Address: *
FTE Port: | 21 =

Added To: | Default group » |

After entering domain name into the Address field and completing the configuration,

go to System > Network > Hosts and add a Host entry to map the domain name or host
name to the [P address of the FTP server.

Added To: Indicates the resource group to which this resource is added. By default, the
selected resource group is Default group (to configure resource group, refer to the
Adding/Editing Resource Group section in Chapter 4).

Icon: Indicates the icon for this resource, which could be seen on the Resource page if
this resource is added to a group that has its resources shown in icons. Select an icon, or
click on the icon to upload a new one.

To browse an image and upload it from the local PC to the device, click Upload (for
detailed guide, refer to the Uploading Icon to Device section in Chapter 3).

Visible for user: To have connecting users see this resource on the Resource page,
select this option. Invisibility here only means that the resource will not be seen on the
Resource page; in fact, it is still accessible to the user.

Enable resource address masquerading: To conceal the true IP address of the resource,
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select this option.

3. Configure SSO tab.

To enable user to access corporate resources over SSL VPN using SSO, select Enable SSO
option and configure the SSO page (under System > SSL. VPN Options > General. For
more details, refer to the Configuring SSO Options section in Chapter 3). Enable SSO on
SSO tab and specify login method, as shown below:

550 Authorized Admin Acoounts Binding URL Acoess Control Site Mapping

Enable 550

Login Method: !-'-'kut:}fill in form ¥ | advanced

Auto fill in form

Set auto-access reguest
NTLM 550
Basic 550

4. Configure Authorized Admin tab.

Specify the administrators who will have the right to manage this resource and the right to
grant other administrator the privilege to manage this resource.

Authorized Admin Acocounts Binding URL Access Control Site Mapping

Select the administrator group(s]) that will be autherized to administer this rescurce.

Search B & =

»  The authorized administrators cannot edit the resource. They only have the right to
assign this resource to users (in other words, to associate resources with the role under
SSL VPN > Roles > Edit Role) and to grant other administrators (in its permitted realm)
the privilege to manage this resource, rather than the privilege of editing the resource.

= Please it keep in mind that the privilege of editing a resource always belongs to the
creator who has created this resource as well as the administrator with higher privilege.
The authorized administrators cannot see those resources in Resources page, but can
see and associate them with users on the Add Role or Edit Role page.

5. Configure Accounts Binding tab, as shown in the figure below.

152



SANGFOR SSL M7.5 User Manual

550 || Authorized Admin Accounts:Binding URL Access Control || Site Mapping
El Verify user by analyzing packet

Packet Format: HTTF FOST

Encoding: UTF-8 i

If user credentials do not match the user account when rescurce is accessed,
!} Do not show user prompt

'-: Show user-defined prempt

If Verify user by analyzing packet is selected, the SSL VPN account will bind to the
account for resource access, in the way that packet is obtained as specified according to
Packet Format and the others settings. For end user, he or she needs to use the
corresponding SSL VPN account and resource access account to access the resource over

SSL VPN, other user accounts being unable to match the credential.

Web application, TCP application and L3VPN support accounts binding.

;

Applying Verify user by analyzing packet does not need SSO to be enabled.

6. Configure URL Access Control tab. This achieves the control over users’ access to certain

directory of a server, user being able or unable to access the specified directory.

550 Authcrized Admin Accounts Binding URL Access Contrel Site Mapping
IE‘ Enable URL access control Set Access-Denied Prompt Page  Instructions
(®) Only allow access to the URLs below (! Only deny access to the URLs below

& Add (@ Delete |ufEdit

O urL

Select Only allow access to the URLSs below to allow user to access the specified ULR in the list,
or select Only deny access to the URLSs below to forbid user from accessing the specified ULR
in the list. To add a new URL, click Add to enter the Add URL page, as shown below:
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Addrass: ||

a4 || Cancel |

%
Please note that the URL access control feature is only available while Web application type

is HTTP, HTTPS or FileShare. The other two types of Web application (MAIL and FTP)
do not support this feature.

7.  Configure Site Mapping tab.

| SEC Autherized Admin || Accounts Binding URL Acoess Control Site Mapping

[#]enabled

Changing mode or port requires VBN services to restart.

Mode: I@- VPN Port l:::l Damain
Port:

D Fewrite webpage contents

Select Enabled to enable site mapping feature. Administrator can specify a VPN port or domain
name mapping to this Web resource. VPN User accesses this Web resource via the specified VPN

port or domain name.

If VPN Port is selected, you need to enter VPN port number in Port field, which cannot conflict
with other ports in use; if Domain is selected, the domain name is required, and it should be a
public URL of SSL VPN. To ensure the domain name can be resolved on client PC, add a Host
entry on client PC. User cannot connect to SSL VPN though the specified domain name if

Domain is selected.

To rewrite webpage on client, select Rewrite webpage contents. Checking this option is

recommended.
¥

= Site mapping and resource address masquerading features cannot be enabled together.

m  Site mapping feature is only available while Web application type is HTTP, HTTPS. The
other types of Web application (FileShare, MAIL and FTP) do not support this feature.
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For the resource enabling site mapping feature, it can be accessed only through clicking
resource link. It is not accessible through typing resource address into the URL field.

Click the Save button and the Apply button to save and apply the settings.

After the user logs in to the SSL VPN, he or she will see the available resources on the

Resource page, as shown below:

A Welcome testil | Settings | Optimization | Log Qut

. SANGFOR
-

http:/fwaw.exameple.com.con Go F

Resource Group b, To-avoid dota leakage risk, you'd better not sove account on public devios

|8 Default group

% TEStErp

a A&ll subnet L3VPN rescurces
8 IhtGep ‘

ﬁ test_sso_res TWpesHTTE

To access an available Web resource, the user needs only to click the resource link, or enter
resource address into the URL field and click the Go button.

Web resources could be accessed via all types of browsers including non-IE browsers.

Adding/Editing TCP Application

TCP application is a type of resource that allows end users to use TCP-based application on their

local computer to access corporate resources and servers over SSL VPN.

Navigate to SSL VPN > Resources and click Add > TCP app to enter the Edit TCP
Application page, as shown in the figure below:
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¥+ Edit TCP Application

Basic Attributes Fields marked # ara requirad

Name:| |*

Description: |

el HTTP v

Address: |

N

Program Path:

Path could be absclute path and environment variable (e.g.. Yawindirds)

Added To: Default group L

Enable resource
Visible for user

| ss5 || Authorized admin || Accounts Binding || AL Acoess Control || Gthers

[ ]enable sso

Lagin Method:

2. Configure Basic Attributes of the TCP application. The following are the basic attributes:

=  Name, Description: Indicates the name and description of the TCP resource. This name
may be seen on the Resource page after user logs in to the SSL VPN.

= Type: Indicates the type of the TCP application. Some common types are built in the
Sangfor device.

This selection determines the port number entered in the Port field automatically. If the
TCP application is not any of the built-in types, select Other and configure the port
manually.

*  Address: Indicates the address of the TCP resource. To add one entry of address (IP
address, domain name or IP range), click the Add Address tab. To add multiple entries
of addresses, click the Add Multiple Addresses tab, as shown in the figures below:
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Add/Edit Resource Address ®

| Addaddress || Add Muttiple Addreszes
| A= to domain resource; check whether you have configured Local DNS

(%) 1F or domain £ 1P range

IP,,"DGmain:| i

Port: B0 |- |B0 =

[] Enable rescurce address masquerading

i gK || Cancel. |

Add/Edit Resource Address

!

=

Add Address || add Multiple Addrezzes

Example:
10.10.10.20/80:80
1:3.1:3-2.2.2.2/30:30

httpes: /S werw.domain.com: 80
One entry per row

i OK [ | icancel._ |

%
=  Port indicates the port used by this TCP application to provide services. For

built-in types of TCP applications, this port is predefined. For Other type of TCP
application, enter the corresponding port number.

= If resource address is domain name, navigate to System > SSL. VPN Options >
General > Local DNS to configure local DNS server (for detailed guide, refer to
the Configuring Local DNS Server section in Chapter 3).

Program Path: Indicates path of the client software program that may be used by C/S
(client/server) application.

Added To: Indicates the resource group to which this resource is added. By default, the
selected resource group is Default group (to configure resource group, refer to the
Adding/Editing Resource Group section in Chapter 4).

Visible for user: To have connecting users see this resource on the Resource page,

select this option. Invisibility here only means that the resource is not seen on the
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Resource page, in fact, it is still accessible to the user.

=  Enable resource address masquerading: To conceal the true IP address of the resource,
select this option.

Configure SSO tab.

To enable connecting users to use SSO feature to access corporate resources over SSL VPN,
select Enable SSO option and configure the SSO page (under System > SSL VPN
Options > General > SSO. For more details, refer to the Configuring SSO Options section
in Chapter 3).

S50 Authorized Admin Accounts Binding URL Acoess Control Others

[+] Enable 550

Login Method: | ute fill in form ¥ | | Advanced

Auto fill in form ™

Set auto-accass requ 'y

Configure Authorized Admin tab.

Specify the administrators who will have the right to manage this resource and the right to
grant other administrator the privilege to manage this resource.
S5 Authorized Admin Acoocunts Binding URL Ascess Control Crthers

Selact the administrator group(s) that will be authorized to administer this rescurce.

Search B &l E

»  The authorized administrators cannot edit the resource. They only have the right to
assign this resource to users (in other words, the right to associate resources with the
role under SSL. VPN > Roles > Edit Role) and to grant other administrators (in its

permitted realm) the privilege to manage this resource, rather than the privilege of
editing resource.

= Please it keep in mind that the privilege of editing a resource always belongs to the
creator who has created this resource as well as the administrator with higher privilege.
The authorized administrators cannot see those resources in the Resources page, but
can see and associate them with users on the Add Role or Edit Role page.

Configure Accounts Binding tab, as shown in the figure below.
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550 Authorized Admin Accounts Binding UREL Accesz Contro Others
Werify uzer by analyzing packet |:| Resource iz accezsible fo u=er using the designated 530 user account
Packet Format: |HTTP POST v
Enceding: UTF-8 v
il
L=

[k}

If user credentials de not match the user account when resource is accessed,
@ Do not show user prompt

() show user-defined prompt

If Verify user by analyzing packet is selected, the SSL VPN account will bind to the
account for resource access, in the way that packet is obtained as specified according to
Packet Format and the others settings.

If Resource is accessible to user using the designated SSO user account is selected, end
user has to use the corresponding SSL VPN account and designated SSO user account to
access this TCP resource over SSL VPN, other user accounts being unable to match the
credential.

Web application, TCP application and L3VPN support accounts binding.

?
=  To enable end users to single sign in to a resource, enable SSO for that resource (under

SSL VPN > Resources > Edit TCP Application > SSO tab) and bind the SSL VPN

account to the SSO user account (to configure SSO user account, refer to the

Configuring SSO User Account section in Chapter 4).

=  Applying Verify user by analyzing packet does not required SSO to be enabled.

Configure URL Access Control tab.

This achieves the control over users’ access to certain directory of a server, user being able or

unable to access the specified directory.

¢

Please note that URL access control feature is only available while the selected TCP

application type is HTTP. The other types of TCP applications do not support this feature.

Configure Others tab. This tab covers two options, Protect crucial files and Apply smart
recursion, as shown in the figure below:

159



SANGFOR SSL M7.5 User Manual

550 || Authorized Admin || Acocunts Binding || URL Access Contral || Cihers

Protect crucial files
Crucial File:; Edit [

Apply smart recursion

Apply smart recursion: Select this option to apply smart recursion to this resource.
Before doing so, go to System > SSL. VPN > General > Resource Options > TCP
App to enable and configure smart recursion. For more details, please refer to the
Background Knowledge: What is Smart Recursion? in Chapter 3 and Scenario 4:
Configuring and Applying Smart Recursion in Chapter 3.

Protect crucial file: This feature is intended to lock some crucial files that might be
invoked by the process while user is accessing the Internet by using Socket connection,
so that these crucial files will not be altered during SSL. VPN access. If any of these
protected processes and crucial files is altered, the corresponding resource would not be
accessible to the user.

To add crucial files, perform the following steps:

a. Click the Edit button next to Crucial File to enter the Files page, as shown below:

@ Add - &) Delete  File Path: | Environmeni variables supported | Al files |

File = MO5

b. Click Add > Process related file to select the process (file extension is .exe).

c. The selected file and all the involved DLL files are added to the Files page, with
the information of file directory and MDS5, as shown in the figure below:

@) add - @ Delete  Fils Path: [Environment variables supported - [ Al fies |
WE ™ MDS

1 ﬁ D:\Program Files\La... cabbBefdcddacdBeclasfb9dbs02732a

#( ] j Sadlib.dll 36c91b3210aac33345446c3085cfdSF0

3 O & yrnets.di 6c72fE08573f5a270002040bfb432148

d. To view a specific type of file, dll, exe or pdb, specify the file type in the textbox at
the upper right of the page. By default, all files are displayed.

e. Toremove an entry, select the checkbox next to the entry and click Delete.

f.  Click the OK button to save the settings.
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=  While any user is accessing the resource, none of the protected files can be altered.

»  The first time TCP resource is accessed by end user over SSL VPN, the TCP
component may be installed on the computer automatically. However, installation
of TCP component requires administrator privilege on the computer. If any firewall
or anti-virus software is installed and runs on the client PC, it will block
installation process. To ensure the component installed successfully, terminate the
firewall or anti-virus software first.

8.  Click the Save button and then the Apply button to save and apply the settings.

Adding/Editing L3VPN

L3VPN is a type of resource based on IP protocol, allowing end users to use TCP/UDP/ICMP

based application on their computer to remotely access corporate resources and servers over SSL
VPN.

1. Navigate to SSL VPN > Resources page and click Add > L3VPN to enter the Edit L3VPN
page, as shown in the figure below:
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2.

++ Edit LEVPN

Basic Attributes Fields marked * are required

Namea: ~

Description: |

Type: __HTTP Protocol:

Address:

B

5]

Program Path:

Path could be absolute path and environment variable (e.g.. Sowindirds)

Added To: Cefault group >3

Icon: ‘

Enable rescurce
Visible for user

sso || Authorized Admiin Accounts Binding URL Access Control

[ ] Enable sso

Login Meathod: =

Configure Basic Attributes of the L3VPN. The following are the basic attributes:

Name, Description: Indicates the name and description of the L3VPN. This name may
be seen on the Resource page after user logs in to the SSL VPN successfully.

Type: Indicates type of the L3VPN. Some common types are built in the Sangfor device.
This selection determines the port number entered in the Port field automatically. If the
L3VPN is not any of the built-in types, select Other and configure the port by hand.

Protocol: When the selected L3VPN type is Other, Protocol is selectable. Options are
All, TCP, UDP and ICMP. Select the protocol according to the L3VPN you are
defining.

Address: Indicates address of the L3VPN. To add one entry of address (IP address,
domain name or IP range), click the Add Address tab. To add multiple entries of
addresses, click the Add Multiple Addresses tab, as shown in the figures below:
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Add/Edit Resource Address *®

| AddAddress || add Mutiiple Addreszes
| A= to domain resource; check whether you have configured Local DNS

% 1F or domain 3 1P range

IP,.fDnrnain:| *

Port:| &0 { =50 =

] Enable rescurce address masquerading

i Ok [ | Cangel_|

Add/Edit Resource Address ®

=

Ad Address || Add Iultiple Addrezzes

Example:
10.10.10.20/80:808
1:1:1:3-2.2.2.2/80:830

httpes: /! www.dornain.com: 80
One entry per-row

i Ok [|iCancel._ |

Port indicates the port used by this L3VPN to provide services. For the built-in types,
this port is predefined. For Other type of L3VPN, enter the port number that is to be
used by the L3VPN you are defining.

If resource address is domain name, navigate to System > SSL. VPN Options >
General > Local DNS to configure local DNS server (for detailed guide, refer to the
Configuring Local DNS Server section in Chapter 3).

Program Path: Indicates path of the client software program that may be used by some
C/S application.

Added To: Indicates the resource group to which this resource is added. By default, the
selected resource group is Default group (to configure resource group, refer to the
Adding/Editing Resource Group section in Chapter 4).

Visible for user: To have connecting users see this resource on the Resource page,
select this option. Invisibility here only means that the resource is not seen on the
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Resource page, in fact, it is still accessible to the user.

Configure SSO tab.

To enable connecting users to use SSO feature to access corporate resources over SSL VPN,
select Enable SSO option and configure the SSO page (under System > SSL VPN
Options > General. For more details, refer to the Configuring SSO Options section in
Chapter 3).

5500 Authorized Admin Acoounts Binding LRL Access Control

[+/] Enable S50

Login Method: L’Autnfill in form [ Advanced
Auto fill in form ™

Set auto-access request W

Configure Authorized Admin tab.

Specify the administrators that will have the right to manage this resource and the right to

grant other administrator the privilege to manage this resource.

@
»  The authorized administrators cannot edit the resource. They only have the right to
assign this resource to users (in other words, the right to associate resources with the

role under SSL. VPN > Roles > Edit Role) and to grant other administrators (in its

permitted realm) the privilege to manage this resource, rather than the privilege of
editing resource.

= Please it keep in mind that the privilege of editing a resource always belongs to the
creator who has created this resource as well as the administrator with higher privilege.
The authorized administrators cannot see those resources in the Resource Management

page, but can see and associate them with users on the Add Role or Edit Role page.

Configure Accounts Binding tab, as shown in the figure below.
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STy

Authorized Admin Accounts Binding URL Acoess Contrel

I:l Varify user by analyzing packst I:l Resource is accessible to user using the designated 550 user account
Packet Format:

Encoding:

G

1§

If user credentials do not match the user account when resource is accessad,
#® Do not show user prompt

Show user-defined prompt

If Verify user by analyzing packet is selected, the SSL VPN account will bind to the
account for resource access, in the way that packet is obtained as specified according to
Packet Format and the others settings.

If Resource is accessible to user using the designated SSO user account is selected, end
user have to use the corresponding SSL VPN account and designated SSO user account to
access this L3VPN resource, other user accounts being unable to match the credential.

Web application, TCP application and L3VPN support accounts binding.

?
=  To enable end users to single sign in to a resource, enable SSO for that resource (under

SSL VPN > Resources > Edit L3VPN > SSO tab) and bind the SSL VPN account to
the SSO user account (to configure SSO user account, refer to the Configuring SSO

User Account section in Chapter 4).

*  Applying Verify user by analyzing packet does not require SSO to be enabled.

Configure URL Access Control tab.

This achieves the control over users’ access to certain directory of a server, user being able or

unable to access the specified directory.

8550 Authorized Admin Acoounts Binding URL Access Control
E! Enable URL access contral Set Access-Denied Prompt Page  Instructions
"i: Cnly allow access to the URLs below :\ Only deny access to the URLs below
@ Add @ Delete [ Edit
|:| URL
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URL access control feature is only available while the selected L3VPN type is HTTP. The
other types of L3VPN do not support this feature.

7.  Click the Save button and Apply button to save and apply the settings.

¢
= The first time L3VPN resource is accessed over SSL VPN, L3VPN component may be
installed on the user’s PC automatically. However, installation of L3VPN component

requires administrator privilege on the computer. If any firewall or anti-virus software is
installed and runs on the computer, it will block installation process. To ensure the
component installed successfully, terminate the firewall or anti-virus software first.

» Among the L3VPN resources, there is a system-protected L3VPN resource named All
Subnet L3VPN resources. This resource stands for all L3VPN resources with the
addresses on the subnets where LAN and DMZ interfaces reside and those resources on
the subnets where LAN and DMZ interfaces reside, using the protocol TCP, UDP or
ICMP (port: 1-65535). Like other L3VPN resource, it can be associated with users;
however, no attribute of it can be modified except for the name, description and visibility.
If the subnet resources do not reside in the same network segment as the LAN and DMZ
interface of the Sangfor device, which means, there is layer-3 router or switch on the way,
add the subnet on the Local Subnets page (under System > Network) and a
corresponding route on Routes page (under System > Network) to make that subnet
“local”. That will enable the machines on the two subnets to communicate directly.

Adding/Editing Remote Application

Remote applications are applications launched by remote servers and accessed by end users over
SSL VPN. User runs the program on the local computers but access the data on the remote server

in the remote application session.

1. Navigate to SSL VPN > Resources and click Add > Remote Application to enter the Edit

Remote Application Resource page, as shown below:
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"} Edit Remote Application Resource

Basic Attributes Fields marked * are required

Nama: |  iead
Drescription:

Added To: Default group #3

Icon:

Enable resource

Program: | | Selsct
Waorking [ ]
Diirectory: | @
Command

Line

Argument:

Maximize window after program is launched

l:‘ Single instance is allowed (for an application running on remote server, not

allow user to run a second instance of the application)

App Server S50 License Authorized Admin
| Select a server or a group of servers to deliver this resource.

;Eea-';_r P& |:| Server Name IF Address Status

Configure Basic Attributes of the remote application. The following are the basic attributes:

*  Name, Description: Indicates the name and description of the remote application. This
name may not be seen on the Resource page after user logs in to the SSL VPN
successfully.

*  Added To: Indicates the group to which this resource is added. By default, the selected
resource group is Default group (to configure resource group, refer to the
Adding/Editing Resource Group section in Chapter 4).

= Jcon: Icon specified for this resource, which could be seen on the Resource page if this
resource is added to a group that has its resources show in icons.

*  Program: Specifies the applications provided by remote application server. Click on
Select to select the desired application, as shown in the below figure:
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4.

Application Programs X

If the desired program is not listed below, go to "Remote Server Management” to add it. S==rc0
Applicaticn Program Servar
i @ Internet Explorer Wiew
Page! 1lofi i Show 25 |/page 1-1 of 1
O | Cancel

Working Directory: Indicates the path of the application on remote application server.

Command Line Argument: Specifies the parameters that may be used when some

application program starts.

If Maximize window after program is launched is selected, program window will be

maximized once program is launched.

In case that Single instance is allowed is selected and user has launched an application, user
will be redirected to the previously-launched application if user clicks on the resource link
again, instead of launching a new instance. If command line argument is configured, this

options is not recommended to enable.

Click the App Server tab and select remote application servers, so that they can provide the
application (to configure remote server, refer to the Adding Remote Application Server

section in Chapter 4).

| pp Server S50 License | Authorzed Admin

' Select a server or a group of servers to deliver this rescurce.

Sesrch B & |:| Server Name 1P Address Status

Configure SSO License tab.

If SSO feature is enabled and SSO information is recorded, SSO will be performed automatically

when user accesses specific remote application over SSL VPN.
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For remote application, form is filled automatically.

¢

As to remote application, SSO feature only supports the method of auto fill in form.
If you want to deliver a browser allowing SSO, only IE-cored browser can be delivered.

When recording SSO information for remote application, only IE is taken as B/S-based
resource, all the other resources are taken as C/S-based resource.

Configure Authorized Admin tab.
Specify the administrators who will have the right to manage this resource and the right to
grant other administrator the privilege to manage this resource.

App Server 550 License Authorized Admin

'Select the administrator groupis]) that will be authorized to administer this resource.
Search oA R

»  The authorized administrators cannot edit the resource. They only have the right to
assign this resource to users (in other words, the right to associate resources with the
role under SSL. VPN > Roles > Edit Role) and to grant other administrators (in its

permitted realm) the privilege to manage this resource, rather than the privilege of
editing resource.

Please it keep in mind that the privilege of editing a resource always belongs to the
creator who has created this resource as well as the administrators with higher privilege.
The authorized administrators cannot see those resources in the Resources page, but

can see and associate them with users on the Add Role or Edit Role page.
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More Operations

More operations include Export resource, Import resource and Resource Sorting. Click More
on Resources page, you will see the following figure:

| o Maore .:vi Wi All

Export rescurce

i Impert rescurce

Fesource Sorting

Exporting Resources

This feature helps export the existing resources from the current Sangfor device to the computer.

1. Navigate to SSL. VPN > Resources and click More > Export resource to enter the Export

Resource page, as shown the figure below:

Export Resource x

Select the resources that you want to export.
2l & | El
&) |:| All resources

e

Export . Cancel

2. Select the checkboxes next to the resources or resource groups that you want to export.

3. Click the Export button. By default, the exported resource will be saved in a csv file named

rclist.csv.
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Importing Resources

This feature helps import resources from the computer to the Sangfor device.

1. Navigate to SSL VPN > Resources and click More > Import resource to enter the Import

Resource page, as shown in the figure below:

Import resource *®

File extension: .csv. File size should be within IM. & maximum of 1300
resources can be added!
Covnload Example File

Resource File
Select File: | Browse...

|:| Customize resource attributes

|:| Owverwrite existing resources

Import | Cancel

2. Configure the following included on Import Resource page:

Download Example File: Before uploading the csv file, make sure that format of each
resource entry in it is proper. It is recommended to download the example file and edit
the resources based on the example file. After editing the csv file, upload it through the

above page.

Customize resource attributes: The two fields below it define the attributes of the
imported resources, the description and the target group to which they are to be added.

Overwrite existing resources: If this option is checked, the existing resource will be
replaced by the imported resource that owns a same name.

3. Click the Import button.

Sorting Resources

Sorting resource is a feature applying to resource group. You can change the resource order by

clicking Move to Top, Move Up, Move Down or Move to Bottom button. The resource order in

the group determines the order of the resources that end users see on the Resource page.

1. Navigate to SSL VPN > Resources and click More > Import resource to enter the Import

Resource page, as shown in the figure below:
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esource Sorting

- Adjust the order of resources in the group, which will show on Rescurce page of the portal.

@ Moveto Tep @ Wove Up @ Kove Down @ Move to Bottom

Resource Mame Description
1 Al subnet Web rescurce Al hosts in Local Subnet, LAN&DMZ ports' subnet
2 All subnet L3VPN resources All hosts in Local Subnet, LANZDMZ ports' subnets
3 test sso res
& Financial System
5 OA Office System
6 TCP-sso
7 TEP136.31
8 200.200.78.185
9 Subnets for Remote Desktop Access
10 /5 _Res
11 bbe bbe resource
12 mail mail resource
i3 ftp resource

14 \Weh server

i Save | | Back: |

To move an entry to top of the list, click the entry and click Move to Top.
To move an entry to bottom of the list, click the entry and click Move to Bottom.

To move an entry up and exchange order with the upper entry, click the entry and click Move
Up.
To move an entry down and exchange order with the lower entry, click the entry and click

Move Down.

To edit the selected resource, click Edit; to remove the selected resource, click Delete on
Resources page, as shown below:

¥ Resources

) Add + (G) Delete I;lEdit [ select » [3Move & \iew Association @More » g All |
. : i ;s

To select the resources on current page, click Select > Resource > Current page, or click
Select > Resource > All pages to select the resources on all pages, as shown below:

| [ Move (W5 View Asodation Sk
liAiSelect =| [ ; >

Resaurce L Current page
Rescurce group b All pages
Desslect !at Web rescurces
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8. To deselect the selected resource, click Deselect.

9. Tomove a resource to other resource group, select the resource and click Move.

2

Please note that resource group cannot be moved.

10. To view associated user of a selected resource, click View Association, as shown below:

Associated Objects of "Al subnet Web resources” b 4

Usar/Group Path
1 ' hyg [/Default Group
5 | X fDefault Group
Page! tiofd b | & Show 25 /page 1-2 of 2
i Cancel |

11. To view resource of specific type, you can specify the desired resource type in View field on
Resources page. Options are All, Resource group, Web app, TCP app, L3VPN, Remote
Application and Easylink app.

=

‘-.-‘iewi_!"*”
_All
E.

| Resource group
2 ..ﬁ Web app
ATCP app
ClLaven

Remote Application

W

Easylink app
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Roles

A role is an intermediate that builds a connection between user/group and resource, more
specifically, designates internal resources to user or group. Users can only access the designated
internal resources over SSL VPN.

This kind of association enables one or multiple users or groups to associate with one or multiple

resources, facilitating control over users’ access to corporate resources.

Navigate to SSL VPN > Roles and the Role Management page appears, as shown below:

‘Role Management

@ Add -~ @ Dekte [jEdt | A Select ~ 18 Get Priviege Report Search by Name = 2

[l Role Name Description Azsigned to Group Status

= L‘_jJ CA and accounting system testll o ]

O & web file sharing e=l1 o

=] Q_)J Metwork Ceonfiguration Cperators  System created sec... o

=] k'_jj Remcte Desktop Users System created sec... o

= L‘_j) test bxtest,gmx,sangforl.sangfor? zsl,... o

El LI_)ﬁ gmx_all_res g, gmx_l3vpn o TN

=] C_)J Web-Service gmx, testil o

=] L'_j; Remotefpplser kangcheng,lht,gma, testil o w
Page| Tlotd| b A | i Show 2% |fpage 1-12 0f12

The following are some contents included on Role Management page:

=  Search By Name/Description/User(Group): To search for specific role or type of roles,
select an option, enter the keyword into the textbox and click the magnifier icon.
Name/description indicates the name/description of the role. User/group indicates the user
and/or group that the role is assigned to.

=  Role Name: Indicates name of the role.

= Description: Indicates description of the role.

=  Add: Click it to add new role directly or using an existing role as template.
= Edit: Click it to edit a selected role.

= Delete: Click it to remove the selected role(s).

= Select: To select roles on all pages, click Select > All pages; click Select > Current page to
select roles on current page. To deselect entries, click Select > Deselect.

7 salect «! 13 Get Privi

Current page
All pages

Deselect
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Adding Role

1. Navigate to SSL VPN > Roles and click Add > Role to enter the Add Reole page, as shown
in the figure below:

Basic Attributes Fields marked * are required
Namea: || *
Drescription:
Assigned To: | Belect Usen/Group
Security Policy: | Select Role-level Policy

Enable Role

Associated Resources

|;i Select Resowrce

Name Type Descriptic

2. Configure the Basic Attributes of the role. The following are basic attributes:
=  Name: Configures name of the role.

*  Description: Configures description of the role.

Assigned To: Configures the user and/or group that can access the associated resources.
To specify user and group, click the Select User/Group button, and all the predefined

users and groups on Local Users page are seen in the list, as shown below:
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Users and Groups *

Search Ri&El | E || &#seect - [ search 2|
& DE\J Mame = Type
. L]
1 é Default group Group ==
OB Group
O BB (oap_export Group
~
O] 2 users Group
M -~
CI 2 pxtest Group
g Group
] E grnx-group Group
O B Group
]
—— - — pid
4 Page| 1[of2{ b bl | &2 Show| 2%|ipage
| QK | ! Cancel !

Select the user or group to which the role is to be assigned and click the OK button.

»  Security Policy: This policy enforces host checking when user logs in to the SSL VPN.
If user fails any security check, he or she cannot access the associated resources.

To specify a role-level policy, click the Select Role-level Policy button and all the
predefined role-level policies are seen (to configure role-level policy, refer to the
Adding Role-level Policy section in chapter 4), as shown in the figure below:

Role-Level Policies *

[ Policy Mame Dascription
[] rele_nac pi

[ rele_nac_p2
]

role_nac_p3

If no role-level policy is configured, you do not need to configure security policy.

Configure associated resources. Click Select Resources to enter the Select Resource page
and select resources that the associated users of this role can access, as shown below:

176



SANGFOR SSL M7.5 User Manual

Select Resource b 4

| [search 2B B [ F=

T

(= |:|: _JN! resources Rescource Name = Diescription
[~ zhuyong_rc

OF I hyq_test

D. | Default group

% &l subnet Web resou... All hosts in Local Subnet,...

-._._J All subnet L3VEN reso... All hosts in Local Subnet,...

2 |3vpn_0.20

OooooonQ
i)
g

_T; e
O @ =zoo.200.0.2011

[ @ =zo0.200.0.17

| Page! 1lofi! b | . Show 28 |fpage

[ ok || cancel |

4. Click the Save button on the Add Role page to save the settings.

Getting Privilege Report

Privilege report is a kind of report telling what resources the specified users can access, or what
users can access the specified resources.

1. Click Get Privilege Report to get started, as shown below:

Generate Privilege Report - Step 1: Select Report Type

Report Type:
(¥} User-based report, covering rescurces accessible to certain users

() Besource-based report, covering users who can access contain resources

2. Select the type of report you want to generate. There are two types of privilege reports,
User-based report and Resource-based report. The former type of report presents what
internal resources the selected users can access, while the latter type of report presents what
users can access the selected resources

To generate user-based privilege report, perform the following two steps:

a. Select User-based report... and click the Next button, as shown below:
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Generate Privilege Report - Step 2: Select User »

'_Searc..’? Pl | E] &7 Select = '_Searc..": P
e D:_"-:’;,. Mame = Type
& prtest User
il
4 4 |Pagel 1|of1] b b | S Show| 25 | jpage
| Back | | Finish | ! Cancel !

b. Select the desired user(s) and click the Finish button to download the .csv file. The

download user-based privilege report file is as shown below:

& |8 | e | B | E | K
1 |Privilege Report - On User Groups
2 |Generated at: 2011-16-10 5:32:59 ; total user groups: 2
3 {
4 |Group Location Descriptitﬁssociated Resources
5 |gfds Jeml
6 cml i
? {
8 HQPrivilege Report - On Users
9 |Generated at: 2011-10-10 5:32:53 ; total users: 3

10
11 |Username Location Descriptic Associated Resources

12 \jnfg Jemi/gfds

To generate resource-based privilege report, perform the following two steps:

a. Select Resource-based report... and click the Next button, as shown below:
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Generate Privilege Report - Step 2: Select Resource b4

@ '@ | =arch P

| search P
=2 I:"_)":JA_” resources Mame « Description
I:‘I : }]RemoteApp

i

@ All subnet Web rescurce  All hosts in Local Subnet,L...

]

3 mx-test-group

@ All subnet L3VEN reso...  All hosts in Local Subnet,L...
B /s _Res
@ test scoores

ShtGrp
O Eitestarp

D_['_‘-'-E]Default aroup
E| TCP-ss0

=] ToP136e.31 el
E¥] 200.200.78.185

5] subnets for Remaote D...

EE oa Office System

[ Financial System

Welelslielsieiaielalis

=

o

; i )
4 |Pagel 1|of1| b [kl %Shuw: 25 ipage

|. gack || Finish || Cancel |

b. Select the desired resource(s) and click the Finish button to download the .csv file. The
download resource-based privilege report file is as shown below:
A B | C D £ F

_P.rwilege Report - On Resources
|Generated 3t:2011-10-10 8:07:05; total resources:1

Resource In Group Description Type Address Assigned to User
All subnet Default group  All hests in Local Subnet, LANBDMZ ports' subnets  WEBapp ¥ /Default graugy/,
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Authentication Options

Authentication Options covers settings related to primary and secondary authentication methods.

Navigate to SSL VPN > Authentication and the Authentication Options page appears, as shown
in the figure below:

#% Avthentication Options

Primary Authentication

@ - Local Password [ Settings

Password strength, the ways that users change password, applying only to the user accountsin local database.

- LDAP | settings |

i)

Manage LDAP servers. Authentication credentials are mapped or imported from LDAR server to local device.

- RADIUS | Settings

il

Manage RADIUS servers. Authentication credentials are mapped or imported from RADIUS servar to local device.

ﬁ - Certificate/USE Key Settings

Selact CA typa, generate certificate and sat USE key model. 2USE Kay Driver *» USE Key Tool

= ~Client-Side Domain S50 | Settings |

Spacify AD domain, so that users can perform SSO and install control using L2TR/PETP connection

Secondary Authentication

"@ - SMS | Settings. |

Configure SM3 module and custemize the text message to be sent to user's mobile phone.

== - Hardware ID |, Settings
=)
i

Configure hardware 1D related options, such as hardware 1D collecting and approval,

ﬁ - Dynamic Token Settings
S
-5

Dyriarmic token basaed authentication iz an extension of RADIUS authentication.

Other Options

- Priority of LDAP/RADIUS Servers | settings |

1)

Sort LDAR/RADIUS servers to set the priority of each server for suthentication.

- Password Security Options | Settings

Block insecure and brute-force legin. Applied to LDAP, RADIUS and local password based authentications.

- Anonymous Login [ Settings

ke

Turm on/off the ancnymous login feature and assign role to anonymous users.
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Primary Authentication Methods

There are five primary authentication methods, namely, local password based authentication,
LDAP authentication, RADIUS authentication, certificate/USB key based authentication and
client-side domain SSO authentication.

Primary Authentication

& - Local Password | - Settings i

Password strength, the ways that users change password, applying only to the user sccounts in local database.

-LDAP |, .Settings. |

Manage LDAP servers. Authentication credentizls are mapped or imported from LDAP server to local devics,

- RADIUS | settings |

Manage RADIUS servers. Authentication credentials are mapped or imporked from RADIUS server to loczal device.

ﬁ - Certificate/USE Key | - Settings. |

Select CA type. generate certificate and set USE key modeal. 2USE Key Driver # USE Key Tool

-Client-Side Domain S50 | .Settings. |

Specify AD domain, so that users can perform 550 and install control using L2TR/PPTR connection

Local Password Based Authentication

The settings related to local password based authentication include password security options and

username options.

Navigate to SSL VPN > Authentication to enter the Authentication Options page (as shown in
the figure above). Click the Settings button following Local Password, and the Local Password
Based Authentication page appears, as shown in the figure below:

Local Password Based Authentication

Password Security Options

7] Enabled

Password cannot contain username.

New password must be different from previous password

Minimum length is characters

Every days, user must change password. days before the password expires, remind user to change it.

User must change the initial password {

Password must have digit letter special character (=

Username Options

[7] 1gnore case of username
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The following are some contents included on the Local Password Based Authentication page:

Password Security Options: Configures the password strength, the ways that users change
password. If enabled is selected, password security check will be performed when user logs
in to SSL VPN. If user password fails to match the password security policy configured in
this field, user will be asked to change password.

Username Options: If the option Ignore case of username is selected, case of username
would be ignored when users enter credentials to log in to SSL VPN. If any same usernames
in different case already exist in user organization structure before this option is enabled,
such as “HSw”, “hsw”, this user will fail to modify personal information after Ignore case of
username is selected, he/she needs to modify its username first. Then enable this option.

A

Password Security Options and Username Options only apply to the user accounts in local

Sangfor device.

LDAP Authentication

Sangfor device supports third-party LDAP server to verify the users connecting the SSL VPN.

Configuring LDAP Server

Navigate to SSL VPN > Authentication to enter the Authentication Options page. Click
the Settings button following LDAP and the LDAP Server page appears, as shown below:

@) add @) Delete E[E:I'rt & Import Users gl Back to Authentication Options
[ name Description | Address Port User Base DN | Automatic Import Status
|:| =@ 67.245-ActiveDirectory 200.200.67.245  38% DC=sangforu... No o
="

Click Add to enter the Add/Edit LDAP Server page, as shown below:
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#+ Authentication > LDAP Server >Add/Edit LDAP Server

Basic Attributes Fields marked * are required

Server Name: |*

Diescription:

Server Address: |

o
les)
8

Admin DN

Password:

Base DN: | L
Subtree included [zlso werify the users in subltreas)
Authentication Timeout: | 15 * gsacond(s)

Status: @ Enabled I::;I Disabled

Advanced
Server Typea: _.MS ActiveDirectory v,
Usar Attributa: sAMAccountName *
User Filter: | obiectCategory=person %

Mobile Number: -tE|EPhDI'IENUI'HbE‘I'

Other Attributes

[ Group hiapping Role Mapping | LDAF Extensions . Password Encrypticn

As to users that have not been imported to local davice, the system will map the specified-OU
designated local user group after thay have bean authenticated successfully, according to the

belove.

\zgﬂdd =) Delete @ Edit Automatic Mapping

D au Sub-0OU ing... Map to Local Group

3. Configure the Basic Attributes of the LDAP server. The following are basic attributes:
=  Server Name, Description: Configures the name and description of the LDAP server.

= Server Address: Configures the usable IP address and port of the LDAP server. You can
add multiple IP addresses and ports. Generally, only the first IP address/port is active
and the others are standby. If the first IP address/port is unavailable, the second IP
address/port will take the place; if the second IP address/port is unavailable, the third IP
address/port will take the place, and so on; if none of the configured server IP

addresses/ports is available, the server will be disconnected.

To add an entry of server address and port, click the Add icon next to the Server

Address field. The Add Server Address page is as shown in the figure below:
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Add Server Address b4

Server IP: | |

Port: ao9

5] 4 || Cancel

To remove an entry, click the entry and click Delete icon [£] next to Server Address.
To edit an entry, click the entry and click Edit icon =l next to Server Address.

To adjust order of an entry, click the entry and click Move Up icon © or Move Down
icon &,

Admin DN, Password: Configure the administrator account to read the organizational
units (OU) and security groups on the LDAP server. The administrator account should
be in DN format.

5

This administrator must have privilege to read path of users on the LDAP server.

Base DN: Configures the location of the LDAP users that are to be verified.

Subtree included: Select this option so that the users contained in the sub-OU of the
OU specified in Base DN field are included in. Otherwise, only the direct users in the
specified OU level will be verified.

Authentication Timeout: Configures the time period that user authentication gets timed

out if LDAP server gives no response.

Status: Indicates whether the LDAP server is enabled.

Configure the Advanced options. The values in these fields must be consistent with those on

the LDAP server
Advanced
Sarver Type: M3 ActiveDirectory ~
User Attribute: sAMACcountisme .
User Filter: cbjectTategory=person =

Mobile Number: | telephoneNumber
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%
Protocols supported are LDAP and MS Active Directory (AD). For MS AD, user
authentication is  achieved using  attribute = sAMAccountName and filter

objectCategory=person. For LDAP, user authentication is achieved using attribute uid and
filter objectclass=person. However, the attribute names could be modified.

Configure Group Mapping tab.

Group mapping only applies to the LDAP users that have not been imported to the Sangfor
device. The users in specified OU on the LDAP server will be mapped to a local group after

successful login, and therefore have the same privilege as the users that they are mapped to.

Group Mapping Rale Mapping | LDAP Extensions Password Enarypticon ]

As to users that have not been imported to local device, the systam will map the specified-QU users on this server to the
designated lecal user group after they have been authenticated successfully, sccording te the mapping rule configured
balow.

& Add @ Delete [ Edit Automstic Mapping

D ou Sub-0U included Map to Local Group

If LOAP user matches none of the above mapping rules, map the user to group /Default group »

The following are contents included on the Group Mapping tab:

= Add: To add a group mapping rule to map specified LDAP users to the local group,
click it to enter the Add Group Mapping Rule page, as shown in the figure below:

Add Group Mapping Rule ®

ou: | |

Map to Group: 3

[] sub-0u included

Ck ||, Cancel

= QU: Configures the OU that will be mapped to a local group, in format of DN.

=  Map to Group: Configures the local group to which users of the specified OU will
be mapped.

= Sub-OU included: If this option is selected, users in the sub-OU will also be

included and mapped to the local group. If not selected, only the users in the
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specified OU level will be mapped to the local group.

If LDAP user matches none of the above mapping rules, map the user to group: For
the users that match none of the group mapping rules, select this option and specify a
local group, so that those LDAP users will be mapped to that group automatically.

Delete: To delete a group mapping rule, select the rule and click Delete.
Edit: To edit a group mapping rule, select the rule and click Edit.

Automatic Mapping: This feature simplifies the process of adding a batch of mapping
rules. Administrator needs only to select the LDAP user and/or group on the Auto
Create Group Mapping Rule — Step 1: Select OU page (as shown in the figure below)
and configure Map to Group field, without adding mapping rule one by one, and the
involved mappings will be added to the group mapping rule list automatically. To
configure automatic mapping, please perform the following steps:

a. Click Automatic Mapping to enter the Auto Create Group Mapping Rule —
Step 1: Select OU page, as shown below:

Auto Create Group Mapping Rule- Step 1: Select OU

Method: (%) Mapping for each selected OU () Mapping for selected top-level OU

E| D::?}sangfcrued
,r_\\ Frogram Data
T

Map to Group: >

Mext 1| Sancel

b. Select a mapping method, Mapping for each selected OU or Mapping for
selected top-level OU, and then select the organizational units (OU).

If the selected method is Mapping for each selected OU, every selected LDAP
user group will be mapped to the respective local group (name of target group is
the same as the OU name) specified in Map to Group field, organizational units
(OU) not being changed.

If the selected method is Mapping for selected top-level OU, only one group will
be created on the Sangfor device, name of the target group being the same as the
top-OU name. All the users under the top-OU and/or the sub-OUs will be mapped
to that group.

c. Configure Map to Group. The specified group is a local user group to which the
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specified LDAP users will be mapped.

d. Click the Next button and the automatically added mapping rules are as shown

below:

Aute Create Group Mapping Rule - Step 2: Preview Mapping Rule %
ou Sub-0uU includ... Map to Local ...
OU=root_ou,.0C==zangforued, DC=com Ne froot_ou
ClU=designer,ClU=root_ou,DC=sangfarued,DC=com Mo [root_oufdesi...
OU=developer,OU=root_ou, DC==zangforued, DC=com No Jroot_oufdew...
OU=apm,QU=developer, OU=root_ou,DC==zangforued,D... No Sroot_oufdev...
ClU=ssl;0U=developer,OU=root_ou,DC==sanaforued,DC... No Jfroot_ou/dev...
OU=translator,0U=root_ou,DC=zangforued, DC=com Mo {root_ou/ftran...

Back, | | Finish || cancel |

e. Click the Finish and Save buttons and go back to Local Users page. Check
whether the groups created through automatic mapping are in user group list, as

shown below:

= __'::’; root_ou
!E> designer
= f‘f developer
(& apm

_'Q? =

= -y
[Ertranslator

Configure Role Mapping tab (if you are adding an MS Active Directory server).

Role Mapping helps map the security groups from the MS Active Directory server to the
roles on this Sangfor device. Once a user matches certain role mapping rule and is mapped to
the role on the Sangfor device, the associated user will be permitted to access the resources
that are associated with that role. The Role Mapping tab is as shown in the figure below:

Group Mapping || Role Mapping || LDAP Extensions Password Encryption

Rale Mapping:'@:} Enabled 'i:' Disabled
e Add (g Delete |;I Edit Automatic Mapping

D Sacurity Group Map to Role

The following are the contents included on the Role Mapping tab:
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Add: Click it to add a role mapping rule, mapping the security groups on MS Active
Directory server to the local groups. To configure role mapping, please perform the
following steps:

a. Select Enabled to enable role mapping feature.

b. Click Add to enter the Add Role Mapping Rule page, and configure the Security
Group and Map to Role fields, as shown below:

Add Role Mapping Rule b4

Security Group: | |

Mapto Role: iy

0]4 [| cancel

Delete: To delete a role mapping rule, select the rule and click Delete.
Edit: To edit a role mapping rule, select the rule and click Edit.

Automatic Mapping: Click it and some role mapping rules will be generated
automatically according to the security groups on the MS Active Directory server. To
configure automatic mapping, please perform the following steps:

a. Click Automatic Mapping and the following page pops up, as shown below:

Automatic Mapping »

Search yal
] Security Group Map to Role
[l administrators Administrators ]
|:| Users Users
|:| Guests Guests
Pr|rtoperat0r5 PR T T TR Pr|nt0perat0r5 T AR A A SR A R
Backup Operators Backup Cperators

b. Select the desired role mapping rules and click the OK and Save buttons. The two
selected roles are then added to Role Management page, as shown below:

+ Role Management

@ add - @oDekete [JEdt | [P Select - 13 GetPriviegeReport  Search by Name - | L
|:|_ Role Name Cesc... Assigned to Group Status

[E i} Print Operaters Syst... Y 4 f
El B EBackup Operators Syt o i
[ L'_é CA and accocunting system testil EY 4 -
{4 4 | Pagel o1 kb bkl | &2 show| 28|fpage 1-14 of 14

Configure LDAP Extensions.

LDAP Extensions are extended attributes of the users on LDAP server. This feature enables
some resources and virtual IP addresses of the users to be stored and maintained on the
LDAP server.
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8.

Group Mapping | Role Mapping Password Encryption .

i

For the user-authenticated against this LDAP server, the device will obtain the value of extended field of the usér from LDAP

server after user has been authenticated successfully, according to the options configured below. This feature enables vou to
store and maintain some resources and virtual 1P addrezses of the users on LDAP server.

For example, one attribute of an LDAP user is: =5|_resource. What yvou need to do are, selecting the option Attribute names of
a=sociated resources, and adding the attribute name (==l resource) into the list. Attribute name format: <resource
name=!<protocol name://=host address: port’, among which, the fields in <= are optional, and host address and port are
required. Example: OA system: hitp:/fooc.com: 80, 192.168.1.1:1-65535.

[[] Attribute names of associated resources

%)

£ G

[7] Inherit resources of all its parent groups

[ Attribute name of virtual IP:

The following are the contents included on the LDAP Extensions tab:

= Attribute names of associated resources: These are resource attributes according to
which the LDAP users will be assigned some resources, after these LDAP users are
authenticated successfully.

To add a new attribute name of resource, click the Add icon . Then enter Attribute

Name of the associated resource.

= Inherit resources of all its parent groups: Besides the resources with the specified
attributes, all other resources (available to users in the specified OU and parent OUs of
certain LDAP user) with the configured attributes will be displayed on Resource page
and seen by the LDAP user once he or she logs in to the SSL VPN.

= Attribute name of virtual IP: Select this option and configure the attribute name of the
virtual IP address of the users stored on the LDAP server. When an LDAP user logs in
to the SSL VPN, the LDAP server returns the virtual IP address of this user to the
Sangfor device.

The option Attribute names of associated resources only applies to the LDAP users

who do not have a corresponding account on the Sangfor device. For the LDAP users
that already exist on the User Management page (under SSL VPN > Users), this

option is invalid.

Configure Password Encryption tab.

This feature enables user password to be encrypted before it is forwarded to LDAP server.
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Group Mapping || Role Mgpping || LoaP Extensions || Password Encryption
| |

Enabled

Once this option is selected, the user password suthenticated against this LDAP server will b= encrypted using the following
solution before reaching the LDAP sarver.

Encryption Protocol: | MDE w
Size: (®) 32 bit () 16 bit
Character Case: '@ Lowercase C‘ Uppercase

The following contents are included on above page:

=  Enabled: Select it to enable password encryption feature.

*  Encryption Protocol: Specifies encryption protocol. Options are MD5 and SHA1.
= Size: Specifies the size of encryption key. It can be 32-bit or 16-bit.

= Character Case: Specifies character case of password.

9.  Click the Save button and then the Apply button to save and apply the settings.

RADIUS Authentication

Sangfor device supports third-party RADIUS server to verify the users connecting the SSL VPN.

Configuring RADIUS Server

1. Navigate to SSL VPN > Authentication to enter Authentication Options page. Click the
Settings button following RADIUS and RADIUS Server page appears, as shown below:

% RADIUS Server

@add @ pekete [ZEdi 4| Back to Authentication Options
[ Hame Desc... Addrezs Fort Status
O g radiust 200.200.78.51 1312 o

[ g radiusz i I 1812 o

2.  Click Add to enter the Add/Edit RADIUS Server page, as shown below:
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¥ Authentication > RADIUS Server > Add/Edit RADIUS Server

Basic Attributes Fields marked * are required

Server Name:

*

Description:

Server Address:

e
Jex)
#)
(&
Authentication Protocol: FAF |
Shared Secret:
Character Set:|UTF8 i
Authentication Timeout: | & * sacond(s)
Status: @' Enabled 'C' Disabled
RADIUS Extensions
I:‘ Mobile number ID: * sub-attribute ID; &
|:| Wirtual IP address 10: * sub-attribute ID: *
I:‘ Netmask 1Dt * sub-attribute ID: bl
Group Mapping
D Add (@ Delete [ Edit
D Class Attribute Value Map to Local Group

3. Configure the Basic Attributes of the RADIUS server. The following are basic attributes:
= Server Name, Description: Configures name and description of the RADIUS server.

= Server Address: Configures the usable IP address and port of the RADIUS server. You
can add multiple IP addresses and ports. Generally, only the first IP address/port is
active and others are standby. If the first I[P address/port is unavailable, the second IP
address/port will take the place; if the second IP address/port is unavailable, the third IP
address/port will take the place, and so on; if none of the configured server IP
address/port is available, the server will be disconnected.

To add a server address/port, click the Add icon next to Server Address field. The
Add Server Address page is as shown in the figure below:

Add Server Address x

Server IF: | |

Port: 1812

Ok Cancel

To remove an entry, click the entry and click Delete icon next to Server Address.

To edit an entry, click the entry and click Edit icon =l next to Server Address.
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To adjust order of an entry, click the entry and click Move Up icon & or Move Down

icon &,

Authentication Protocol: Options are PAP, CHAP, Microsoft CHAP, Microsoft
CHAP2 and EAP-MDS. Select the protocol as needed.

Shared Secret: Configures the shared key used for RADIUS authentication.
Character Set: Configures the character set used for RADIUS authentication.

Authentication Timeout: Configures the time period that user authentication times out
if RADIUS server gives no response.

Status: Indicates whether the external RADIUS server is enabled.

Configure RADIUS Extensions, as shown below:

RADIUS Extensions

] makile number 1D: = sub-attribute ID: h
[] wirtual IF address ID: * gub-attribute ID:
[ netmask ID: * zub-attribute I

Mobile number ID: Configures attribute ID and sub-attribute ID of the RADIUS user
mobile number attribute. Once a RADIUS user logs in to the SSL VPN, the RADIUS
server will return the attribute value to the Sangfor device.

Virtual IP address ID: Configures the attribute ID and sub-attribute ID of RADIUS
user’s virtual IP address. When a RADIUS user logs in to the SSL VPN, the RADIUS
server will return the attribute value to the Sangfor device.

Mobile number ID only works in association with SMS authentication.

Configure Group Mapping rule.

The

users with specified class attribute will be mapped to the corresponding group on the

Sangfor device after successful login, and therefore have the same privilege as the users

under the group to which they are mapped.
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Group Mapping

If RADIUS user matches none of the abeve mapping rules, map the user to group /Default group

€ add @ Dekete [ZjEdi

O class Attribute Walue Map to Local Group

>

The following are the contents:

Add: Click it to enter the Add Group Mapping Rule page and configure the two fields
Class and Map to Group. The specified class attribute value on the RADIUS server
will be mapped to the specified local group, as shown in the figure below:

Add Group lllapning Rule

Class: | |

Map to Group: ]

Ok | Cancel
Delete: To delete a group mapping rule, select that rule and then click Delete.
Edit: To edit a group mapping rule, select that rule and then click Edit.

If RADIUS user matches none of the above mapping rules, map the user to group:
For the users that match none of the group mapping rules, select this option and specify
the local group to which the RADIUS users will be mapped automatically.

Click the Save button and then the Apply button to save and apply the settings.

Certificate/USB Key Based Authentication

Sangfor device not only supports built-in CA, but also supports external CA or more than one
external CA, and can offer some certificate information. If Sangfor device is deployed in HQ,
branch users can use certificate issued by different third-party CA for authentication when logging
into SSL VPN. It increases flexibility of SSL VPN deployment. Certificates could be generated
and configured through the Certificate/USB Key Based Authentication page.

Navigate to SSL VPN > Authentication to enter the Authentication Options page.
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i Settings !

- Certificate /USE Key
&
Select CA type, generate certificate and set WSE key model. »USB Key Driver » USE Keay Taol

To download and install USB key driver manually, click USB Key Driver.
To download and install USB key tool manually, click USB Key Tool.
Click the Settings button following Certificate/USB Key and the Certificate/USB Key Based

Authentication page appears, as shown in the figure below:

~CertificatefUSB Key Based Authentication

Local CA{RSA Encryption Standard Based)

RSA Root CA Certificate: View| Update
| lssue Certificate.. | |  Disabled |

External CA

3 Add

Name Certificate Status Operation

Third-party USB key models can be added as well. Client software can read the USEB key when user logs in. Unplugging
key leads to user logout.

@ Add @ Delete [ Edit

[ wame Model Status
[0 use key vz Vid_096e&Pid_0302 &
Vid_096e&Pid_0309 &

|:| epass3000gm

Configuring Local CA

The following contents are under Local CA section:

m  View: Click it to view root certificate of local CA, as shown below:
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View Certificate *

Certificate: F
Data: ]
Version: 3 (@x2)
Serial Humber:
ch:5Fbc: 27 red:b3:cB2a
Signature Algorithm: shal3eWithRSAEncryption
Issuer: C=cn, S5T=sa, L=d, O=s5, QlU=sd, CN=sdfemailAddress=s@s.com
Validity
Mot Before: Jam 14 08:54:29 2816 GMT
Mot After : Jan 9 88:54:79 2036 GMT
Subject: C=cn, 5T=sa, L=d, 0=3, OU=sd, CN=sd/emsilAddress=s@s.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (1824 bit)
Modulus:
BB :eb;fB:98: cFibbibB: 7Y 7d:cB:95:95:d2:d@:b5;
d7:F3:87:4a:9b:b51B8fred: 2000821 8d 1922 18]
Ob:dd:@8:6a:51:32:81:74:86:ac:48:7a:8b:72:28:
d@;5f:83:28:9c;9=:09: 64 :ad:3e:73:90:01:1a:51;
obh:a7:fe:7b:B5:cf:ta:8d:8a:42:52:34:94:c7:20:
a9raf i afi4f:94:0e:d5:03:98: cdrdc: 37 FL:6bOF: »

| Download ||  Close

s Update: Click it to update root certificate, as shown in the figure below:

Update Local CA Root Certificate x

Local CA is used to create certificate for enterprise users.

Country must be Z-letter abbreviation (2.g., China-CH, U.5.A-U3)
Ky -F{EA Enaonyption Standard |w | Department:
Encryption: : [
Country:
Issued
To:
State: =
E-mail:
City:
Key Size: 1024 -
Company: 1 T

i Finish || Cancel

When RSA Encryption Standard is selected in Key Encryption field, key size can be 1024, 2048
or 4096, while SM2 Encryption Standard is selected, key size can be 256 only. Configure all the
required fields above and then click Finish to save the setting, and then a root certificate will be

created, and it will be also taken as device certificate.
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2

s Country must be a two-letter abbreviation of country, for example, CN indicates China.

»  Email address should not contain any full-angle characters.

m  Issue Certificate: Click it to enter the Issue a Certificate page. The issued certificate can be

used as user certificate or a server certificate.

Issue a Certificate »

Country must be 2-letter abbreviation (2.9., China-Ch, W.5.A.-US)

Country: FEM W '::
State: | L'_-:-D .:

City: |5Z e
Company: COMPany #
Department: | sedicn *
Issued To! =

E-mail: *

Certificate Password:

O |  cancel

To generate the certificate, configure all the fields and click OK to save the changes.

Configuring External CA

The following contents are under External CA section.

m  Add: Click it to to enter the Add External CA page, as shown below:
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Add External CA *

External CA is used to import certificate issued by third party.

Setect a valid certificate fila: Fort *.cer *.p7h

CA Name: | |

Root Certificate(with public I Browse. .. |
keay): .

| ok || canel |

Specify the CA name and select a root certificate from local PC. Click OK to save the

changes. Then you will see the newly-imported external CA, as shown in the figure below:

External CA
i Add
Name Certificate Status Cperation
L1 External Ca& Wiew | Update o b 4

A maximum of seven external CA is supported.

Click on the External CA in Name column. You will see the following page:

Certificate Attributes

Instructions

Username Attr: TN [w
Binding Field: .Li':E"EE Key »
CA Encoding: UTF-8 [+
CA Options

User Login Permission:

IC-:J Trust the users whe have imported certificate issued by current CA&

'::" Trust all the users who own certificate issued by current CA

Certificate Revocation List

Import File or Configure Auto-Update Server

Online Certificate Status Protocol{OCSP)

[ ] Enable ocse
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The following information are included on above page:

s Username Attr: Indicates the field used to store username in certificate issued by this
CA. The username will be displayed on the homepage of client. Options are CN, Email
Prefix and OID.

s Binding Field: Indicates the certificate field binding to a user. It takes effect when

current certificate is imported into Sangfor device.

» License Key: If it is selected, CA will issue a new certificate when the certificate
gets expired. As the license key of new certificate has changed, user needs to
imports this new certificate on Local Users page.

» CN: If it is selected, user does not need to import new certificate when user
certificate is updated. Before selecting this option, user needs to make sure the DN
of each certificate is different.

»  OID: It is similar with DN. Generally, user also needs to specify OID attribute for

storing username.
»  CA Encoding: Indicates the encoding used by this certificate.

»  CA Options: It determines whether the users are trusted if they own certificate
issued by the current external CA, that is to say, whether they are allowed to log in
to the SSL VPN.

CA Options

ermission:

l@;," Trust the users whe have imported certificate issued by current CA

i Trust all the users who own certificate issued by current CA

If Trust the users who have imported certificate issued by current is selected, only after
the users certificates have been imported to the Sangfor device can they use their own
certificates to log in to the SSL VPN.

If Trust all the users who own certificate issued by current CA is selected, all the users
who own valid certificates issued the current external CA will be able to log in to the SSL
VPN with their own certificates.

CA Options

:\ Trust the users who have imported certificate issued by current CA
"\'i,‘ Trust all the users who own certificate issued by current CA

Group Mapping Rule:Configure Mapping Rule. Mapping user to a local group will have this user associate with
policies and authentication methods of this group.

Click on the link Configure Mapping Rule to enter the Configure Mapping Rule page, as
shown in the figure below:
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Configure Mapping Rule .4
| @ Add S Delete [ Edit

| Certificate DN = Map to Local Group

For user matching none of the abowve mapping rules, map toc group: /Defautt Group 5

| Ok || Cancel |

Configure the Mapping Rule that can map the certificate users of certain certificate DN to a
group on the Sangfor device, so that they will have the same privilege as others under the
target group.

To delete a mapping rule, select the rule and click Delete.
To edit a mapping rule, select the rule and click Edit.

To add a new mapping rule, click Add and the Add External Certificate User Mapping
Rule page appears, as shown below:

.'Add External Certificate User Mapping Rule b4

For users who have net imported certificate inte local device, system will map the
specified user to certain local group after successful authentication as per the
mapping rule below., Those users have the same privilege as the group users.
Notes:

1. Certificate is case sensitive.

2. Order should be followed while typing DN, frem username to country.

3. State must be labeled as ST rather than S.
Example:CN=name,OU=section,O=cempany, L=5Z,5T=6G0,C=CNZ

Cartificate DN:

Map to Group: ¥

| Ok || Cancel |

= Certificate DN: Configures DN of certificate, which can be referred to in certificate
subject.

= Map to Group: Configures the local group to which the certificate users will be
mapped if their certificates have the configured DN.

*  For user matching none of the above group mapping rules, map the user to group:
Configures the local group to which the certificate users will be mapped automatically if
they match none of the mapping rules.
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Certificate Revocation List

Import File or Configure Auto-Update Server

m  Certificate Revocation List (CRL): Click the link Import File or Configure
Auto-Update Server to import certificate or enable auto-update, as shown below:

Certificate Revocation List

Elmpoﬂ @Autn Update Options

Import CRL x

Certificate | Browse...
Revocaticon List: d

Select = valid certificate file. File extension:
.l

| Ok || cancel |

Close

To have the CRL updated automatically and regularly, click the Auto Update Options link
and configure the fields on the Auto Update Options page, as shown in the figure below:

CRL Auto Update Options b4

W Enable CRL auto update

Protocol: 0 LDAP ® HTTR/HTTPS

URL: ' http:/200.200.139.31:8000Rest'san | | Update Now |
LDAP Username:

LDAP Password:

Interval: '® Every Iﬁﬂ -. minutes

[wed w2100 |+

oK. || Cangel |

Configure Online Certificate Status Protocol(OCSP). This part includes options related to
OCSP that supports online check of certificate validity, as shown in the figure below:
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Online Certificate Status Protocol{OCSP)
[+/] Enable oCSE
Sarver Addrass; http/127.0.0.1

Server Port: &0

D Authentication required

Test Connedlivity. |

The contents under Online Certificate Status Protocol(OCSP) are as follows:

=  Enable OCSP: Select this option and OCSP will be enabled and related options will

appear.

=  Server Address, Server Port: Configure the address and port of OCSP server that
provides OCSP service.

=  Authentication required: Select this option and the OCSP server will verify identity of
the Sangfor device.

= Test Connectivity: Click it to check whether the Sangfor device can connect to the
OCSP server.

Configuring USB Key Model

Under Supported USB Key Model, configure the model of third-party USB keys that can be
identified by the Sangfor device while USB key of this model is plugged in to the end user’s PC.
Unplugging key will lead to automatic logout.

The contents under this part are as shown below:
Supported USB Key Model

Third-party USE key models can be added as well. Client software can read the USE key when user logs in. Unplugging
key leads to user logout.

& Add (G Delete |, Edit

D Name Model Status
[[] use Key vz Vid_096eBPid_0302 o
|:| epass3000gm Vid_096eRPid 0209 W

To add a new USB key model, click Add to enter Add USB Key page, as shown below:
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Add USE Key Model »

Name: | |=
Maodel: *
DLL File Path: Faliye Ara ARnaratar
Status: @ Enabled "’:1" Disabled

| Ok | Cancel

The following are the contents included on Add USB Key page:
s Name: Specifies name of this USB key model.

m  Model: Specifies the model of USB key that supports automatic logout while end user
unplugs the USB key.

s DLL File Path: Specifies the path of DLL file that is used to provide interface for SM2
encryption function. It is required when adding third-party USB key supporting SM2
encryption algorithm.

m  Status: Configures whether this model of USB key is enabled or not, that is, whether to
enable the feature of automatic logout while end user unplugs the USB key of this model.

To remove an entry from the list, select the entry and click Delete.

To edit an entry, select the entry and click Edit.

Client-Side Domain SSO

Client-side domain SSO can achieve that when users logs in using VPN client, user does not need
to type username and password and domain SSO will be performed automatically after client-side

PC is joined AD domain. This feature is not applicable to user logging using Portal.

1. Navigate to SSL. VPN > Authentication to enter Authentication Options page. Click the
Settings button following Client-Side Domain SSO and Client-Side Domain SSO page

appears, as shown below:
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v+ Client-Side Domain 550

Basic Attributes Fields marked * are required

After this device is joined to domain, add a corresponding BNS rule View Configuration Method

Client-Side Demain D Enzbled
550

Status: Inwvalid
Device Name: sangfor619e23c7

Cramain Name: *

*{on sarver varsion earlier than Windows
2000)

Domain Controller 5
Name:

Short Domain Name:

Domain Controller IP:

Admin Username:

Admin Password:

| Save | | cancel |

Configure Basic Attributes on above page:

= Enabled: Click it to enable client-side domain SSO feature.

s Status: Indicates whether this feature takes effect.

m  Device Name: Indicates name of Sangfor device.

= Domain Name:Specifies the domain name of domain server

= Short Domain Name: Specifies the abbreviation of the domain name

s Domain Controller Name: Specifies the name of domain controller in Window

domain.

= Domain Controller IP: Specifies the IP address of the domain controller in Window

domain.

= Admin Username, Admin Password: Specifies the administrator username and

password used to log in to Window domain.
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Secondary Authentication Methods

There are three secondary authentication methods, namely, SMS authentication, Dynamic Token

based authentication and Hardware ID based authentication.

SMS Authentication

SMS authentication is a type of authentication method that requires connecting user to enter the
received SMS password when he/she is logging in to and has passed the primary authentication(s).

The SMS password is a password dynamically generated and sent to the mobile phone of
connecting user. Only after user enters and submits the SMS password can he/she access SSL

VPN and the internal resources.

Navigate to SSL VPN > Authentication to enter the Authentication Options page. Click the
Settings button following SMS and the SMS Authentication page appears, as shown below:

EME Message

Authentication: ) Enabled @ Disabled
Set Phone Number: User gar set phone number an login

Reset password

through SMS: Resetting password through SMS s allowed

Delivery Interval: seconds (0-3600) the period afte
Pwd Validity Period: minutes (1-440)

Country Code; (it is added to the beginning of the mebile number. Take China for example: 88)

Message Text:

Restore Default

Message Delivery Module

27

Msg Delivery Module: (0 Us i SMS madule

{7 Use 5MS rmeodule installed on external server
SMS Center IF:

SMS Center Port:

In case that the SMS license is invalid or has not been activated, tips show up under the subtitle
SMS Message, saying “SMS authentication license key is invalid. Please click here to activate the
license”. To modify or activate the SMS license, click the click here link to enter Licensing page.

As shown on the above page, there are three sections related to SMS authentication, namely, SMS
Message, Message Delivery Module and Message Delivery Parameters.

The following are the contents on SM'S Authentication page:

=  Authentication: Indicates whether SMS authentication is enabled or not. Options are
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Enabled and Disabled.

Set Phone Number: If the option User can set phone number on login is selected, user can
specify mobile phone number on login page. When adding user, administrator does not need
to specify mobile phone number if SMS password is selected as secondary authentication.
Then, user could specify mobile phone number to receive OTP. After successful
authentication, the mobile phone number will be bound with the user account.

Reset password through SMS: To enable users to reset password through SMS, select the
option Resetting password through SMS is allowed.

Delivery Interval: Specifies the interval for resending a SM'S message.

Pwd Validity Period: Configures the validity period of the SMS password. If user fails to
enter and submit the SMS password within the time since the SMS password is sent, the
SMS password will get invalid. Login with invalid SMS password will lead to login failure.
The validity period should be between 1 and 1440 minutes.

Message Text: Customizes the text of the SMS message that is to be sent to the end user.

Restore Default: Click this link and the system default text will replace the current message
text.

Message Delivery Mode: There are two types of modules, built-in SMS module and SMS
module installed on external server. Select either option and configure the other required
fields.

Gateway Type: Specifies the ways of delivering SMS messages.There are seven types of
gateway, GSM modem, SANGFOR CDMA modem, CNMA modem, China Mobile V2,
China Mobile V3, China Unicom, China Telecom V3, HTTP, Jasson MAS(WebService port).
You can use GSM modem (connected to the server’s COM port) or using gateway (such as
China Mobile V2/V3, China Unicom and China Telecom V3, gateways usually used by
enterprises) to send SMS messages.

[EANGFOR COMA modem =

Gateway Type:
COM Parts [
SAMGFOR CDMA modem
Baud Rate: |cpMA modem
China Mcbile vz
China Mobile ¥3
China Unicom
| China Telecom W2
Save HTTP
Jasson MAS (WebService port)

SMS Center: Indicates the SMSC number of corresponding ISP.

COM Port: Indicates the COM port used to connect to SMS modem. Options are COM1
and COM2.

COM Port: |COMO [¥
COMO ~

Eaud Rate: ................
coM1 v
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Baud Rate: Specifies the baud rate of the specified COM port of Sangfor device. Default is
9600.

Baud Rate: :bﬁﬂ{l &%

Saie 115200

Send Test SMS Message: Click this link to check whether SMS message can be sent to end
user successfully through the configured GSM modem or gateway. A Send Text Message
to... page will pop up asking for mobile number, as shown in the figure below:

SenEITexi liessage to...

Maobile Mumber: | |

oK | Cancel

Using Built-in SMS Module to Send SMS Message

The so-called built-in SMS module indicates the module built in the Sangfor device.

To use GSM modem as the way to deliver SMS message, prepare a GSM modem and an IC

telephone card, and then perform the steps below:

1.
2.

Insert the SIM card of a cellular phone into the GSM modem.

Use the serial cable (one end is male connector and the other end is female connector;
attachment of Sangfor device when product is delivered) to connect the GSM modem to the
CONSOLE interface on the rear panel of the Sangfor device. Please screw the plug/jack in
until they are tightly attached.

On the SMS Authentication page, select gateway type GSM modem.

Enter the SMSC number of the local ISP into the SMS Center field. For example, if you are
in Shenzhen, enter the number 8613800755500.

Select COMO as the COM Port.

Configure Baud Rate (of the serial port) for communication between the Sangfor device and
the GSM modem. It is 9600 by default. Change this value to keep it relevant to the GSM

modem being used.

Click the Save button to save the settings. The configured fields are as shown below:
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Message Delivery Parameters

Tips: Changes take effact after SMS module restart

Gatewsy Type!

SMS Center:

COM Port:

Baud Rate:

.GS.M modenrt w
8813800755500

Type the SMSC number of the corresponding ISP;

Example: SMSC number of China Mobile(Beijing) is 8613800100500 and SMSC number of

China Mobile{Shenzhen] is 8612800755500

If you do not know the SMSC number, contact the ISP to which this G5M modem belongs.

COMD w
2800 -

Send Test SMS Message

8. Go to SSL VPN > Users > local Users page to add or edit user. Configure the mobile

number, select user type Private user, and select secondary authentication SMS password,
as shown in the figure below:

Basic Attributes

Fields marked * are required

Name: Sangfor
Description:
Fassword: #ses

Confirm: | **e*

User Type: '3 Fublic uss

i ¢ Certificate/USE Key: none

| Benerate Cerificate | | Import Cerificate | | Create USB Key

virtual 10: (@) Autematic () Specified

Expiry Date: @} Never

Mobile Number:| 12625522323 Status: (@) Enablad

l:l Inherit parent group's attributes
|:| Inherit policy set

D Inherit authentication settings

Authentication Settings

z ®) Private

user

Local password

Primary Authentication

Secondary Authentication

Hardware I

[ Certificate/USE key SMS password based

(_} Specified

O Disabled
Addad To: | fzhuyeng_users ™ Offline Access: Offline access is not enabled in policy set

9. End user logs in to the SSL VPN. After passing the primary authentication, user will be asked
for SMS password, as shown in the figure below:

To log in, you should go through SMS authentication.

SMS Password: | l Submi_’_c__;

If mes=age is not received for long, click get again

10. Enter the received SMS password, and click the Submit button. If user fails to receive the

text message for a long time, he/she can click get again to get a new SMS password.
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Using External SMS Module to Send SMS Message

This type of module is installed on an external server, through which the SMS messages are sent.

To use GSM modem as the way to deliver SMS message, prepare a GSM modem and a computer
(SMS server) that has COM port and has installed the SMS software provided by SANGFOR.
What should be noted is that they may not work if the facilities are placed in a machine room

where electromagnetic shielding measures may be taken.

Network deployment is as shown in the figure below:

[ [ ssL VPN device o t—\
quipmean
i
L oy
4 )
Office

1. Insert the SIM card of a cellular phone into the GSM modem.

2. Use the serial cable (one end is male connector and the other end is female connector;
attachment of Sangfor device when product is delivered) to connect the GSM modem to the

COM port of SMS server. Please screw the plug/jack in until they are tightly attached.
3. On the SMS server, install the SMS software package provided by SANGFOR.

Once installed, the software will run automatically as a system service. The process
SMSSP.exe can be checked through Windows Task Manager.

For the running status of SMS service, see the SMS service icon on the task bar, as shown in
the two figures below. The figure on the left shows normal running status, while the figure on

the right shows service error.

1

—
mbg% 1147 | @! !f@@ﬂ% 11:48

e 3|7

If the software is installed on other drive rather than system drive C, the service might still

refuse to work. In that case, uninstall the SMS software and reinstall it on the default drive.

4. Go to Start > SmsService to open the console or right-click the icon and select Config, and

configure SMS service software.
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ar

& @

What needs to be configured for the SMS service is the listening port (TCP port). Make sure

the configured listening port is not providing other services. To check if port conflict exists,

use the command netstat —na to check all other listening ports used by this server.

5

If the SMS server has installed firewall software, make sure that the firewall allows data

transmission on the listening port.

Log in to the administrator console of the Sangfor device and navigate to SSL VPN >

Authentication > SMS Authentication to configure SMS authentication.

SMS Center IP: Enter the IP address of the SMS server into the field. Make sure the
Sangfor device and SMS server can communicate with each other, that is, the Sangfor

device is connected to the SMS server.

SMS Center Port: Enter the listening port that has been configured for the SMS

software.
Gateway Type: Select the option GSM modem.

SMS Center: Enter the SMSC number of the SIM card that has been inserted into the
GSM modem. If the SMSC number of the SIM card is unknown, ask your ISP for that.

COM Port: Select the port being used to provide SMS service. If there is only one COM
port, choose COMO; if there are two COM ports and the SMS modem is connecting to
the second COM port, choose COM1.

Baud Rate: Select the default value 9600. The configured fields are as shown below:
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Message Delivery Module

Message Delivery ':?) Use built-in M5 module

Module:
el (i:' Use 5M5 module installed on external server
sMs center 1p; | 0000
Li]

SMS5 Center Port:

Message Delivery Parameters

Tips: Changes take affect after SM5 module restart

GSM medem

Gatewsy Type: ok
SMS Center: | 8613800755500
Type the SMSC number of the corresponding ISF;
Example: SMSC number of China Mobile{Beijing)
{Shenzhen) is 8613800755500
If you do not know the SMSC number, contact the
COM port; | EOMO s
Baud Rate: | 2800 »

Send Test SM5 Message

Add or edit user.

is 8613800100500 and SMSC number of China Mabile

ISP to which this GSM medem belongs.

Configure the mobile number, select user type Private user, and select

secondary authentication SMS password, as shown in the figure below:

¥+ Add User

Easic Attributes

Fields marked * are required

MName: Sangfor Certificate/U

Drescription:
Password: sees

Confirm: | **es

Mobile Number:

Added To:| fzhy uyang_users

12825522323
"

I:‘ Inherit parent group's attributes
I:l Inherit policy set

I:l Inherit authentication settings

Authentication Settings

v [ i
User Type: ':_) Public user !) Frmats

user

Primary Authentication
Local password

[[] certificate/UsB key

Wirtual 1Py

Expiry Date:

Offline Access:

5B Key: none

| Generate Certificate | | Import Cerificate | | Create USB Key
':!) Automatic '::) Specifiad

@} Never C' Specified
Status: @ Enabled O Disabled

Offline access i= not enabled in policy set

Secondary Authentication

Hardware IDv

5MS password based

End user logs in to the SSL VPN. After passing the primary authentication, user will be asked
to enter the received SMS password, as shown in the figure below:

To log in, you should go through SMS authentication.

—
SMS Password: | -Submit |

If mes=age iz not received for long, click get again

Enter the received SMS password, and click the Submit button. If user fails to receive the
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text message for a long time, he/she can click get again to get a new SMS password.

Using SMS Gateway of ISP to Send SMS Message

If the enterprise network is already deployed with SMS gateway of ISP, such as China Mobile,

China Unicom, no other facility is needed except the Sangfor device. Configure the following:
=  Gateway Type: Select a gateway type that is available to the enterprise network.

=  SMS Center IP: If the message delivery module is installed on an external server, enter the

IP address of the server on which the SMS module is installed.
=  SMS Center Port: Enter the port number being used to listen to SMS service.

=  Message Delivery Parameters: Configure the required fields according to the information

provided by the corresponding ISP.

Using Webservice Based SMS Platform to Send SMS Message

Sangfor device can communicate with Webservice-based SMS platform for sending SMS message
to end users, enhancing the stability. Navigate to SSL. VPN > Authentication > SMS
Authentication page and select HTTP as Gateway Type. Configure the required fields, URL of
webservice-based SMS platform, SOAP version, request mode and URL template.

Message Delivery Parameters

Tips: Changes take effect after SMS module restart

Gateway Type: e b

LRL: x

Encoding: UTF-2 s

SOAD Varsion: @ 50APLL () soAPL.2

~ =
Request Methaod: 5220 & GET

URL Template: Configure URL Template
Send Test SMS Message

Click the link Configure URL Template to enter the Configure URL Template page, as shown

below:
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Configure URL Template x

Web
Interface:

\NIDSL | Sefect 5 wsdl, xml or xsd filz | E’ICWESE.... | éene[ate Templ-ate |
File: d

Reguest Halp
Template:

Response
Template:

Fields can be separated by ||. Variables supported, such as username, phons number or SMS Mo,

i (5134 | | Cancel

Configure the fields on above page and click OK to save the changes.
Using Jasson MAS to Send SMS Message

Sangfor device can use Jasson MAS for sending SMS message so as to enhance stability.

Message Delivary Parameters

Tips: Changes take effect after SMS modules restart

Gatevay Type: 135500 MAS (WebSenics port) iv

URL: | -

Database Server IF: | |*
Port: 12306 *

Database Name: | |=
Database Admin: | |*
Password: | |*

Web Interface: | |=
Login Namea: | |*
Password: | |*

Send Test SMS Message
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Configure the following contents included on above page:

URL: Enter the URL of Jasson MAS.
Database Server IP: Enter the IP address of database server on Jasson MAS.
Port: Enter the database port according to your case. Default value is 3306.

Database Name: Enter the name of database server on Jasson MAS. You need to confirm
with the network administrator that the database name you entered is correct.

Database Admin, Password: Enter the username and password of internal database on MAS.
If you do not know the username or password, contact with the network administrator.

Web Interface: Enter the interface of Jasson MAS used to send SMS message.

Login Name, Password: Specifies username and password to log in Jasson MAS.

Hardware ID Based Authentication

Hardware ID is a unique serial number generated using the extracted features of hardware

components in a computer, according to certain algorithm. The uniqueness of computer

components makes the generated hardware ID unique.

Navigate to SSL. VPN > Authentication to enter the Authentication Options page. Click the
Settings button following Hardware ID and the Hardware ID Based Authentication page

appears, as shown in the figure below:

Policy Options

(‘i} Collect hardware 1D only

'\/l Enable hardware ID based authentication

Hardware ID Collecting and Approval

Masszage on Collecting:

DAuto approve any hardware ID (sdmin need not approve in person

|:|Allowlogir1 on approved endpoint, with any account (for the caze multiple sccounts are used on one public endpoint

The following are the contents included on Hardware ID Based Authentication page:

Collect hardware ID only: If this option is selected, hardware IDs of endpoint computers

will be collected, but hardware ID based authentication will not be enabled.

Enable hardware ID based authentication: If this option is selected, hardware ID of

endpoint computers will be collected and hardware ID based authentication enabled.

Message on Collecting: This will turn out to be a prompt seen by end users when they go

through hardware ID based authentication.
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=  Auto approve any hardware ID: Indicates that any hardware ID submitted by end user will
be approved, and administrator need not approve them manually.

= Allow login on approved endpoint, with any account: Indicates that hardware IDs
submitted by any user from certain endpoint(s) will be approved automatically if
administrator has ever approved the hardware ID of the endpoint(s).

= Save: Click this button to save the settings when configuration is completed.

Dynamic Token Based Authentication

Dynamic token based authentication is an extension of RADIUS authentication, using a RADIUS
server to distribute passcode to connecting user when they go through dynamic token based
authentication. Dynamic token based authentication is a secondary authentication and can add
security to SSL VPN access.

Navigate to SSL. VPN > Authentication to enter the Authentication Options page. Click the
Settings button following Dynamic Token and the following prompt appears:

Dynamic token =server shares the settings of a RADIUS authentication server.
\_‘g/ You need to configure a RADIUS server to make it work.

Do you want te go to RADIUS Server page to configure one?

Yes | Mo

To go to RADIUS Server page to configure RADIUS server, click the Yes button. For procedures
of configuring RADIUS server, please refer to the RADIUS Authentication section in Chapter 4.

Other Authentication Options

This section includes configurations of Priority of LDAP/RADIUS Servers, Password Security
Options related to password and brute-force login prevention, and Anonymous Login related
settings.

Priority of LDAP and RADIUS Servers

If there are more than one LDAP servers or RADIUS servers available for user authentication, it
becomes necessary to consider choosing an LDAP or RADIUS server as the first server from
which the matching account will be searched for when user is connecting to SSL VPN and going
through LDAP/RADIUS authentication.
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Administrator can adjust the order (priority) of the available external LDAP/RADIUS servers on
the Sort External Authentication Servers page.

Navigate to SSL VPN > Authentication to enter the Authentication Options page. Click the
Settings button following Priority of LDAP/RADIUS Servers and the Sort External
Authentication Servers page appears, as shown in the figure below:

--Adjust the order (priority) of external servers used for authenticating users.

& Moveto Top @ uUp @ Down @3 Move to Bottom

Server Name Description
radiusi

radius2

LSRN S R

67.245-ActiveDirectory

Since the order indicates priority, the external authentication server sitting at the top of the list has
the highest priority. User will go through this server first to find the matching account while
connecting to SSL VPN.

If the connecting user is not found on the first external authentication server, the matching process
will not stop. User will then go through the second (or third, or fourth) external authentication
server until the right user account is matched. If no account is matched eventually, user

authentication will fail.

To adjust order of an external authentication server, select the server and click Move to Top,
Move Up, Move Down or Move to Bottom.

When configuration is completed, click the Save button to save the changes.

Password Security Options

Password security options are settings related to login when user submits username and password
to access the SSL VPN, including two parts, Logon Security Options and Brute-force Login
Prevention.

Navigate to SSL. VPN > Authentication to enter the Authentication Options page. Click the
Settings button following Password Security Options and the Password Security Options page

appears, as shown in the figure below:

215



SANGFOR SSL M7.5 User Manual

++ Password Secarity Options

I:l Enable on-screen keyboard (=0 that -

the inputs)

ot reto

Random letter key layout Randem number key layout

Brute-force Login Prevention

[[] 1 cons=cutive logon failures , activate word verification (0 means enabled; if it is below 3, set to 3 for non-Windows
client])

reach

If consecutive logen failures by a user reach & (1-22]), lock the user 800  (30-1800) seconds

If consecutive logon failures on one IP reach | 84 (54-2048], lock IP sddrass for 45 (20-1800) seconds

. Legon failures indicate that the interval between two adjacent logons is less than 45 seconds;

. Logon failures by & user indicate that user fails to log in successively (1-32 times] with & user account;

. Logon failures on an IR indicate that user fails to log in successively (64-2048 times) on an IP address;

. Time interval used for unlocking user/IP ranges from 20 to 1800, O means user vill not be unlocked until admin unlecks it
v hand.

O obow o e

The following are the contents included on the Password Security Options page:

*  Enable on-screen keyboard: On-screen keyboard is a virtual keyboard available on the
login page to the SSL VPN and can prevent input disclosure, adding security to SSL VPN
access. The other two options Random letter key layout and Random number key layout
can have the letter keys and number keys on the virtual keyboard change positions randomly
every time user uses this keyboard.

When user logs in to the SSL VPN and wants to call the on-screen keyboard, he or she needs
only to click the keyboard icon next to the Password field on the login page, as shown in the
figure below:

Access SS5L VPN

Username:
Password: i
I Enter Cancel I Close
il 2 3[4 ) Fra s I B EzckSpace
LI - 8 Y 5 = o B s Il [ Enter
1 0 (RS Rl e 1 0 I ] e (s o 6 W 1 [ Czps Lock
Cther Login Methods: bl 0o | p | 4| v |m] P ]| " | towsrcss
= — = (P o0l I el e O el s 1 T [ 0 I =
5l Use Certificate| | gy Use USB Ke P | N e e e

*  Brute-force Login Prevention: This security feature enables the system to take actions to
stop brute-force login attempt. If user fails to log in many times, the login IP address or the
user account would be locked up or word verification be enabled for a period of time. The

prompt given is as shown below:
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Access SSL VPN

Username:

FPaszword:

w You are trying brute-force login.,
The user account is locked!

*  Word Verification: It is also a feature that adds security to SSL VPN access. If this option
“If consecutive logon failures reach N, activate word verification” is selected, 0 means
word verification will be enabled forcibly; for non-Windows client-side, if the input value is
less than 3, it will still be taken as 3. Once word verification is activated, end user will be
required to enter the word he or she sees on the picture when visiting the login page and
logging in to the SSL VPN, as shown below:

Access 551 VPN

Username:
Faszword: B
Werification: i _B ,2 QP

Anonymous Login

Anonymous login is a kind of login method that does not require connecting user to enter
username and password, user accessing SSL VPN anonymously under the anonymous login user
account and being able to access the resources that are associated with Anonymous group.

Navigate to SSL VPN > Authentication to enter the Authentication Options page. Click the
Configure button following Anonymous Login and the Anonymous Login Options page
appears, as shown in the figure below:

¥+ Authantication Options > Anonymous Login Options

Anonymous Login Options

@ Enabled

I:l.ﬁ.” users aceess 35L VPN anonymously (vithout submitting any cradentisl
| Edit Ancnymous Group ! | Assigned Roles |
':::I Disablad
: Save | . Cancel I
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The following are the contents included on the Anonymous Login Options page:

Enabled, Disabled: If Disabled is selected, no user could log in to the SSL VPN
anonymously. If Enabled is selected, anonymous login is enabled, and end users can access
the SSL VPN anonymously, simply by clicking the Anonymous button on the login page, as

shown below:

Access 551 VPN

Username:

Password:

All users access SSL VPN anonymously: If this option is selected, all users can access SSL
VPN anonymously (enter the Resource page, or the redirected-to page if this feature is
enabled in the associated policy set), without submitting any credential through login page.

Edit Anonymous Group: Click this button to configure the attributes of Anonymous group.
For detailed guide, please refer to the Adding/Editing Resource Group section in Chapter 4.
The attributes of Anonymous group are as shown in the figure below:

b& Edit User Group

Basic Attributes Fields marked * are required

Mame: Anﬂnym{}us group |
Dascription: .ErystEm- protected, unable to be deleted
Added To: 53
Max Concurrent Users:_c' | (@ irdicates no {imit)

Status: ® Ensbled Disabled

Inherit parent group's attributes
Inherit authentication settings
I:‘ Inherit policy set

I:‘ Inherit assigned roles

Authentication Settings

User Typa: @ Public group Private group
Primary Authentication Sacondary Authentication
/| Local password Hardware ID
CertificatefUSB key SMS password based
External LOAB/RADIUS 4 Bynamic token ™

Assigned Roles: Click this button to select and assign roles to the anonymous users. For
detailed guide, please refer to the Adding Role section in Chapter 4.

Save: Click it to save the settings. To apply changes, click the Apply button on the next page.
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Policy Sets

A policy set is a collection of policies controlling end user’s access to SSL VPN, rights at client
end, and access rights on Security Desktop, including settings of Client, Account Options,
Remote Application and Cloud Storage.

Navigate to SSL VPN > Policy Sets to enter the Policy Sets page, as shown below:

++ Policy Sets

&) Add: = g Delete |; Edit .? Select = Plug-in/Process Group Sesrch by Mame = | Saarch R
|:| Name = Description Applied to User/Group

|:| L zhuycng_policy zhuyong,zhu,yong.zhuyong_users

[ F ez hyq.hyq 421345261 202013265, De...
El E Default policy seat Systemn protected,unable to be del... 1,/.Anonymous group

On the page displayed above, Name indicates the name of a policy set, Description indicates the
descriptive information of a policy set and Applied to User/Group indicates the users/groups to
which the corresponding policy set applies.

The following are some optional operations on the Policy Set Management page:
=  To create a new policy set, click Add > Policy set.

=  To create a policy set based on an existing policy set, select a policy set as template and click
Add > By using template.

= To delete one or more policy sets, select the policy sets and then click Delete.
= To edit a policy set, select the policy set and then click Edit.

= To select policy sets on all pages, click Select > All pages.

=  To select policy sets on the current page, click Select > Current pages.

= To deselect entries, click Select > Deselect.

= To search for a specific policy set, select Search by Name, Search by Description or
Search by User/Group, enter the keyword and click the magnifier icon next to the textbox.
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Adding Policy Set

2.

3.

Navigate to SSL VPN > Policy Sets and click Add > Policy set to enter the Add Policy Set
page, as shown below:

¥» Add Policy Set

Basic Attributes Fields marked * are required
Name: *
Description:
Policy Options
Client Options Account Options Remote Application Cloud Storage

Privacy Protection

Delate the following contents on user's axit:

I:‘ Temporary Internet files I:‘ Cockias D Browsing history I:l Form data

Bandwidth/Sessions Restrictions

I:‘ Enable TCP app sessions limit Sessions:

[] enable bandwidth limit Outbound: | KBps, Inbound: KEps [0 indicates no limit. Minimum is

Preferred to enable byte cache

Permit PPTE/L2TP incoming connaction

I:‘ Enable Dedicated S3L VPN Tunnel {(afteriogin, user cannot access other resources axcept those accessible over S5L VBN

. " 5
Each user may own multiple hardware IDs, maximum: <

Specify the name and descriptive information for the policy set.
Configure the following client-related options on the Client tab:

= Privacy Protection: Specifies the contents to be automatically deleted at user’s logout
to protect user’s privacy. Select Temporary Internet files, Cookies, Browsing history
and/or Form data.

=  Temporary Internet files: Indicates the copies of webpages, images and media
that are saved for faster viewing.

®=  Cookies: Indicates the files stored on users’ computer by websites to save
preferences.

=  Browsing history: Indicates the links to the pages that users have visited.
=  Form data: Indicates the saved information that users have typed into forms.

=  Bandwidth/Sessions Restrictions: Specify limits on TCP app sessions and bandwidth
for client, and select whether to preferentially enable byte cache.

=  Enable TCP app sessions limit: Check it to enable limit on TCP app sessions at
client and then specify the maximum number of TCP application sessions allowed.
The value range is 1 to 500. Unchecking it means no limit on TCP app sessions.

=  Enable bandwidth limit: Check it to enable limit on bandwidth for using Web
applications, TCP applications and L3VPN at client and then specify maximum
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outbound and inbound bandwidth (KBps) allowed at client. The minimum value for
this field is 32 KBps and 0 means no limit. This function avoids the situation that
some users preempt most of the HQ bandwidth with insufficient bandwidth left for
others. Unchecking it means no limit on bandwidth used at client end.

®=  Preferred to enable byte cache: Check it to have the corresponding user
preferentially enjoy the speedup of file access or downloading when the number of
concurrent users reaches the maximum. Unchecking it means the corresponding

user has no privileges to preferentially enjoy optimization.

<
To make the Preferred to enable byte cache option available here, select the

Enable Byte Cache option (in System > SSL VPN Options > Network
Optimization > Data Transfer > Byte Cache Options. Please refer to the

Network Optimization Related Settings section in Chapter 3).

=  Permit PPTP/L2TP incoming connection: Select whether to allow mobile users to log
in through PPTP/L2TP.

=  Enable Dedicated SSL VPN Tunnel: If this option is checked, users can only access
the internal resources over SSL. VPN. Unchecking it means users can access internal
resources as well as the Internet after connecting to the SSL VPN. This feature is only

applicable to the Windows or Android based client end.

= Each user may own multiple hardware IDs, maximum: Specify the maximum of

hardware IDs that each use account can bind to. The value range is 1 to 100.

After configuring policy set completes, you need to associate it with user or user group when

adding or editing user/group; otherwise, it will not work .

4. Click Account Options tab to enter the Account Options page and specify the

account-related options, as shown below:
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Policy Options

Client Options Acoount Options Remote Application Cloud Storage

Account Options

!EI Log access events

Enable system tray

|:| On user's logon, redirect to resource

User can only log in during the schedula | All week ~

Account becomes invalid if user has not logged in for |0 days (0 indicates

Connection Timeout

Access Using PC

Disconnect user if inactivity period reaches ° F-43200 minutes {it becomes invalid if locsl BNS s enzblac

#Access Using Mobile Device:

Disconnect user if inactivity pericd reaches 24 1-287 600 hours (it becomes alid-if local DNS is enablad

Allow Private User to Modify Account

!Z| Password Dascription El Mobile Number

The following are the contents included on the Account Options tab:

Account Options: Configure whether to log users’ access, enable system tray and

specify redirected-to resource, and specify valid period only during which user is

allowed to login, maximum number of days required for a user account to be disabled

due to not being used, and user idle timeout after login.

Log access events: Check it to log all the user’s access events over SSL VPN.

Enable system tray: Check it to enable system tray for the user associated with
this policy set (please refer to the Configuring Client Related Options section in
Chapter 3).

¢

The Enable system tray option under System > SSL. VPN Options > General >

Client Options is a global option for all users. If it is checked, the Enable system
tray option here is selected by default.

On user’s logon, redirect to resource: Specify the resource to which the page will
be redirected after user logs in to SSL VPN. Select this option and click the textbox
to enter the Resources page, as shown below, and then select the resource (the
resources available here are predefined in SSL VPN > Resources. Please refer to

the Resource section in Chapter 4).
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Ve | £l I Search 2|
Resource Marme Description

@ bbs-grnx b
& o3

é! FileShare

& fip

‘& ftpls

@ shared3

@ test sso_res

2 host 173456

.@ fileshare

(&) fdsa sadsd

[ 0 0 e 8 )

@j dsadsa dsad w

Page 1otz b bl &Y Show 25 jpage

oK || Caneel

= User can only log in during the schedule: Specify the period of time only during
which the user is allowed to access SSL VPN. Select a schedule from the
drop-down list (the schedules available here are predefined in System > Schedule;
please refer to the Schedules section in Chapter 3).

®=  Account becomes invalid if user has not logged in for N days: Specify the
number of days required for a user account to be disabled due to not being used.

Connection Timeout: Specifies the period of time to disconnect user due to inactivity
for two logout scenarios.

Allow Private User to Modify Account: Select Password, Description and/or Mobile
Number if you allow private user to modify the password, description and mobile
phone number.

Allow Brivate User to Modify Account
FPassword !El Description Mobile Mumbear

If a private user is allowed to modify the password, description and mobile number, the
user can click Settings (at upper right of the page) to modify its password, description
and mobile number after logging in to SSL VPN.

To allow a user to modify mobile number, enable SMS authentication for the user while

adding or editing the user.
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5.

Click Remote Application tab to enter the Remote Application page and configure the
related options.

Client Opticns Acoount Options Remate Aprifeaticn Cloud Stor
Client Opticns Account Options Remaote Application Cloud Storage

Logon to Remote Server
User Account: | Create Windows account as per S50 VPN account v

Type: (@) User privilege (") Admin privilege

Deletion: l:l On removing user from local device, remove account and related data from remote server

Allow Use of Local Devices/Resources in Session

I:‘ Drivas Clipboard Printar D Virtual Printar

Permitted Direction of Data Flow

Duplicate data on client to remote app l:l Duplicate data on remote app to client Write data into disk on client

Permitted Virtual Printer Software

Sangfor PDF Reader Foxit PDF Reader Adobe PDF Reader

zult, since: it supports most of remote applications. Adobe is used to print only when printing with Foxit fails

Application Access Privileges
Grantad to: '\r.\' All subnats
-:' Specified subnet/domain

Advanced Privilege: | Seftings

The following are the contents included on the Remote Application tab:

= Logon to Remote Server: Specifies what user account and privilege type is used by
user to log into remote server.

= User Account: Specifies what account can be used by mobile user to log in to
remote server, as shown below:

Logon to Remote Server

User Bcoount: i}:reste Windows account as per S5L VPN account I+
Use sarver's own account s
Use 55L VPN account

Type: 1 e e R e S (Wi

Create Windows account as per S5L VPN account

[ |

=  Type: It appears when Create Windows account as per SSL VPN account is
selected as User Account. It indicates the type of the created Windows account.

=  Deletion: If this option is selected, related account and data created on remote
server will be removed together when user is removed from local device.

= Allow Use of Local Devices/Resources in Session: Select the device and/or resource
you wan to use in session, as shown below:

Allow Use of Local Devices/Resources in Session

E Drives Clipboard Brimtar D wWirtual Printer

=  Drives: If it is selected, VPN users can save file onto local drives when accessing
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remote application resource.

=  Clipboard: Select it to enable user to duplicate data from client end to remote
server .

=  Printer: If this option is selected, user can use the printer at client end to print the

document in remote application after printer driver is installed on remote server.

®  Virtual Printer: If it is selected, user can choose Sangfor virtual printer at remote
server side to print file without need to install driver of local printer on remote
server.

®=  Permitted Direction of Data Flow: It is available only when Clipboard option is
selected.

Permitted Direction of Data Flow

Duplicate data on client to remote app D Duplicate data on remote app to client Write data into disk on client

®=  Permitted Virtual Printer Software: It is configurable only when Virtual Printer
option is selected. There are three types of virtual printer software, Sangfor PDF Reader,
Foxit PDF Reader and Adobe PDF Reader. Sangfor PDF Reader is selected by default,
which provides a better printing effect and supports more file types. If Sangfor PDF
reader does not work, use Foxit or Adobe PDF reader instead. If you want to use Adobe
PDF reader, it is recommended to use Adobe 9.4.

Permitted Virtual Printer Software

@' Sanagfor POF Reader 'Z:'} Foxit POF Reader ":_:Z' Adobe POF Reader

""" used by defsult, since it supports most of remote applications. Adobe is used to print onl

| Papes Option |
= Paper Options: Click it to configure paper-related options, as shown below:

Paper Option b4

&) Add (@ Delete [ Edit

|:| Name

Ok |  cancel

Click Add to enter the Add Paper page, specify the paper size and margin and click

OK to save the changes, as shown below:
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Add Paper - 4
MName:

Paper Size{cm):

width: 000 Height: 799
Margin{cm]: - -
Left: 900 | pam. 000
Right; 000 Bottom: 0.00

8]

| Cangsl |

Application Access Privileges: Specifies accessible subnet/domain for specific user, so
as to achieve control over privilege of access to remote applications.

Application Access Privilegas —
Granted to: ':::' All subnets.

@ Specified subnet."dumaini Settings

Advanced Privilege:l Settings

All subnets: Indicates user can access all subnets.

Specified subnet/domain: Specifies accessible subnet/domain for user. Click

Setting to enter the Permitted IP Addresses page, click Add to add a entry, as
shown in the figure below:

Permitted IP Addresses 4
€3 Add (@) Delete [ Edit

D IPF or Domain

Add IP Addresses ;i

(@) 1P | |- |

C‘ Domain

! oK | | Cancel

O | Cancel

Advanced Privilege: Click to configure application-related advance options, as
shown below:
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Advanced Options b4

Deselect the item if you allow application to do so in remete session. For example:

to allow remaote application to call registry, deselect Disable Registry option;
to delivery Windows resource manager, deselect Disable Resource Manager.

D T

Itemn

Disable Ragistry

]

Disable Task Manager
Disable Resource Manager

Disable Control Panel

Disable cmnd.exe
Hide disk on remote server

Disable Run command and not show list of sub-directories while typing file name

SHGHSHCHOHRHGE

e B R s TS e A B T e AP e

ok |  cancal |

6. Click Cloud Storage to enter the Cloud Storage tab, and specify related options, as shown

in the below figure:
Client Cptions Account Options Remote Application Cloud Storage

Storage Directory

|:| Private Directory: ¥

|:| Public Diractory: ¥

EzsyFila Cloud Storage

Cloud Server Group: Default group ¥

It specifies the storage privilege on remote server for users and server group used for
EasyFile cloud storage.

=  Storage Directory: Specifies the storage directory on remote server. Options are

Private Directory and Public Directory. Click i following Private Directory or

Public Directory to select desired directory. If no remote storage server is configured,
you need to add storage server on SSL. VPN > Remote Servers > Storage Server
page(for details, refer to Adding Remote Storage Server in Chapter 4).

If Private Directory is selected, click i following it to enter the following page:
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I

Private Directories

Systemn creates folders for each user in the selected directory. Users have the right to write
or read their own folders. Upload and Download mean that upload and download operations
can be performed on the directory based on Web sharing. <My document= and <Desktop=
folders will be redirected to private directory.

Fath Mame Upload Diownload

Bl Y4200.200.72.140\private 200.200.72.140

{ oK || cancel |

If Public Directory is selected, click i following it, and you will see the figure, as

shown below:

Public Directories X

Modify means user can adit thea file folder, such as Craate, Delate, Rename files in it. Upload and Downl
mean file transmissicn between dient and remote server is allowed. Users associated with this policy set
share the public directory, with even privilege. A maximum of 10 public directories are allowsad.

Path Server Mame Modify  Upload DCownload

0 W200,200.75.64\public 200.200.75.64_storage

| oK || cancal |

EasyFile Cloud Storage: Specifies the remote server group on which corresponding
application will be invoked to open the file when the file on cloud is opened on mobile

device, such as mobile phone, tablet.
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Server Group X

Search A sl | ]

[ Default group

oK || cancal, |

7. Click EMM tab to enter the EMM tab. Enterprise mobility management(EMM) is to manage
mobile devices that are connected to SSL VPN.

.Client Il Account Cplions Remaote Application Il Cloud Stnrage' _- EMM |

MEM Policy
Android MDM Pelicy: | Default policy for Andr ayice T
i0S MDM Policy: Detauit IS device s

The following are contained on EMM tab:

=  Allow mobile device to register: Determines whether mobile device is allowed to

register.
=  Android MDM Policy: Specifies MDM policy for Android devices.
= iOS MDM Policy: Specifies MDM policy for iOS devices.

8. Click Save to save the settings or Cancel not to save the settings. To have settings take effect,

click the Apply button at upper right of the next page.
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Remote Servers

Remote server falls into application server and storage servers. Remote application servers are
servers providing remote applications to SSL VPN users. After connecting to SSL VPN, users can
use the remote applications even though they have not installed the corresponding application
programs on their local computers. Remote storage servers are servers where the data or files can
be saved in the remote application session. Before adding remote server, you need to install
“Terminal Services” and “RemoteAppAgent” on remote server, and make sure these programs can
work properly.

Navigate to SSL VPN > Remote Servers to enter the App Server page, as shown below:

ToRefresh  (HAdd ~ @) Delste [ZiEdit A Select » [@Move = Search by Name | Search ¥
Search o |:| Name = Type Description Address Port Status Enabled
= Al |:| | | Default group  Server Group  System pro... o
Bkt Srone D |: 200.200.74.... Server 200.200.74.... 7170 Offline W
[0 [ 200.200.74.71 Server 200.200.74.71 7170 Offline 4
[ [ 2z00.200.75.64 Server 200.200.75.64 7170 Offline 4

The following are the contents included on the App Server page:

= Name: Displays the name of a remote server.

= Address: Displays the IP address of a remote server.

=  Port: Displays the communication port of a remote server.

=  Description: Displays the descriptive information of a remote server.

= Type: Displays the type of a app server, Server or Server Group.

Status: Displays the status of a app server, Online or Offline.

=  Enabled: Displays whether the app server is enabled or not.

The following are some optional operations on the App Server page:

®=  To add a app server, click Add > App Server or Add > Storage Server.

To delete one or more app servers, select the remote servers and then click Delete.

To edit a app server, select the remote server entry and then click Edit.

To select app servers on all pages, click Select > Server >All pages.

To select app servers on the current page, click Select > Server > Current pages.

To cancel the selection, click Select > Deselect.

®=  To move the selected app server to a specified server group, click Move to enter the Select
Server Group page, as shown below:
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Select Server Group b

| Search R E

E :] Default group

Mowve To:

i Ok || cancel l

To add multiple programs for one or more app servers, select the app servers and click Add
Multiple Programs, and a dialog will appear, displaying the application programs available
on existing remote servers. Please note that only the online app server can be associated with
multiple programs.

To allow delivered applications to invoke third-party programs, click Program White List
and then specify third-party programs according to the specific case.

Program White List »

Seme applications need to invoke third-party program; in which case

permission to use third-party pregram should be granted, cor else application
pregram running may encounter unaxpectad errors. If you know what third-
party program needs to be invoked, you could add the program name or
internal name(2] into the while list. One entry per row. Example:

notepad+ +.exe

Note; The programs and processes in the directory of the application is
permitted by default and thus need not be added.

@ Allow deliverad application to use any third-party pregram

C' Allow delivered application to use third-party programs below

|  Finish | | Cancel |
If Allow delivered application to user third-party programs below is selected, specify the
allowed third-party programs in the textbox.

To configure global settings for remote application servers, click Server Options.
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App Server Dptions b

Session Persistence:

Session Multiplexing:

Load Balancing:

;1 5 [ minute(s)

In tase connection is dropped, the session will still be held for =
period of time. Howswver, this feature is not applicable to public users

and users that are net accessing the app server over S5L VEN.

Allow session multiplexing

The applications on a remote server will be delivered in one remote
session. This feature is applicable to Android and i2S devices anly.

O\.'Era.ll peu'f':xmsn L‘EIBEE-ECI v

For applications that require balanced system performance.

; Update lcon |

Ok | | Cancel |

®  To download RemoteApp Agent and save it to local PC, click Download RemoteApp

Agent.

=  To update one or more app servers, select the app servers and then click Update.

= To view the status information of remote servers, click Status to enter Status > SSL VPN >

Remote Application page.

=  To search for a specific app server, select Search by Name, Search by Description, Search

by IP or Search by Program, enter the corresponding keyword and then click the magnifier

icon next to the textbox.

Adding Remote Application Server

1. Navigate to SSL VPN > Remote Servers to enter the App Server page.

2. Click Add > Server to enter the App Server page, as shown below:
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App Sarver Et-:'rage Sarver

Basic Attributes Fialds marked * are requirad

Server Name: &

Ctescripticn:

Server Address: o
Server Port: 7170 *
Admin Account: [ *
FPassword: , Test Connectivity | *
Added To: | Default group »

Max Concurrent Sessions: |0 0 means na limit]
Status: (i:' Enabled '::' Cisabled

Remote Application Programs

"o Selett from Server () Add Manuslly &) Delete o] Edit | (A Select » | [ Associated Resources

F_—l Application Program = Path

3. Configure Basic Attributes of the application server. The following are the basic attributes:

=  Server Name, Description: Enter a name and description for the remote application
server.

= Server Address: Enter the IP address of the remote application server that the Sangfor
device will connect to.

=  Server Port: Specify the communication port of the remote server, through which the
Sangfor device will connect to. It is 7170 by default.

=  Admin Account: Enter the administrator name for logging into the remote application
server.

=  Password: Enter the administrator password for logging into the remote application
server.

®=  Added To: Specifies a server group to which this app server is added.

=  Max Concurrent Sessions: Specify the maximum number of concurrent connections to

the remote application server.
= Status: Select whether to enable the current app server.
4. Select and add the application programs under Remote Application Programs.

= To select application programs already available on the server, click Select from Server
to open the following page, as shown below:

233



SANGFOR SSL M7.5 User Manual

Select from Server {

[(f Select + If the desired program is not listed below, close the window and click "Add Manually”.

D Application Program Path Valid?
El ﬁ Cluster Administrator CHOWINDOWS\Clustericluadmin.exe Yes
D 29 Windows(R) NetMeeting(R) Ci%Program Files\NetMeeting'conf.exe Yes
D 3@4 Microsoft Windows Phone ... Ci\WINDOWS\dialer.exe Yes
D é System Configuration Utility  C:\WINDOWS\PCHEALTHYHELPCTR\Binariesimsconfig.... Yes
El .‘;_1 Outlock Express C:i\Program Files\Outlook Express\msimn.exe Yes
D @ System Information C:\Program Files\Common Files\Microsoft Shared\MSI... Yes
D :ﬂ! Notepad++ : a free {GNU) ... C:\Program Files\Notepad++\notepad++.exe Yes
El ik Address Boole C:\Program Files\Outlock Expressivab.exe Yes
148 _f;:J Microsoft (R) Address Book... Ci\Program Files\Cutlock Expressiywabmig.exe Yes
D a WinRAR C:i\Program Files\WinRAR\WinRAR .exe Yes
Page Tlefi I g Shnwi _zﬁgfpage i-10of 1
| Submit | Cancel

= [fthe desired program is not available on the server, click Add Manually under Remote
Application Programs to open the following dialog and then type the full path of the
program, as shown below:

Add Application Manually *

Type in full path of the program . One entry per row, maximum 10 programs allowed.
ECZ'&F’FDQF&I‘H Files (x36WVindows NT‘.Accessnries‘.wnrdpad.exel -

%aProgramFilez%:\Microsoft\Office\\Word.exe

! Submit || Cancel |
Click Submit to add the program, as shown below:
Remote Application P
T3 selec from Server () Add Manually @ Delete [J]Edit  [GF Select =
D Application Program = Path valid?

v+ B @ Microsoft Office Excel C:%Pragram Files (x86)\Microsoft Office\OFFICEL1\E... Yes

z D |2] Microseft Office PowerPoint C:\Program Files (x86) \Microsoft Office\OFFICEL1\P... Yes

= D [ﬂ Microsoft Office Word C:%\Program Files (x86)\Microsoft Office\OFFICEL1... Yes

A
4 D P indows Wordpad Am‘] C:\Program Files (x86)\Windows NT\Accessorieswor... Yas
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To delete the programs, select the program(s) and click Delete.
To edit a program, select the program and click Edit.
To select the programs on the current page, click Select > Current pages.
To select the programs on all pages, click Select > All pages.
To cancel the selection, click Select > Deselect.
To associate selected application program with existing resource quickly, click the
Associated Resources and a dialog appears, which shows all the resources owing name with
that application program.
5. Click Save and then Apply to save and apply the settings.

If you want to add server group, click Add > Server Group to enter the Add Server Group page,

as shown below:

Add Server Group b4

MName: | |4=

Description:

Enable this group

Ok [ | Cancel |

Enter the name and description for the server group and click OK to save the changes.

For how to deliver remote application, refer to Adding Remote Application in Chapter 7.

Adding Remote Storage Server

Remote storage server is used to save file modified in remote application. Private directory and

public directory can be created on it.

1. Navigate to SSL VPN > Remote Servers > Storage Server page to enter the following
page:

App Server Storage Server

“Refiesh  EJAdd @ Delste [LjEdit [P Select v | SpStets | » Search by Name * | Search »
D Name = Diescription Address Port Status Enabled
O g% 200.200.75.64_st... 200.200.75.64 7170 Offline o

The contents included on above page are similar with those on App Server page. For related

description, refer to Remote Servers section in this chapter.
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2. Click Add to add a storage server, as shown below:

App Server Storage Sarver

Basic Attributes Fields marked * are reguired

Note: File systerm of storage server must ba NTFS. ‘

Server Mame: |

Crascription:
Server Address: ¥
Server Port: | 7170 *

Admin Account: »

Password: I Test Connedivity | *
Status: ':i:l Enablad l::J Disabled
Directories

& Add + G Delete

D Name Path Type

3. Configure Basic Attributes of the storage server. The following are the basic attributes:

Server Name, Description: Enter a name and description for the remote storage server.

Server Address: Enter the IP address of the remote storage server that the Sangfor

device will connect to.

Server Port: Specify the communication port of the remote storage server, through
which the Sangfor device will connect to. Default port is 7170.

Admin Account: Enter the administrator name for logging into the remote storage

server.
Password: Enter the administrator password for logging into the remote storage server.

Status: Select whether to enable the current remote storage server.

4. Under Directories, specify directory as private and/or public directory on the remote storage

SETver.
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Edit Remote Storage Server

Server Address: j1ﬂ.111.111.ﬁ =
Server Port: .?‘1?0 ] F
Admin Account: | sangfor %
Password: RALIiL | Test Connectivity. |+
Status: (%) Enabled (O Disabled

Directories

[Sasa =] @ eete

: Private dirsctory Path Type

| Fublic directory Cih\Persenal Private direct...
[] Public CihPublic Public directory

Private Directory: Each user owning private directory can see the private directory when he/
she logs in to SSL VPN. This user has full privilege of this directory, he/she can create
sub-directory, add, or delete file/file folder.

Public Directory: All users can see public directory associated with them. They can read file
under this directory. The administrator has administrative privilege to determine whether user
can write the file under this directory. If user has the right to write the file, he/she can save
the modified file to the public directory.

To specify private directory or public directory, click Add > Private directory or Public
directory to enter the Private Directories page or the Public Directories page, and then
select a directory as the private or public directory.

When an end user accesses to the remote application, a personal folder will be automatically
created in the specified directory which is configured in the associated policy set, as shown in
the figure below.

3 Add Policy Set

Basic Attributes

Name: i

Description:

Policy Options

| “ClisntOptions || “Sccount Options || Remote Application Cloud Storage: |

Storage Directory Private Directories X

Private Diractery: I I"System creates folders for each user in the salected directory. Users have the right to v

D B Bt or read their own folders. Upload and Dovmload mean that upload and download cpera
AT £ 4 can be parformed on tha directory based on Web sharing. and folders will be redirectec

private directory.
EasyFila Cloud Storage Path Server Name Upload Download

e S e [ vi200.200.75.64\private 200.200.75.6... 0 [

The difference between private directory and public directory is that each folder in private
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directory can only be read and written by one user (the owner); while the folders in public
directory can be read by all connecting users (if Write, Upload or Download are not
selected).

%
The directory configured here can be configured as a shared folder on remote server. You can

configure folder permission on remote server, as shown below:

Advanced Sharing ﬁ

[#] share this folder

Settings

Share name:

lPrivate -

Limit the number of simultaneous users to: o =]

Comments:

[ Permissions ” Caching I

I Ok H Cancel J Apphy
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-

_—
| Permissions for Private o ﬁ

Share Pemissions

GI’OLID Or User names.

%Evewone
[ Add H Remove ]
Permissions for Everyone Alow Derny
Full Corttrol [l
Change [
Read ]

Leam about access control and pemmissions

o [l wﬂ

e E 3 e

5. Click Save and then Apply to save and apply the settings.

For how to apply remote storage server, refer to Cloud Storage section when Adding/Editing

Policy set in Chapter 4.
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EMM

Enterprise mobility management (EMM) enables users to deal with businesses on the go to with a
smart device, and enables enterprise to manage the authorized use of smart devices.

MDM Policy

Navigate to SSL VPN > EMM > MDM Policy to enter MDM Policy page, as shown below. In
MDM Policy, you can specify MDM policy for Android devices and iOS devices.

| @add - @ Delete [ZEdit | GFSelect » Search by Name | Search £
O policy Name « 0s Desc..  Policy Set
] Default policy for Android device Android Syst.. Default policy set
[ §F) befault policy for I0S device 105 Syst..  Default policy set

To add MDM policy for Android devices and iOS devices, click Add and select the corresponding

option.

++ MDM Policy

|3 Add = @ Delete [ Edit | 52 Se

il  Add Android MOM Palicy

il Add i0s MDM Palicy

E i "=l - T T - Cam

Adding Android MDM Policy

In SSL VPN > EMM > MDM Policy, click Add and select Add Android MDM Policy, to
configure the Restrictions, Password strength requirements and Inactivity Solutions for the

connecting Android devices, as shown below:
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Basics Fialds markad * are requirad

MName: |
Descriphon:

Added To Folicy Set:

&7

Policy Options

Restrctons | Password || inacts ity Sokrban

|71 Do something to rocted device
App Program Options

[l app Prograrm Whitelist/Blacklist j ndd i Dekte [ Ean

Ko. | App Mame

The following are the contents included in the Android MDM policy:
®=  Name: Specifies name of the Android MDM policy.
=  Description: Specifies description for the policy.

=  Added to Policy Set: Specifies the policy set to which the Android MDM policy will be
added.

=  Restrictions: Specifies restrictions for mobile devices.
The following contents are included on Restrictions tab:
= Do something to rooted device: If mobile device is rooted, you can choose to lock it or
erase application data.

= App Program Whitelist/Blacklist: A blacklisted app program cannot be accessed by
end users through smart phones, while whitelisted app program can be accessed.

®=  Not allow use of blacklisted apps: This makes alert message be sent to the network
administrator. If Blacklist is selected above, application programs in the list are
blacklisted;If Whitelist is selected above, application programs outside the list are
blacklisted.

= Password: Specifies password strength requirements for mobile devices, as shown below:
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Festrictions Password Imactivity Solution

| Enable password strength reguirementsinot s

® Simple password

| Complex password{contains digits an

T 67

w

Enable login attempts restriction

If attempts reach 4 4-107 , erase all application data

The following contents are included on Password tab:

=  Enable password strength requirements: Enable password strength requirements for
mobile endpoints.

= Simple password: Indicates that there is no requirements for password strength.

= Complex password: Specifies complex password. You can specify password length,
enable auto screen lock, require password change and specify password expiry date.

=  Enable login attempts restriction: If number of login attempts reaches the threshold,
application data will be erased.

Inactivity Solution: Specifies the actions if system loses contact with the mobile device for
specific days.

| Restrictions || Passwerd || Inactivity Solution

#| Lost contact for |3 | (1-365) days, notify netwerk admin

¥ Lost contact for |3 (1-365) days, take the fellowing action

® Lock device

Erase application data
The following are contents on Inactivity Solution tab:
®=  Lost contact for N days, notify network admin: Specifies threshold. If system loses
contact with mobile device for specific days, notify network administrator.
®=  Lost contact for N days, take the following action: Specifies threshold and action to

the mobile device. You may lock the mobile device or erase application data if it loses
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contact with system for specific days.

Adding iOS MDM Policy

In SSL VPN > EMM > MDM Policy, click Add and select Add iOS MDM Policy, to configure
the Restrictions, Password strength requirements and Inactivity Solutions for the connecting
i0S devices.

Add 10S MDM Policy

Basics

Name: o

Dieccription:

Added To Policy Set:

Policy Options

Restrictons | Password Inacivity Solution Ié

[7] D2 something ta jailbroken i05 device

[7] Mot allow use of iCloud
App Program Options

! AppStore App Not Allowed i Add & Delete |_| Edit

AHiry |:| No.  App Name
| App Program Whitelist/Blacklist i

The following are contents included in iOS MDM policy:
®=  Name: Specifies name of the iOS MDM policy
=  Description: Specifies description of the iOS MDM policy
= Added To Policy Set: Specifies policy set that the iOS MDM policy will be added to.
= Restrictions: Specifies restrictions for mobile devices.
The following contents are included on Restrictions tab:
®= Do something to jailbroken iOS device: When mobile iOS devices are jailbroken, you
can choose to Lock device or Erase application data.
= Not allow use of iCloud: Once enabled, mobile i10OS devices cannot use iCloud.
= App Program Options: There are two options: AppStore App Not Allowed and App
Program Whitelist/Blacklist. If Blacklist is selected, application programs in the list
are blacklisted;If Whitelist is selected, application programs outside the list are
blacklisted. Use of blacklisted application program will trigger alarm.

= Password: Specifies password strength requirements for mobile iOS endpoints, as shown
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Restrictions Pazsword Inactivity Soluticn

[ Enable password strength requirements

The following contents are included on Password tab:

=  Enable password strength requirements: Enable password strength requirements for
mobile endpoints.

= Simple password: Indicates that there is no requirements for password strength.

= Complex password: Specifies complex password. You can specify password length,
enable auto screen lock, require password change and specify password expiry date.

=  Enable login attempts restriction: If number of login attempts reaches the threshold,
application data will be erased.

Inactivity Solution: Specifies the actions if system loses contact with the mobile device for
specific days.

Restrictions Password Inactivity Solution

[P st cortac for 5| davs, notify network admin

[ s cotnait foe | 3 - | davys, take the following action

The following are contents on Inactivity Solution tab:

=  Lost contact for N days, notify network admin: Specifies threshold. If system loses
contact with mobile device for specific days, notify network administrator.

= Lost contact for N days, take the following action: Specifies threshold and action to
the mobile device. You may lock the mobile device or erase application data if it loses

contact with system for specific days.
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Mobile Devices

Mobile Devices: Displays relations among SSL VPN users, user groups and applications.

Navigate to SSL VPN > EMM > Mobile Devices to enter Mobile Devices page, as shown
below:

et select= | | _ Dawerisg (5 1ag Datvary History o Doeraton = B ek = i Sattings Unfald All Show abnormal devices onty| Saarch By Nams = Szarzh B

B [ | E O Device Name Assoaated Users Model Operating sys.  Added Since « Status

On the Mobile Devices page, user (group) list is on the left panel, while Model, Operating
System, Added Since, and Status are on the right panel. To show subgroups and users under
current suer group, click Unfold All. To show abnormal mobile devices, select Show abnormal
devices only.

You can enter search term of the target user in the search bar on the right corner. Click magnifier
icon to search. Then user groups that have been searched will be highlighted in the user(group)
list.

| Search By Mame = | Search o

@ Search By Name
Search By Model
Search By Username
Search By 0S5

Search By IMEL/UDID

To search specific entries, you may search by device name, model, associated user, OS,
IMEL/UDID.

The following are contents on right panel:

=  Device Name: Shows name of mobile devices.

= Associated Users: Shows users associated with mobile devices.

=  Model: Shows model of mobile devices.

=  Operating System: Shows OS of mobile devices.

®=  Added Since: Shows time when mobile device is registered.

= Status: Shows status of devices, normal, erased, lost or it loses contact.

To deliver message to specific mobile device, select Device Name and click Deliver Msg. Then,

the following Deliver Msg dialog pops up and you can type message contents in this dialog.
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. beliver Msg b

Please enter the contents of the message you want to =end {1-256
characters),

| Sent | | : Close |

To view message delivery history, click Message Delivery History, as shown below:

Message Delivery History *

Time Target Device Mzg Contents

To lock screen, unlock screen, remove screen lock password, erase application data and remove
device, click Operation and select the corresponding option, as shown below:

[@Dﬂﬁaﬁﬂﬂ "|E Mark = | B Settings | [

Lock Screen

Unlock Screen

Remove Screen Lock Password

Erase application data

Remove Device

To mark mobile devices as lost or as found, click Mark and select the corresponding option .

To enable and configure mobile device management, click Settings, as shown below:
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Mobile Device Management(MDM)

[¥] Enabled
VEN Address:  https:// 101114112 1401 | @
Check for App Usage Every: 30 1-1440) minutes @

i0S MDM cCertificate

| imiport DM Certificate |

MDM certificate must be uploaded, or else I05 device cannct register.

The following are the contents included on the Settings page:

= Mobile Device Management (MDM): Select this option to enable mobile device
management.

= VPN Address: Specifies IP address/domain name and port number for accessing the SSL
VPN device from public network. On that IP address, mobile device may register to access
the SSL VPN, admin may manage and deliver message to the connecting mobile devices.

=  iOS MDM Certificate: To enable mobile device to register, you need to upload MDM
certificate, or else i0S device fails to register. To apply for MDM certificate, please refer to
the instruction in Application for IOS MDM Certificate.

5

1. Once VPN address is changed, mobile devices previously registered will be lost control and

become unassociated.

2. Dst ports must be consistent. Arbitrary ports are not supported (441 port of firewall to
non-441 port of SSL).

3. Firewall or routers can not contain ports already used by SSL VPN, for example, log in to
console port 443, 80 and etc.

Published Apps

Published Apps: Manages published mobile Apps, and displays basic information of mobile

Apps.
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Navigate to SSL VPN > EMM > Published Apps to enter Published Apps page, as shown

below:

+4 Published Apps

| % merasn | 9 pucten & Dot [ZEan 57 Selct 7 | (g Dperation = | 1 Settngs Search By App Nema | Search B

Il_—_J App Name o] \ersion Eacka Distribute App Ta Downioa.  Time Published = Status

App Name: Name of Apps

OS: Operating system applicable to mobile endpoints.
Version: Version information of Apps

Package Size: Size of Apps

Distribute App To: Users Apps distributed to
Downloads: Count downloads

Time Published: Time when Apps are published
Status: Status of Apps

Click Refresh to refresh information displayed on the page

Click Publish to publish wrapped Apps, as shown below:

Basics

App Name:l Lt
Package Size:|
Version:
Status:: In My Apps .v.

Drescription: |

Maobile Device: %mar‘tphune [¥] Tablet

App Name: Name of the App.
Package Size: Size of Apps

Version: Current version of Apps
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Status: In my Apps and not in my Apps
Description: Description of Apps

Mobile Device: Smartphone or Tablet

Distribute App To
@ Al users
' Specified users
[ select
Name Tvpe Description
|14 4 | Page| 1left| b k|| g Show| 25| /page 0 entry

Select All users, all users are allowed to download this application.

Select Specified users, only selected users or user group can download, as shown below:

Distribute App To

@ all users
& s Select x
© specified users _

| & setect [ Select v Search P
: Name | Name - Type
O I;.n‘ HEFR Group
O |5 SEHEE Group
O & Default Group
E LDF AFEdT Group
O IEP Default Group Group
4
O a Sangfor User
O & d User
Ll & ssl1 User
. I 4 | Pagel tlofdl b M -Il'ﬂ\) b I | Page;_ 1of 5 SR | %‘ Show| 25_;fpaga

Click Delete to delete selected Apps.
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Click Edit to edit selected Apps.

Click Select to select information displayed on the page, as shown below:

2} Selegtr|| < Operati
N

Current page

All pages

Deselect

Click Operation to list or remove Apps from my Apps, as shown below:

i Publishied Apps

o fefresn | G Pubinh £2 Dekte [ ot BN Select= | yai Dneaton, =| Search By App Name | Search p

O 2pp kame os Digtribute App To Downloa.. | Tims Publiched = Statue

Remous fram My &pps

Click Settings to enable Web-based Apps and configure external access address for published

Apps, as shown below:

Flease make sure the 55L certificate is trusted, to enable mobile apps to be installed.

RSA Algorithm
C=CN,ST=G0,L=5Z,0=5ANGFOR, OU=UED,CN=10.111.111.2 .emailAddress=ued @sangfo
F.COM

Update

My Apps URL:https:// 10111111 2 fapp (@

[] Allow Web-based Apps download @

| Save !l (_'_‘,artoel |

Wl

%
1. Please make sure the SSL certificate is trusted, to enable mobile apps to be installed.

SSL certificate comes with the SANGFOR SSL device is issued by SANGFOR. Users should
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pay extra money to SSL certificate supplier to buy trusted SSL certificate.

2. External network address of Published Apps matches with the trusted SSL certificate

domain name.

3. If SSL service of the device uses non-default port 443, then you should enter the same

SSL service port in external access address.

Search for Apps by name. Enter search term in Search and then click 2

Search by Name ~ | Search yel

App Wrapping

App Wrapping: Wrap App to SSL VPN to realize secure access and visit.

Navigate to SSL VPN > EMM > App Wrapping to enter App Wrapping page, as shown below:

#» App Wrapping

(3 Add @ Delete [iz6t | 8 Settngé | Aumo Refresh Dissbled |~ T Rafroah Seare by Name = | Seard 2

| to. | App Name Typ= App Version  UPN Address Time Built « Status Operetion Size Others

Click Delete to delete the selected application.

Click Edit to edit the selected application.

Auto Refresh: Configures refresh interval. Click Refresh to refresh the page, as shown below:
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Auto Refresh pisabled | | %% Refresh

Type Disabled oo ven Ac

|10 seconds
|20 seconds |
[30 seconds:
Select Search by Name, Search by Type or Search by Status to search for applications.
Enter search term in Search and then click 2 .

| Seareh by Name | Scarch P

[ ® Search by Name Cthers

Search by Type

Search by Status

Click Settings to configure login page template and iOS certificate of App Wrapping, as

shown below:

Lugin ===l | 0SS Cerfificate || Android Keystore
@ add @ Delete | Edit

|:| Mo, Page Name o5

Click Delete to delete selected entry.

Click Edit to edit selected entry.

Click Add to add login page to VPN (Account or certificate based authentication). Upload iPhone,

iPad, Android phone or Android Pad pictures, as shown below:
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Login Page ||
Options Fields marked * are reguirad
Name: i i
@ iPhone ‘Y iPad ) Android phane ' Android pad

Background: (PG file in SMB)
Flios device
iPhone: | lplaad. | Sirm: 54071176 Bl
iPod: | Upload. | Siee: 30asvis38 piiel
] Bndraid devics

| ohone: | - Upload

ped: | uUpload

¥ show ‘option Auta login

IOS Certificate: App wrapping for an .ipa file requires uploading an iOS enterprise digital

certificate, as shown below:

Login Page

05 Certificate [ab e T

i0S Enterprise Digital Certificate

Mame: Phone Distribution: SANGFOR Networks (Shenzhen) Co.,Ltd,
Issued By: /C=US/0=2~pple Inc./OU=Apple Worldwide Developer Relations/CN=~Apple Worldwide Develaper Relations Certification Authority
SN: 652ECC58COD24ESC

Files: ios_distribution.cer
ios_distribution.p12

Validity: 2015-04-07 11:37:30 fo 2018-04-06 11:37:30

| Import Certificats |

To wrap IPA application, 105 enterpnise digital certificate must be uploaded hrst:[ How to Get My Digital
Certificate )

%
Upload iOS enterprise digital certificate, and then import iOS certificate, and wrap IPA
application.

Android Keystore: Import Android Keystore to conduct APP wrapping for an .apk file, as shown

below:
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Login Page || 105 Certificate

Android keystore

e O

and i"oid keystore

Name
Issued By Android Keystore: | Select Andrid keystore fils | Browse... i &
SN Keystore Password: | it
Files: | Read Cedificate
validityy| | Certificate: =
| cha Password: i
Cancel |

Click Add to add wrapping, as shown below:

Upload Existing App Package

App Paclkage: | Selectan apk or ipa file |EFruwse...§ x
apki or ipa file not [arger than 100MEB

| Upload |

Click Browse... to find an apk or ipa file, and click Upload to upload corresponding applications.

App Package: :SEH’.{:K an apk of ipa file Browse... | *
Size of apk or ipa file cannot exceed 100MB.

[ upload

Custom App Attributes

N

Authentication: O ANONYymMOoUS access

App Name: | MOA

{must be enabled in Suthentication Options = Anonymous-Login Options)

Shiow i e O Public account
Secure sign Username:

Password:

(®) Account or certificate based authentication

Login Page: . Default Template i 5 7 Change
VPN Address: ;hﬂpsim 1.11.14.97:7443 | *
Keystore Certificate; |androidsustom TV = | Import Certificate |
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App Name: Name of the App

Authentication: Select Anonymous access, Public account, Account or certificate based
authentication.

Anonymous access: Wrapped App anonymously accesses VPN. The anonymous access
function should be enabled on SSL VPN with no authentication page.

Public account: Public account and password are required. Wrapped app accesses SSL VPN
with the public account with no authentication page.

Account or certificate based authentication: Private authentication. Account is required for

wrapped App to access SSL VPN. Download wrapped APP from console and install it.

) add B oeete I;| Ede | i Setings | Auto Refrech|Disabied v | s Refresh Searn by MName
[ no. | App Name Typa App Version VPN Address Time Built -~ Status Operstion
i1 ﬂ EasyConnectiext Android  null http:/fwebagent.cangfor.netfs... 2D15-12-17 D2:30:23 ¢ [Publish] Download 3.
El.a m MOA 105 1.4.0 https:/i11.11.14.97:7443 2015-12-16 21:26:54 1 [Publish] Dawnload 16
= ﬁ'___ Chrome 108 40.2214.60 https://11.11.14.87:7443 2015-12-16 21:25:22 Download 2
e MOA Android 1.4.0 https://11.11.14.97:7443 2015-12-16 21:22:45 d Download 1o
= & chrome Android  41.0.2272.96  hitps://11.11.14.97:7443 2015-12-16 21:22:04  Wroooed [Publish] Downlead 31

g
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Endpoint Security

Endpoint security is ensured by host check at endpoint, based on security policies. Only when
user’s computer meets the requirements set by security policy can the user pass through
pre-authentication or post-authentication check and connect to SSL VPN or access internal

resources.

A security policy is a combination of predefined rules that fall into basic and combined rules and
can further form a security rule. These rules are about operating system, file of anti-virus software,
process, service pack installed, etc.

Pre-authentication check is carried out before user logs in to the SSL VPN. If user fails the
pre-authentication check, which means, user fails to satisfy the requirements set by the associated
security policy (user-level policy and/or role-level policy), he/she will be unable to access SSL
VPN or the role’s associated resource. Post-authentication check is carried out periodically, after
user logs in to the SSL VPN or is accessing a resource. If user fails to satisfy the
post-authentication check, which means, user fails to satisfy the requirements set by the associated
security policy (user-level policy and/or role-level policy), the connection or session will be
dropped. To conduct periodic check, administrator needs to set the interval (refer to the
Configuring Advanced Policy Settings section in Chapter 4).

Security Rules

Security rule defining on the Sangfor device falls into two phases, the first phase is to predefine
the rules that cannot be referenced directly by any security policy and should be combined with
other basic rules and/or combined rules to form a “real” rule (security rule). The second phase is to

configure “real” rules. Only “real” rule can be referenced by security policy.

A basic rule is the smallest unit among the policy factors, while combined rule consists of one

more basic rules. Basic rules and/or combine rules could be combined further to form “real” rule.

Navigate to SSL VPN > Endpoint Security > Rules to predefine security rules, as shown below:

256



SANGFOR SSL M7.5 User Manual

@ Add - @ Delete | [JEdt | A Select - | R Combine Selected Rules View Al [

[ wname Type ™ Inspected Object Description

[0 & winos Combined rule - 15

[Fl no win os Combined rule

Fl win2000 Basic rule Cperating system

.l win2003 Baczic rule Cperating system

|l winxXe Bazic rule Operating systam i

.l Vista Basic rule Cperating system

Fl Win7z Basic rule Cperating system -

3 5
Page| Tiof1| B bf | &2 Show| 25 /page 1-10 of 10

The following are the contents included on Rule Predefining page:
*  Name: Indicates name of the rule.
*=  Type: Indicates type of the rule, basic rule or combined rule.

= Inspected Object: Indicates the object that will be checked if the connecting user does not
satisfy the object restriction. Authentication check will fail. The objects are operating system,
file, process, registry, source IP, WAN interface IP, login time and endpoint feature.

* Add: To add a new rule, click Add > Basic rule to configure a basic rule or Add >

Combined rule to combine basic rules in one combined rule.
= Delete: Click it to delete the selected rule.
=  Edit: Click it to edit the selected rule.

= Select: Click Select > Current page or All pages to choose the desired entries on this page
or all pages; or click Select > Deselect to deselect entries.

*  View: Select a type of rules, All, Built-in rules or Custom rules, to display that type of rules
only.
Predefining Basic Rule

1. Navigate to SSL VPN > Endpoint Security > Rules to enter the Rule Predefining page and
click Add > Basic rule, as shown in the figure below:
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Rule Predefining

Basic Attributes

Rule Name: 2

Description:

Inspactad -Dpewating system e
Chject: :

Dperating System

[ | windews zooo Install at least SP
[ ] windovs 2003 Install at least 5P
|:| Windows XP Install at least SP
|:| Windows Vista Install at lzast SP
|:| Windows 7 Install =t least 5P
[ | windews 8/8.1 Install at least SP
|:| Linux

[ [Macos %

2. Configure the following fields on the above page.

*  Rule Name: Configures the name of the basic rule. The rule name will be seen in a
prompt when user fails to pass the authentication check.

= Description: Configures the description of the basic rule. The description will be seen
in a prompt when user fails to pass the authentication check.

= Inspected Object: Configures the item that will be checked on user’s computer and
connecting user. Options are Operating system, File, Process, Registry, Source IP,
WAN interface IP, Login time, Endpoint features and Antivirus software .

Inspected [bp:_;ating system [v
{Operating system
. File
Dperating System &
roCess
Registry

[ ] windeve 2000
Source IP

I:‘ Windows 2003 WAN interface IF
Lagin time

|:| Windows XP Endpoint features
Antivirus software

|:| Windows Vista IAstallrat least v

= Operating System: If the inspected object is Operating system, the options related to

258



SANGFOR SSL M7.5 User Manual

operating system will appear, as shown in the figure below:

Inspected Crperating system -
Object: L I
= st s
|:| Windows 2000 Install at least SP
| |:| Windows 2003 Install at least SP
|:| Windows XP Install at least SP
|:| Windows Vista Install at least SP
|:| Windows 7 Install at least SP
|:| Windows B/8.1 Install at least 5P
|:| Linuz
[ |Mac oS %

If any operating system is selected, the end user’s PC must have installed the
corresponding operating system if he or she wants to log in to SSL VPN.

For Windows OS, administrator can also specify the service pack (SP) that end users
should install on their computer. Version number of the SP is entered in the Install at
least SP field.

To save this rule, click the Save button.

To save this rule and add another rule, not going back to the previous page, click the
Save and Add button.

To cancel saving this rule, click the Cancel button.

A

If more than one operating systems are selected, the operating systems are with OR

logic, that is to say, user would satisfy this rule if any of the selected operating systems
is installed on user’s computer. If SP is configured, the SP would be taken as a
requirement for the operating system.

File: If the inspected object is File, the options related to file will appear, as shown

below:
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Inspected Chiect: File Al

File

(=) Specified file exists on user's PC

{3 Specified file doss not exist on user's PC

File Path: Browise...
[ File's update can be late for maximum days
] File ME5:
[] File size:

The following are the contents under File:

Specified file exists on user’s PC: If this option is selected, the specified file must
exist on the hard disk of user’s computer. Otherwise, authentication check will fail.

Specified file does not exist on user’s PC: If this option is selected, the specified
file should not exist on the hard disk of user’s computer. Otherwise, authentication
check will fail.

File Path: Specifies the directory of the file on end user’s computer. It can be
absolute path, or system variable, such as, %SystemRoot%\log.txt.

A

This field is required. The letters entered are case-insensitive.

File’s update can be late for maximum _ days: If this option is selected and a
maximum of days is configured (for example, 5 days), the specified file’s update

should not lag behind over 5 days.

File Size: If this option is selected and file size is obtained (click Load File,
browse and select the file), size of the file on user’s PC must be exactly the same
with this file, that is to say, the file must not be edited by end user, otherwise,
access to SSL VPN will be denied.

File MDS5: If this option is selected and MD5 of this file is obtained (click Load
File, browse and select the file), contents in the file on user’s PC must be exactly
the same with this file, that is to say, the file must not be altered by end user,

otherwise, access to SSL VPN or resource will be denied.

The first time administrator clicks Load File to get MDS5 or size of a file, the
browser will ask whether the ActiveX control WebUICtrl has been installed, as

shown in the figure below:
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Installation Tips b

This operation requires Active control be installed. Click
Install button to enter the page that will ask you whether

\y to install the add-ons. Follow the given instructions to
install the &ctiveX control. ©nce installing completes, you
canh go back to thiz page to resume the operations.

| In=tall | | Checl ActiveX Status | | C.Ilose |

Click the Check ActiveX Status button to check if WebUI Ctrl has been installed.

If not installed, click the Install button to enter another page and follow the pop-up
prompt to install the ActiveX control.

'_.l.t.i.ler.n.e_‘t Explorer - Security Warning

Do you want to install this software?
ﬁ Marne: WebUICk|
Publisher: Sangfor Technologies Co.,Ltd

@More options [ Install ] [ Don't Install

‘while Files from the Internet can be useful, this file type can potentially harm
wour computer, Only install software from publishers waoo trust, What's the risk?

When seeing the warning, click the Install button.

If the browser does not give any pop-up prompt of installing the ActiveX control,

click the Install link to install it manually, as shown in the figure below:

ttps:4/10.111.111. 3:4430/html/tplUaxtivectl. html - Windows Internet Explorer

m" |g_;:_hti:|:{ 0.11... V|@E 5 @ : ; ;; |!u Live Searct ||é|:|

¢ Favarites | S hitps: 110,111,111, 34430 htmltplfaxtivect].html I |

Ii the browser did not ask you to install ActiveX control, click Install to download install the
Activex control. After that, you can close this page to finish other aoperations followed.

A

The option under File are with AND logic. Only when all the options are satisfied

will this rule is matched.

Process: If the inspected object is Process, the options related to process will

appear, as shown below:

261



SANGFOR SSL M7.5 User Manual

Inspectad Ohject: Procsss »

Process

) Specified process must be running

(%) Specified procese should not be running
Frocess Mame: Explorsr.exe
Window Name:

[ File mos;

[ File size:

The following are the contents under Process:

Specified process must be running: If this option is selected, the specified
process must exist on user’s computer before and/or after user logs in to the SSL
VPN or resource. Otherwise, authentication check will fail.

Specified process should not be running: If this option is selected, the specified
process should not exist on user’s computer before and/or after user logs in to the
SSL VPN or resource. Otherwise, authentication check will fail.

Process Name: Specifies the name of the process that will be checked on end

user’s computer.
Window Name: Specifies the name of the window in which the process runs.

File MDS5: If this option is selected and MD5 hash checksums of this file is
obtained (click Load File, browse and select the file), contents in the file on user’s
PC must be exactly the same with this file, that is to say, the file must not be
altered by end user, otherwise, access to SSL VPN or resource will be denied.

File Size: If this option is selected and file size is obtained (click Load File,
browse and select the file), size of the file on user’s PC must be exactly the same
with this file, that is to say, the file must not be edited by end user, otherwise,
access to SSL VPN or resource will be denied.

A

The option under File are with AND logic. Only when all the options are satisfied

will this rule is matched.

Registry: If the inspected object is Registry, the options related to registry will

appear, as shown below:
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Inspected Chject: Registry 7E:

Registry

{(3) Specified item exists in registry

) Specified item does not exist in registry

ey HKEY_CURRENT_USER\Softwal
Mame: uzerid
Value: 1 {a= for DWORD, it must be a decimal valug)

The following are the contents under Registry:

= Specified item exists in registry: If this option is selected, the specified item must
exist in the registry of user’s computer before and/or after user logs in to the SSL
VPN or resource. Otherwise, authentication check will fail.

= Specified item does not exist in registry: If this option is selected, the specified
item should not exist in the registry of user’s computer before and/or after user
logs in to the SSL VPN or resource. Otherwise, authentication check will fail.

= Key: Specifies the key that will be checked. It should be the location of the key in
the registry.

A

The option under Registry are with AND logic. Only when all the options are

satisfied will this rule is matched.

Source IP: If the inspected object is Source IP, the contents are as shown below:

Inspected Object: Source P B
Source IP

Start IF: 202 LS 137 1

End IF; 202 &g 137 75

Start 1P, End IP: Specifies the start IP address and end IP address of the IP range IP
range from which user can log in to SSL VPN.

WAN Interface IP: If the inspected object is WAN Interface IP, the contents are as

shown below:
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Inspected Object: WAl interface IP B

WAN Interface IP

IF Address: 20z |38 [.|134 | |100

IP Address: Specifies the IP address of the WAN interface on Sangfor device. End user
can connect to SSL VPN only through this WAN interface.

Login Time: If the inspected object is Login time, the contents are as shown below:
Inspected Object: :.Lngin time v

Login Time

Fleaze click and drag owver the grids to select time segment(z). . Selected
0o, ©1. 62 03 04 05 06 O0F @8 09 10 i1 12 13 14 15 15 17 1§ 19
Mo
Tue
Wed
Thu

Fri

Sat

In the above figure, the green part is selected time segments while white part is
unselected time segments. Configuration is the same as that in Schedules section.

Endpoint Features: If the inspected object is Endpoint features, the contents are as

shown below:

Inspected Object:  Endpeint features [

Endpoint Features

Search by Hostname ~ | Search pod

[ Hardware ID Hostname MAC Address «

D C52119125C37152FSE04D8EESS4AFT R0 “Syste... 00-00-00-00-00-00
D 51876361089 CC5BBAZ74450 29D L1IBIET “sinfor... 00-00-00-00-00-00
[] 6EBBE7C455023039FCI3AZE46AAEDZ04 dongan 00-0c-29-58-93-19

The hardware IDs listed under Endpoint Features come from Hardware ID page
(please refer to the Managing Hardware IDs section in Chapter 4).

To select an entry, select the checkbox next to the entry. Selecting entry or entries means
that the connecting user must have at least one of the hardware IDs. Otherwise,
authentication check will fail.

To view the hardware IDs in descending or ascending order by hardware ID, hostname
or MAC address, click on the column header, Hardware ID, Hostname or MAC

264



SANGFOR SSL M7.5 User Manual

Address respectively.
To search for a specific entry, click Search by Hostname/MAC Address, enter the
p .

keyword and click the magnifier icon

=  Antivirus Software: If the inspected object is antivirus software, the contents are as

follows:
Inspected '.!:'-‘\-nti\ria‘us- software far
Object: L I
T

|:| Antivir Latast version required
Dﬂvast Latest version required
D AVE Latest versian required
|:| Clamav Latest version required
|:| ESET-NODZ2 Latest version reguired
|:| Kasparsky Latest version required
D Mcafes Latest wversion required
|:| Sophos Latest version reguired
|:| Symantec Latest version reguired
|:| TrendMicro Latest version reguired

If any antivirus program is selected, the end user’s PC must have installed the corresponding
program if he or she wants to log in to SSL VPN. If Latest version required is also selected, user

is required to install latest version of corresponding antivirus program.

A

If more than one antivirus programs are selected, the antivirus programs are with OR logic, that is

to say, user would satisfy this rule if any of the selected antivirus programs is installed on user’s
computer. If Latest version required is selected, the latest version would be taken as a

requirement for the antivirus program.

3. Click the Save button to save the settings.
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Predefining Combined Rule

1. Navigate to SSL VPN > Endpoint Security > Rules to enter the Rule Predefining page and

click Add > Combined rule, or click Combine Selected Rules, as shown below:

Fule Predefining

l&3add =| @ Delete | [jEdit | G Select + C&mbiru:— Sslected Ru|e3| View| Al fw
Basic rule Type ¥ Inspected Chiect Description
Combinad ruls Combined rule

[ & ne win os

O [ winzooo

Combined rule

Basic rule Operating system

To use Combine Selected Rules, select the desired basic rules first and then click Combine

Selected Rules to create a combined rule with the selected basic rules, as shown below:

Combine Selected Basic Rules b

Thiz combined rule will be matched if all the invelved
rules are zatizfied.

| The 3 selected basic rules { (view) Jisto form a new combined
rule:

Rule Mame:

Description:

| QK [ Cansel. |

Combined rule can only consist of basic rules. To view the selected basic rules that are to be
included in this combined rule, put the cursor on View.

Enter name and description for this new combined rule and click the OK button to save the
settings.

Or click Add > Combined rule to configure the combined rule, as shown below:
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4.

5.

Rule predefining. |

Basic Attributes Fields marked * are required
Name: =
Deescription: .
Rule

Once all the following rules are satisfied, this combined rule is matched.

| Select Rule

Rula Mame Inspectad Object Description

=  Name: Configures the name of the combined rule.
*  Description: Configures the description of the combined rule.

Click Select Rule to enter the Select Rule page and specify the basic rules that this combined
rule will include. The Select Rule page shows all the predefined basic rules, as shown below:

] Rule Mame Inspected Cbject Description
.. mep e L Dperatmg svgtem e e et
& winz © Operating system
] win2003 ~ Operatingsystem
[1 winzooo Cperating system
] edf Cperating system
|:| mac os Operating system
O linux Operating sy=stem
] wista Operating =sy=stem
|:| 123123 Cperating system 123123
[ 4 | Page| 1 oft| b bl | 2 Show 25 ipage
Ck ! | Cancel

Click the OK button to close the above page.

Click the Save button and then the Apply button to save and apply the settings.
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Configuring Security Rule

Security rule consists of basic rules and/or combined rules. When the connecting user satisfies one
of these basic or combined rules, the security rule is matched. If the connecting user satisfies none
of the basic or combined rules, the security rule will not be matched and user will fail the
authentication check.

Fule Predefining Rule

@ add @) Delete [ofEdit | 7 Select = View Al sl

O name = Description

[ micrescft windows

4 4 |[Pagel Tlottl b b @%uw: 2% | jpags 1-1 of 1

To add a security rule:

1. Navigate to SSL VPN > Endpoint Security > Rules > Rule and click Add to enter the Edit
Rule page, as shown in the figure below:

Rula Mame: ' i*
Drescription:
Dascription will appear as help info on client side once it fails to match this rula.
|5:| Select Hule This combined rule will be matched if all the involved rules are satisfied.
Name Type Inspected Objact Description
[ Ok || cancel |

o

Configure name and description for the security rule.

W

Click Select Rule to enter the Select Rule page and specify the basic rules that this combined
rule will include.

The Select Rule page shows all the predefined basic rules, as shown in the figure below:
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] mame Type Inspected Object | Description
0 winxe Basic rule Operating system
[0 win7 Basic rule Cperating system
[ winzooz Bas=ic rule Operating system
[ winzooo Basic rule Qperating system
[0 win os Combined rule -
O =df Basic rule Cperating system
[ no win cs Combined rule -
] maces Basic rule Operating system
O flinux Basic rule Operating system
O wista Basic rule Cperating system
i 123133 Bas=ic rule Operating system 123123

| | Page| 1ioft| kbl | 2 Show| 25|/page

oK || cancel |

4. Click the OK button to close the above page.

5. Click the Save button and then the Apply button to save and apply the settings.

A

The rules in the security rule are with OR logic. If any of the basic or combined rules is satisfied,

the security rule is matched.

Security Policy

Based on security policy, endpoints will be checked when users connect to or have logged in to
SSL VPN. There are two types of security policies. One is user-level policy and the other is

role-level policy.

User-level policy is applied to users and checks the endpoints when users access SSL VPN
(pre-authentication check) or after users log in to SSL VPN (post-authentication check). The
connecting users have to satisfy the basic or combined rules included in the associated user-level
policy. If the policy is satisfied, end users can enter the login page or stay connected to the SSL

VPN, as shown in the figure below:

Security Check

Security checking. ..

Mote: Access is regarded as secure only after you pass security check,
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If user fails the security check, he or she will be informed of the security policy that makes him or
her fail the security check, as shown in the figure below

:_5..5-'c.u_r.-it_.1' Check on Endpoint

Your PC fails to satisf_l,l the securiby check policy [I:ueiu:uw]. You cannat
access SSLWPN.

Palicy | Desu:_riptiu:un

windows ¥
i) L]

Role-level policy is applied to roles that are associated with users, and checks the endpoint when
the associated users access SSL VPN (pre-authentication check) or are accessing to the resource
(post-authentication check). The connecting users have to satisfy basic or combined rules included
in the associated role-level policy. If the policy is satisfied, end users can visit the associated
resource or continue accessing the resource over SSL VPN; otherwise, security check will fail and
the associated resources will be put into Unauthorized Resource List and therefore be
unavailable to users, as shown in the figure below:

Welcome testll |

- SANGFOR hitp:/f www_examp

| Resource Group

| A To avoid data leakage risk, you'd better not save account on public device.

B Default group

Web 1 Type:HTTR

== testGrp

& website hompage Web 2 Type:HTTR

& Ihtsrp

i Web 3 TypeiHT TR
= gmix-test-g roup

F.:'.:'J RemocteApp

’E Urnauthorized Resource ...
e 1

Click on any of the unauthorized resources, a prompt will pop up telling user which policy he or
she fails to comply with, as shown in the figure below:

Message from webpage

This resadrce is unavailable becaose it does not comply with the Fallowing policy!
! Policy Mame:windows 7
Descripkion:
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A

In case that a user is tied to a user-level policy and its associated role is tied to a role-level policy,

when the user connects to SSL VPN, he/she goes through user-level security check first. If user
fails the user-level security check, he/she cannot log in to the SSL VPN. Once user passes the
user-level security check, he/she will then goes through role-level security check, however, if user
fails to pass role-level security check, the role’s associated resources will be put into the
Unauthorized Resource List and be unavailable to the user.

Navigate to SSL. VPN > Endpoint Security > Policies and the User-level Policy page appears, as
shown in the figure below:

rU5er-|ex'e| Policy Raole-level Policy || Advanced pr:m-rrs.

@ add @ Delete |of Edit §F Select * |u] Applicable Role

D Policy Mame  Description Applicable User/Group Status

The following are the contents included on User-level Policy page:
= Policy Name: Indicates name of the user-level policy.
=  Description: Indicates description of the user-level policy.

= Applicable User/Group: Indicates the users and/or groups that are associated with the

user-level policy.
= Status: Indicates the status of the security policy, enabled or disabled.
=  Add: Click it to add a new user-level policy.
= Delete: Click it to remove the selected user-level policy from the list.
= Edit: Click it to edit a selected user-level policy.

= Select: Click Select > All pages or Current page to select all the entries or only those

showing on the present page; or click Select > Deselect to deselect entries.

= Applicable Role: Select and click a user-level policy to view the user and/or group to which

this policy is applied. You can also select more users or remove user from the list.

Adding User-Level Policy

1. Navigate to SSL VPN > Endpoint Security > Policies to enter the User-level Policy page
and click Add, as shown below:
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User-level Folicy Role-leve! Policy || Advanced Settings

Basic Attributes

Name:|

Description ;|

Applied To; ! Select UseriGroup |

Enable policy

Rules

Cnce all the following rules are satisfied, this policy i= matched.
) [ select Ruls

Rule Mame Description

2. Configure the Basic Attributes of the user-level policy. The following are basic attributes:
= Policy Name: Configures name of the user-level policy.
= Description: Configures description of the user-level policy.
=  Enable Policy: Select this option to enable the policy.

= Applied To: Click the Select User/Group button to enter the Users and Groups page
and select the users and/or groups that are to be associated with this user-level policy.
The applicable users’ computer will be checked based on this user-level policy when the
users connect to or have logged in to SSL VPN. The Users and Groups is as shown

below:
Users and Groups X
Search Bl E &7 Select = '_Se.arc.": Pt
= Df”ﬁ 2 Mame = Type
=2 le}(:cnfiguration 2 ~
L2 pisplayspecifiers D) 2 configuration IR il
=, :
e, £
O + Extended-Rights 1 5 kst Grodp Group
O i_% Forestlipdates
D’_’E’SEV""iCEE O f’ L1 Group
Dgf‘*\*.‘elll(nc',\rn Securi | - =
Ol pefault Group O 2 Loap_export s
m O I ;
;- E'—;‘ Er e Maketing Group Group
=} LDAP_Export
(& Maketing Group B dihima Group
Df}Schema o _
Di-‘E}Users [ 2% users SRIEp
T
I - ~
D._’;‘_—‘bxtesL | B patast Group
= D;j-‘cml W
=N = . | 1l q] B
¢ .+ T ﬂmnln ¥ i 4 | Page  1|of3] B bl | &Y Show| 25|ipage
| O | ! Cancel !

To search for certain group, enter the group name into the Search filed on the left pane,
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and click the magnifier icon £ | The user group will be highlighted in bold if found.

To search for certain user, enter the user name into the Search filed on the right pane,

p .

and click the magnifier icon

To unfold all the groups and see all the users under the selected group, click Unfold all
=)
To fold all the groups and click Fold all El.

To select all the subgroups of a group, select the group on the left pane, click Select >
Group > Select all subgroups on the right pane.

To deselect all the subgroups of a group, select the group on the left pane, click Select >
Group > Deselect all subgroups on the right pane.

To select all the direct users of a group, select the group on the left pane, click Select >
User > Select all immediate users on the right pane.

To deselect all the direct users of a group, select the group on the left pane, click
Select > User > Deselect immediate users.

To save the settings, click the OK button.

3. Specify the security rules that will be included in this policy and applied to the associated
users and/or groups. Click Select Rule to enter the Security Rules page and select the rule,
as shown in the figure below:

[l rule name Descripticn

4.  Click the Save button to save the setting.

Adding Role-level Policy

1. Navigate to SSL VPN > Endpoint Security > Policies > Role-level Policy page and click

Add, as shown below:
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Usar-level Balicy Role-level Policy Advanced 5pt|'-:m5

Basic Attributes Fields marked * are required

Name: 5

De&:riptic»n:.
Roles: | | Select Role

Enable policy
Rule

Once all the following rules are satisfied, this policy is matched.

el Select Rule

Rule Name Drescripticn

Configure the Basic Attributes of the role-level policy. The following are basic attributes:
=  Name: Configures name of the role-level policy.
= Description: Configures description of the role-level policy.

Roles: Click Select Role to enter the Assigned Roles page, and then select the roles that
are to be associated with this security policy. Computers of the users corresponding to
the selected roles will be checked based on this role-level policy when the users log in
to SSL VPN. The Assigned Roles page is as shown in the figure below:
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Assigned Roles b4

i Add S Dekete
[l role Name Description
i 4 F‘ag&:. tioft]| b e Show| 2% |/page
| QK || Cancel |

To select and add role, click Add to enter the Select Role page, as shown below:

Search |2
Role Mame Drescription
RESD._, ,—cesfor 5 EcurEDESktDp S T R TR R a
Prmt Dperatc .,5 Sﬁtem CrEEtEd Eecurlty gm
Baclkup Operators System created security gro

& and accounting system

Web file sharing

Network Configuration Operat... System created security gro
Remote Desktop Users System created security gro—
test

gmx_all_res

DD!!D!!DDEHED

Web-Service

[%

A
7

4 | Page| tloft| b B e Show| 25 jpage

=

| (]9 || Cancel |

Select the desired roles and click the OK button, and the selected roles are added to the
assigned roles list, as shown in the figure below:
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Assigned Roles *

i3 Add E Delkete

[] role Nams

[0 web file sharing

[] remocte Desktop Users

|:| test

Page| 1_ of1

[ oA and accounting system

[ Rrescurces for Secure Deskt...

Descripticn

Syetem created security gr...

bl | o2 show| 25 |ipage

I Ok

Cancel !

To remove a role from the list, select the role and click Delete.

To add more roles, click Add again, select and add other roles into the list.

To save the settings, click the OK button.

a

%

Before selecting the desired role, make sure the role has been created. For detailed guide

on how to configure role, refer to the Adding Role section in Chapter 4.

Specify the security rules that will be included in this policy and applied to the associated

users and/or groups. Click Select Rule to

as shown in the figure below:

enter the Security Rules page and select the rule,

' rule Name

Description

microsoft windows f

Click the Save button to save the setting.
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Configuring Advanced Policy Settings

[ User level policy || Roletevel Poliy | IR

Security Check On Endpoint

| Perform chieck before login (login is not allowed if user fails)
| Pre-authentication Check Palicy |

| Post-authentication check {once user fails any check, it logs out)

Every - minutes {1-60]

As mentioned above, there are check before login and post-authentication check.

Post-authentication is conducted periodically after user’s login to SSL VPN or access to resource.
The following are the contents included on Advanced Settings page:

=  Perform check before login: Select this option and endpoint security check will be
conducted on connecting users when they log in to SSL VPN. Once users fail the check, they
cannot log in. Administrator needs to click the Select a Solution link to enter the Client

Options page and choose a solution.

A

This option is a global setting. Once it is selected, pre-authentication check will apply to all
the users connecting to SSL VPN.

*  Pre-authentication Check Policy: Click this button to enter the Rules of
Pre-authentication Check Policy page to select the security rules that will be included in
this policy, as shown in the figure below:
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Iluiés of Pre*anﬂneniicatiﬁn Check Policy

Policy Name: | Pre-authentication security check policy

Description: LAny user'z PC must satizfy thiz policy
[ select Rule
Name Description

microsaft windows

oK || cancal

=  Post-authentication Check: Select this option and endpoint security check on connecting
users will be conducted periodically after they have connected to the SSL VPN.
Administrator needs to configure the time interval for periodical check. Enter the time
interval into Every field. The interval is in minute and ranges from 1 to 60.

A

When users log in to the SSL VPN, they will go through user-level security check first and

then role-level security check.

Built-in Rules Update

Built-in rules are a set of rules provided by SANGFOR, more specifically, a database of

commonly-used security rules that will be updated periodically.

Navigate to SSL VPN > Endpoint Security > Built-in Rules Update, and the Update of Built-in

Rule Database page appears, as shown in the figure below:
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Rule Database Version

Previous Version Latest Version

Current Version

Varsion

Released On

Last Update

Cperation Obtain Info

Install Rule Update Package

Install the update package of built-in rule databass.

From Fila: Select file from local PT Browse. .. |
Selact the package previcusly downloaded

Upload and Install |

Update Options

If name of a built-in rule conflicts with any custem rule name,

'\:: Ignore conflict and not import that built-in rule

I':'!?,l Rename conflicting rule{append suffix "_fix")

System Auto-Update Options

l:l Enable auto-update

Specify Link of Update Server:

The following are the contents included on Built-in Rules Update page:

Rule Database Version: Shows the information of the rule database, the previous version,

current version on the Sangfor device, and the latest version.

Roll Back: Click this button and the current rule database will roll back to the previous
version that this Sangfor device was using.

Obtain Info: Click this button and information of the latest version of rule database will be
obtained. To do so, administrator needs to specify the update server.

Install: Click this button to install the latest rule database.

Install Rule Update Package: Browse and load the rule update package through From File
field, and then click the Upload and Install button. Before browsing the update package
from the PC, administrator needs to click the Download link and go to the SANGFOR
official website to download the update package by hand.

Update Options: During update process, if name of a built-in rule conflicts with name of an
existing custom rule, update will proceed but that built-in rule will not be imported or a
suffix “_fix” will be appended to the name of that built-in rule.

Auto-Update Options: Select Enable auto-update and specify the link to the update server,
and the Sangfor device will check for updates on the specified update server to update the
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built-in rules automatically.

= Save: Click this button to save the settings.
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Chapter 5 Firewall

The Sangfor device, integrated the enterprise-level stateful firewall with high availability, can
protect enterprise network against attacks initiated from Internet or other local area networks
connected to VPN. Besides, the built-in anti-DoS function enables the Sangfor device to defend

against DoS attacks from extranet as well as inside the intranet.

Defining Firewall Service

As the software and communication applications running over network may use different transfer
protocols and ports, you need to define these transfer protocols and ports here before configuring

the corresponding filter rules.

Navigate to Firewall > Services to enter the Services page, as shown below:

ame Details Operation

http tcp:80 Copy Edit Delets

tep:i 110 Copy Edit Delets

For example, to configure filter rules on Sangfor device to filter the service data of SQL server,
you need first define the protocol and port used by the SQL server.

Click Add to enter the Edit Firewall Service page, as shown below.

& Edit Firewall Service -- Webpage Dialog

Hame: {saL |

.......

TCP. | ubP | kWP | Others

143%

Protocol:

& port Port: [aa | [ Add |

£ Port range

=
Save J Cancel

Then specify the service name, protocol and port, and click Save to save the settings.
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Defining IP Group

IP groups are predefined objects that can be referenced by firewall rules, as source or destination
IP address.

To view and define IP group, navigate to Firewall > IP Group to enter the IP Group page, as

shown below:

Hame IPAP Range Operation

AP 0.0.0.0-255.255.255.255 . Copry Eclt Delete
Branch IP . ATZA61100-172461.200 Copy Ect Delete
Server P . 1921651020 : Copy Edit Delete

Save

For example, to configure filter rules specific to the data requested from the 192.168.1.0/24 subnet,
you need first add the IP subnet into the list on IP Group page.

Click Add to enter the Edit IP Group page, specify IP group name and IP range and click Save to
save the settings, as shown below:

2 Edit IP Group -- Webpage Dialog

Manme: iIP |

IP-Group:
192.169.1.1-192.168.1.254

=

i ..
o Start IP: {192.168.1.1 || add |

{¥ |PRange End IP: [192.186.1.254

Save Cancel

If IP is selected, specify a destination IP address, as shown below:

e P | | Add

'::,:' IF Range
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Configuring Filter Rule

The Sangfor device is integrated with the stateful inspection packet filtering technology, which
helps filter data packets in a specified time schedule according to protocol, source IP address and
destination IP address.

The filter rules cover the rules applied to access to the local Sangfor device, and rules applied to
access among four interfaces (LAN, DMZ, WAN, VPN interfaces), including the following
directions: LAN<->DMZ, DMZ<->WAN, WAN<->LAN, LAN<->LAN, DMZ<->DMZ,
VPN<->WAN and VPN<->LAN.

As all the VPN data will be transferred through the VPN interface (for example, the computers

connecting to LAN interface and the computers connecting to the peer VPN device communicate
with each other through the LAN interface and VPN interface of the local VPN device), the filter
rules also applies to the VPN data.

Rules on Access to Local Device

The Rules on Access to Local Device page displays the filter rules applied only to the access to
the local Sangfor device.

Navigate to Firewall > Filter Rules > Local Device Access to enter the Rules on Access to Local

Device page, as shown below:

Action

| Sawe |

Select Allow or Disallow to allow or disallow users to perform the corresponding operations, and
then click Save to save the settings.

Rules on Access among Sangfor Device’s Interfaces

These rules are intended to filter the data transmitted among the four network interfaces of the
Sangfor device, namely, LAN, DMZ, WAN and VPN interfaces.
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LAN<->DMZ: Defines the filter rules applied to data access between the LAN interface and
DMZ interface of the Sangfor device.

DMZ<->WAN: Defines the filter rules applied to data access between the DMZ interface
and WAN interface of the Sangfor device.

WAN<->LAN: Defines the filter rules applied to data access between the WAN interface and
LAN interface of the Sangfor device.

VPN<->LAN: Defines the filter rules applied to data access between the VPN interface and
LAN interface of the Sangfor device. There are six filter rules built in each Sangfor device,
which allow all TCP, UDP and ICMP data from VPN interface to LAN interface and from
LAN interface to VPN interface.

VPN<->WAN: Defines the filter rules applied to data access between the VPN interface and
WAN interface of the Sangfor device. If the peer has configured a tunnel route to access
another site and/or access Internet through the local Sangfor device, configure the filter rules
in the VPN<->WAN direction on the local Sangfor device to control the Internet access of the
peer (for more details about configuring tunnel route, refer to the Scenario 22: Configuring
Tunnel NAT section in Chapter 5).

VPN<->DMZ: Defines the filter rules applied to data access between the VPN interface and
DMZ interface of the Sangfor device.

For control traffic of each certain direction, select action Allow or Deny.

Configuring NAT Rule

The NAT module covers the following configurations: SNAT Rule, DNAT Rule, IP/MAC
Binding, HTTP Port, URL Group, WAN Service and Access Right of Local Users.

Configuring SNAT Rule

The SNAT Rule page, as shown below, enables you to set the Source Network Address

Translation (SNAT) rules, which will convert the source IP addresses of the corresponding packets

forwarded by the Sangfor device. The Sangfor device will not only provide the basic NAT

function, but control (allow/deny) the data packets requested from LAN users for Internet access,

in cooperate with the filter rules.

By default, there is no SNAT rule configured on the Sangfor device. If any SNAT rule is needed,

configure the SNAT rule according to the specific case.

Navigate to Firewall > NAT > SNAT Rule to enter the SNAT Rule page, as shown below:

284



SANGFOR SSL M7.5 User Manual

‘b SHAT Rule

[ @ ade

Crperat
Status Hame From interface Source Subnet To Interface Destination Translated To|;
on

Save

There is no SNAT rule on Sangfor device by default. If you want to configure a SNAT rule, click
Add to enter the Edit SNAT Rule, as shown below:

MName: | |

Original Data Packet

Source Subnet

Frem Interface; [LAMN | v

Crestination

To Interface | WAN | v
Line: |&l lines| v

Subnet: |{I.{I.ﬂ.ﬂ |

Metmask: !CI.{I.{I.{I !

. If IP addres=s and netmask are

Brompt: o o0

it means all IP addrasses.

Translated Te

® Interface IP

) Specified IF

Enable ruleFirewall will let matching packets pass

Save Cancel

b —-

The following information are included on above page:

Name: Indicates the name for this SNAT rule.
Source Subnet: Specifies source interface, subnet and netmask for original data packet.

Destination: Specifies egress interface, subnet and netmask for original data packet. Egress
interface can be LAN, DMZ or VPN. Subnet and netmask are used to determine whether the
destination IP address of data packet matches this SNAT rule.

Translated To: Specifies what IP address the source IP address is translated to. If Interface
IP is selected, the source IP of data packet will be translated to the IP address of destination
interface. If Specified IP is selected, you need to specify an [P address manually.

Enable rule: Select it to enable this SNAT rule. Firewall will let matching packets pass.
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Configuring DNAT Rule

The DNAT Rule page, as shown below, enables you to configure the Destination Network
Address Translation (DNAT) rules required if servers located in LAN provide services to the

Internet.

Navigate to Firewall > NAT > DNAT Rule to enter the DNAT Rule page, as shown below:

»5 DNAT Rule

D Add

Original Data Packet Transiated To
From To

Status Rule Hame Source Subnet Destination Protocol, To Port Destination | To Port | Operation
Interface Interface

Save

Configuring IP/MAC Binding

The Sangfor device provides the IP/MAC binding function, through which you can get the MAC
address of a machine in the LAN and bind the MAC address to its IP address.

Therefore, when an unknown internal machine connects to the Sangfor device, it cannot access the
Internet through the Sangfor device if the IP address and MAC addresses are not in the IP/MAC
binding list. If the MAC address of a certain IP address is found inconsistent with that in the
IP/MAC binding list, the Sangfor device will also deny its request for Internet access. In this way,
the IP/MAC binding function can also prevent IP address of a LAN computer from being altered.

Navigate to Firewall > NAT > IP/MAC Binding to enter the IPP/MAC Binding page, as shown
below:

IP/MAC Binding

! @ add ) search [ Enable BMAC binding  /ction {for 1P not in ths list below’: O Deny @ Alow

IP Address MAC Address Operation

200.200.87.232 00-s0-Lc-De-58-12 | Edt Delete

To enable the IP/MAC binding function, select the Enable IP/MAC binding option.

With IP/MAC binding enabled, when a user initiates a request for Internet access, the Sangfor
device will check whether the IP address is in the [IP/MAC binding list. There are two cases:

®=  For IP address in the list, the Sangfor device will further check whether its MAC address
matches that in the list. If yes, the user can successfully access the Internet; otherwise, its

request will be denied.
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®=  For IP address not in the list, the Sangfor device will handle its request according to the
action specified in Action (for IP not in the list below).

The Action (for IP not in the list below) option specifies the action to be taken for Internet access
requests initiated by internal users whose IP/MAC addresses are not in the IP/MAC binding list.
There are two actions:

®=  Deny: Indicates the user is NOT allowed to access the Internet if the IP address is not in the
IP/MAC binding list.

= Allow: Indicates the user is allowed to access the Internet if the IP address is not in the
IP/MAC binding list.

For IP address already in the IP/MAC binding list, the Sangfor device will check whether its MAC
address matches that in the list (on the condition that the IP’/MAC binding function is enabled). If

yes, the corresponding user can access the Internet; otherwise, its request for Internet access will
be denied.

To add an IP/MAC binding entry, click Add and then enter the IP address and MAC address (or
click Get MAC to obtain MAC address automatically), as shown below:

A Edit IP/MAC -- Web Page Dialog

IP Address: 200,200 67 232 || cetmac |
.

MAC Address:  [0x0De04c0895(3 |

[Save i I Cancel I

The search for IP/MAC addresses of the internal computers, perform the following steps:

1.  Click Search and the following prompt appears.

Microsoft Internet Explorer

2. Click OK and the following dialog appears.
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If the IP addresz obtained autormatically already existz, the system will update
the exizting |P addreszes.

Start P 0.0 .0.1 EndIP: | 0 .0 .0 .25

i )

3. Enter the IP range and then click Start.

The IP/MAC binding function is unavailable in a layer-3 switched environment.

Configuring HTTP Port

The HTTP Port page enables you to define the HTTP service port. By default, it is port 80. If the
Enable URL access option is selected in Firewall > NAT > Access Right > Access Right of
Local Users, the Sangfor device will record the information of the URL accessed by users through
port 80 and filter the URL information sent through port 80. To record and filter the URL access
on any other ports, add the ports here.

Navigate to Firewall > NAT > HTTP Port to enter the HTTP Port page, as shown below:

HTTP Port
@ aad
Status Hame Port Description Operation
Enabled Hitp clefault | 80 Hitp clefault Ediit Delete

To add an HTTP port, click Add to open the following dialog, and then specify the corresponding

information.
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A Edit HTTP Port -- Web Page Dialog [X|
Matmne: | |
Descrigtion:

Part: i
¥ Enabled

Save Cancel

Defining URL Group

An enterprise-level stateful firewall is built in the Sangfor device and provides the URL filtering
function. This function, coupled with the firewall, helps control LAN users’ access to the Internet.
You need define the URL groups before using the URL filtering function.

Navigate to Firewall > NAT > URL Group to enter the URL Group page, as shown below:

% URL Group

@ A
Hame Description Cperation
Hews Websites Mews websites Edit Delete
Web Search Websiles el search websites Edit Delete
To add a URL group:

1. Click Add to enter the Edit URL Group page, and then enter a name and description for the
URL group, as shown below:
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2} Edit URL Group -- Web Page Dialog

Tame: [Mewvs Wishsites |
Dezcription: éfor news websites <1

|
UEL Operation

lﬂJ Save I Cancel [

2. Click Add on the Edit URL Group page, enter the URL address (the first field supports the
wildcard *) and then click Save to add it to the URL list.

7 Edit URL -- Webpage Dialog

URL: ;BﬁHULom

Zave | Cancsl-]

3. Click the Save button on the URL Group page to save the settings.

Defining WAN Service

WAN services are services provided by external networks, which are initially accessible to LAN
users if they can connect to the external network. However, access to WAN services can also be
restrained by the WAN service entry configured on the Sangfor device.

By default, four types of services are already defined, namely, POP3, SMTP, WEB and DNS. If
any other service is needed, define it according to the specific case. For example, to add the FTP
service provided by the server (Internet IP address is 202.96.137.75; ports is 20-21), perform the
following steps:

1. Navigate to Firewall > NAT > WAN Service to enter the WAN Service page, as shown
below:
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»> WAMN Service

@ o

Hame Description Operation
POP3 | Edit Delete
SMTP Edlit Delete
WWEB | Edlit Dadete:
DS Edit Delete

Save

Click Add to enter the Edit WAN Service page, and then enter a name and description for

the entry, as shown below:

2N Edit WAN Service -- Web Page Dialog

Matme: iFTF‘ |
Descrigtion: for FIP server =
Start P End IP Port Protocel Description Operation

| Al | | Resalve Damain Mame | | Save | Cancel

Click Add on the Edit WAN Service page to specify the [P addresses and port of the external

FTP server, as shown below:
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2 Edit -- Webpage Dialog

Start P; |202.85.127.75 |
End IP; |202.96.137.75 |
Port; [20 | - [t |
Protocol: 1‘-CF‘ _:]
Descriplion:

4. If service address is domain name, click the Resolve Domain Name button on the Edit
WAN Service page to enter the Resolve Domain Name page, and then enter the domain
name and click the Resolve button to resolve the domain name. The corresponding IP
address(es) will be listed, as shown below:

/A Resolve Domain Name -- Webpage Dialog
Dromain Mame: |\';w».';.sinﬂ.cnm.cn |
Part: |o | 85535 |
Protocol: ] TER Ll
Wax Tries: | £ _:J
Cescription: 4
Start P End IP Port Protocol | Description
353,236,238 5.83.235.236 (85535 TCP v\ 2ina, com.En
| Save | Cancel
5. Click the Save buttons to save the settings.

Configuring Access Right of Local Users

The Access Right of Local Users page helps to conduct control over LAN users’ access to the
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Internet. It is one of the most common ways used on firewall device to allow/block LAN users’

access to the services provided over external networks. Although the filter rules of firewall also

provide the control function, it controls users’ access based on IP address and port, which attaches

the importance to the security of the entire network. For controlling LAN users’ access to the

Internet, Access Right of Local Users is more convenient.

To configure an access right rule:

1.

4.

Navigate to Firewall > NAT > Access Right to enter the Access Right of Local Users page,

as shown below:

Access Right of Local Users

P @ add [] Enable URL access
Hame Description Status Operation
Limit Internet Access Enabtiled Edit Delete

Applied to all cther P addressesiuzers) excspt thoze
Default uzer Enabled + Edit
specified in the above accsss right rules

Save ‘

Select the Enable URL access option to enable URL filtering function and view URL access
logs.

Click Add to enter the Edit Internet Access Right page, and then enter a name and
description for this rule, as shown below:

2} Edit Intarnet Access Right -- Web Page Dialog

Mame: iLimit Internet Access
Description: J

. 7
V' Enabled

IP Range WA Service URL Group |
L Start P Enl IP Operation
el
1~
4 | .

Click the Add button on the IP Range tab and enter the LAN IP addresses applicable to this
rule, as shown below:
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2 Edit IP Range -- Webpage Dialog

Startip: 18218811 i

End IP: [192.168.1.100 |

L Save Cancel

5. Click to enter the WAN Service tab and specify the WAN services for the LAN users
configured in Step 4. By default, the LAN users can access all the WAN services.

‘¥ Edit Internet Access Right -- Web Page Dialog

Tame: iLimit Internet Access
Description:
¥ Enabled
IP Fange WA Service lL URL Group [
Awvailable Mowe Selected Allow | Deny | Schedule Move
POP3 ™ - ]AII week ¥ U Digwn Lett
I =t | WEB 2 r 1»‘3\" week v Uk Doy Lett
= SMTP i3 r 1A|| week v] Ugs Dovwer Let
D i I~ ]An week '1 U Down Letft
FTR v r !An week vj U Down Left
Crefault Action
7 allow * Deny
4

When a LAN user initiates a request for Internet access, the firewall will inspect the data
packet based on the selected rules from top to bottom. The Default Action specifies the
action that will to be taken if none of selected rules is matched.

6. Click to enter the URL Group tab, and specify the URL groups accessible to the LAN IP
addresses configured on the IP Range tab. By default, the LAN users can access all URL
addresses. To allow/deny access to a certain URL group, click Right to move it to the right
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and then select Allow/Deny. In the following example, the applicable LAN users can access

any URL address except those included in the URL group News Websites.

<X Edit Internet Access Right -- Web Page Dialog

Weh SearchWebsites | Right Mo
=[]

Default Action
& agw Dgny

Iarme: iLim'rt Internet Access
Description:
|
¥ Enabled
IP Range WA Service | URL Group
Available Move = Selected Allow  Deny | Schedule Move
Plesvs Wiehaites | W ] Al week - U Dowwr Left

Click the Save buttons to save the settings.
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Real-time Monitoring

Viewing Real-time Traffic

The Traffic page shows the information of inbound and outbound traffic related to LAN users.

Navigate to Firewall > Monitor > Traffic to enter the Traffic page, as shown below:

% Refrezh
Inbound Traffic

Ho. | IP Address Inbound Speed (Bps)
Outbound Traffic

Ho. | IP Address Cutbound Speed (Bps)

Viewing URL Access Logs

The URL Access Logs page displays the webpage access records of LAN users, including
access time, status, IP address of the LAN user and URL of the visited webpage.

Navigate to Firewall > Monitor > Logs to enter the URL Access Logs page, as shown below:

#URL Access Logs

'@ Rafresh

Time | status e URL

To update the URL access logs, click the Refresh button.

To have URL access entries displayed here, ensure the Enable URL access option is selected (in
Firewall > NAT > Access Right > Access Right of Local Users).
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Configuring Anti-DoS

The firewall shoulders the responsibilities of protecting the local area network (LAN) from being
attacked by users over the Internet. However, apart from outside attacks, attacks from inside the
LAN may also threaten the security of the LAN. For example, it often happens that a
virus-infected computer sends massive data packets to the gateway, which may result in
bandwidth congestion or gateway crash. In this case, deploying a Sangfor device in your network
will easily solve the issue. As the Sangfor device, integrated with the anti-DoS function, will
monitor the number of data packets sent from a certain IP address to the gateway. When the
number reaches the threshold specified, the Sangfor device will regard the requests as a DoS

attack and lock the IP address for a certain period to protect itself.

Navigate to Firewall > Anti-DoS to enter the Anti-DoS page, as shown below:

¥ Anti-Do5s

Ensble Anti-DoS

Internal Subnets{R=gussts from other [P ag

Subnet Cperation
| Add |
LAN Routersithe routers diredtly conned to this VPN device
IP/MALC Address Crperation
Add |
[

Trusted IP Addresses!attacks nitisted by these [P addresses will not be defended against
IP Address Operation

|

Defense Options
Max TCP connections an IP initiates in a —_—
minute: 11024 !

Max 5N padiets sent by a host ina minute: .1 0240 |

Cnee attack is detected, lod host for {minute): 3 ]

The following are the contents included on the Anti-DoS page:
=  Enable Anti-DoS: Select this option to enabled anti-DoS function.

=  Internal Subnets: Indicates the LAN subnets that can access the Internet through the
Sangfor device. When a data packet is sent from a LAN IP address, the Sangfor device will
first check whether the source IP address of the packet is in the Internal Subnets list. If not,
the Sangfor device will directly drop the packet. If yes, the Sangfor device will further
monitor and calculate the number of data packets sent from the IP address. Once the number
of data packets reaches the corresponding threshold specified in the defense settings, the

device will lock the IP address for a specified period.
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Null list indicates all IP addresses are regarded as internal addresses, which means the
Sangfor device will skip checking for source IP address of packet, directly monitor/calculate
the number of packets sent and finally determine whether to lock the IP address according to
the number calculated and thresholds configured in the defense settings below.

LAN Routers: The function is LAN Routers is similar to that of Internal Subnets.

Trusted IP Addresses: The attacks initiated from the IP addresses listed here will not be
defended against. If no entry is added, the attack initiated from any IP address will be
defended against.

Defense Options: Configure the defense options. There are three options:

®= Max TCP connections an IP initiates in a minute: Specifies the maximum of TCP
connections that each IP address is allowed to initiate to the same port of an IP address
in one minute. If the threshold here is reached, the IP address will be locked for a
specified period.

= Max SYN packets sent by a host in a minute: Specifies the maximum of SYN packets
that each host is allowed to send in one minute. If the threshold here is reached, the
IP/MAC address will be locked for a specified period.

= Once attack is detected, lock host for (minute): Specifies the period that the attacking
host will be locked after the attack is detected.
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Chapter 6 System Maintenance

The Maintenance module covers the following four parts: System Update, Logs,
Backup/Restore, and Restart/Shutdown.

System Update

System Upgrade

System can be updated through Web admin console, as shown below:

@

Terzion Get Filez Ready Baclkup Tpdate Feboot

wrent Version: 7.1

o Thiz iz the latest wersionl

| Update

Follow the guide to update the system to the latest version. To update the system offline, there is
no need to connect this SSL VPN device to the Internet.

Proxy Options

By enabling and configuring proxy server, SSL VPN unit could be connected to the Internet

though proxy server. Configure proxy server, as shown below:
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Proxy Options

IP iddrezs=:

Fort:

[#|Enable proxy server

[ fathentication required

Tzerrzme:

Pazswrard:

Viewing Logs

The Logs page displays running status information and error information of the Sangfor device.

There are two types of logs: system logs and operation logs. The former displays the running

information of each module of the current Sangfor device and the latter displays the information

on operations performed by administrators.

Navigate to Maintenance > Logs to enter the Logs page, as shown below:

'\.r.'e‘.J System logs

V| Date: | 20141128 V| % Refresh g Filter Options [ Export

Service
SMS Center

5MS Center

SMS Center

SMS Center
Control System
S5MS Center

SM3S Center

Control System

Sewveriby

Info

Info

Infa

Info
Info
Info
Info

Info

Time

22:13:/51

22:13:51

22:153:51

22:13:45

22:13:145

22:13:34

22:13:22

22:13:15

Details
[SMS_SP]connect to gw success
[SMS5_SPlsms server can not find MODEM!
[SMS_SP]lgw active test time out, last recy gwtime:1417123990 , gw timeout 140 , now: 1417184
031
[SM5_SPlconnect to gw success
[WEBAGENT] webagent inet_addr_ex bbs.com failiret is -1
[SM5_SP]connect to gw success
[SM5_SF]lconnect to gw success

[WEBAGENT] webagent inet_addr_ex bbs.com fail:ret is -1

Viewing System Logs

To view the system logs, select System logs and specify a date, and the system logs of the

specified date will be displayed, as shown below:
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'\.r.'e‘.J System logs

V| Date: | 20141128 V| % Refresh g Filter Options [ Export

Service
SMS Center

5MS Center

SMS Center

SMS Center
Control System
S5MS Center
SM3S Center

Control System

Sewveriby
Info

Info

Infa

Info
Info
Info
Info

Info

Time

22:13:/51

22:13:51

22:153:51

22:13:45

22:13:145

22:13:34

22:13:22

22:13:15

Details
[SMS_SP]connect to gw success
[SMS5_SPlsms server can not find MODEM!
[SMS_SP]lgw active test time out, last recy gwtime:1417123990 , gw timeout 140 , now: 1417184
031
[SM5_SPlconnect to gw success
[WEBAGENT] webagent inet_addr_ex bbs.com failiret is -1
[SM5_SP]connect to gw success
[SM5_SF]lconnect to gw success

[WEBAGENT] webagent inet_addr_ex bbs.com fail:ret is -1

To filter the system logs, click the Filter Options button to enter the following page, and then

select the desired options.

Filter - System Logs »

D Log debugging events

Display Opticons

Info

Errar

Entries Per Page :!25

Warning

| Debug

Filter by Service Typs

Selectall | | Invert Selection

Ceontrol System A

SSLVEN

IF" Tunnel
#lsMs Center

CEPROXY

HTP

Local DNS

Cluster License

! Save | Cancel

Viewing Operating Logs

To view the operation logs, select Operation logs and a date, and the operation logs of the
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specified date will be displayed, as shown below:

View| Operation logs ™| pate: 20141128 | %5 Refresh Filter Ontions | & Export

Username IP Address Administrative Role Time Module Result Details

Admin 200.200.151.236 Admin 22:12:36 Login Finish Log in

To filter the operation logs, click the Filter Options button to enter the following page, and then

select the desired options.

Filter - Operation Logs b o

Filter Cptions
Log succesded ocpearation

Log failed operation

Entries Per Page :!25 |

Filter by Result
Succeeded operaticn

Failed cperation
Filter by Module
System

VPN

Login

Others

Save Cancel

Backing Up/Restoring Configurations

Navigate to Maintenance > Backup/Restore to backup or restore the system configurations and
SSL VPN configurations on the System Config and SSL VPN Config pages respectively, as

shown below:
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Sy=tem Config

Back Up Configurations

Baclk Up: Download Current Config File

Restore Backed-up Configurations

From File:

ta boifie | Browse. | ¥
Select the .bef file previously downloaded

i Reztore

Prompt Backing Up Configurations

Erompt administrator periodically to back up all the current settings by hand so that they are =till available though
system bresks down or config file is damaged. Please note that this option will not help to back up the settings into 3
file directly. You need go to this page after seeing the prompt to downlead and save it to the local PC.

[Jerompt admin at legon if backup has not been conducted for some time

Duration: days

The following are contents included on the System Config page:

*  Download Current Config File: To back up the current configurations, click this link to
download and save the current configurations to the local computer. The configurations are
saved as a .bcf file.

*  Browse: To restore the configurations previously backed up, click it to select the
configuration file from the local computer.

= Restore: Click it to restore the configurations from the selected file.

*  Prompt admin at logon if backup has not been conducted for some time: Select it and
specify Duration, so that the system will prompt the administrator to back up the
configurations when he logs into the administrator Web console if configurations have not
been backed up for such a long time.

To back up and restore SSL. VPN configurations, click SSL. VPN Config to enter the SSL VPN
Config page, as shown below:
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Back Up Configurations Figlds marked * are required

Back Up: Downlead Current Config Fils

Restore Backed-up Configurations

From Filey | Seled & bof file | Browse...- *
Select the .bef file previously downloaded

Restore :

Auto Backups

Belaw are configuration files backed up by the systam sutomatically in the last 7 days. If the current configuration
file gets damaged and incurs breakdovm of S5L VPN system, use any of these backups to restore S5L VPN
cenfigurations.

Cenfiguration Backups

File Name Backed Up Operation

i 20141128-040201.6cF 2014-11-28 04:02:02 Restare Configurations |
= 20141127-040201.bcf 2014-11-27 04:02:02 Rastore Configurations
15 20141126-040201.bef 2014-11-26 04:02:02 Restore Configurations
¥ 20141125-040202.bcf 2014-11-25 04:02:02 Restore Configuraticns
Y 20141124-040201.bcf 2014-11-24 04:02:02 Restare Configurations

The following are contents included on the SSL VPN Config tab:
*  Download Current Config File: Click it to save the configurations to the local computer.

*  Browse: To restore the configurations previously backed up, click it to select the
configuration file from the local computer.

= Restore: Click it to restore the configurations from the selected file.

=  Auto Backups: Displays configuration files automatically backed up by the system in the
past 7 days. Click Restore to restore any of them.

The configurations here only indicate the configurations of the SSL VPN module.

Restarting/Shutting Down Device or Services

The Restart/Shutdown page allows you to shut down/restart the Sangfor device, restart all the
services and stop/start the SSL VPN service.

Navigate to Maintenance > Restart/Shutdown to enter the Restart/Shutdown page, as shown

below:
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" 3+ Restart/Shutdown

| (@) shut Down Device

| @ Restart Devics

| %) Restart Services

| i) Stop SSL VPN Service

| (@) About S5L VPN

Stop all the running services, save the current settings and
shut down the S5L VPN device.

Shut down and restart S5L VPN device.

Terminate all the sessions, release system rescurces and
restart system services,

Stop S5L VPN service.

55L VPN version information and so on.

Shut Down Device: To stop all the running services, save current configurations and shut

down the Sangfor device.

Restart Device: To shut down and restart the Sangfor device.

Restart Service: To terminate all the sessions, release system resources and restart system

services.

Stop SSL VPN Service: To stop the SSL VPN service.

About SSL VPN: To show SSL VPN version information and configure update options.
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About 551 VPN >

Version

M7.5

scclient 4.2 _Z0140606
DLANS.26 Build 20160727
mdlan M5.26_20160727

update date 2016-07-27

ssilvpn M7.5.459 Build20160905
build-s=sl-45% 2016-09-05
update-ssl 2016-09-05

GCS5 PRODUCT1.2.0

Update Options Close

System Automatic Update

The Update Options page includes automatic update options. If auto-update is enabled, updates

will be automatically downloaded and installed.

Navigate to Maintenance > Restart/Shutdown page and click About SSL VPN to enter the
About SSL VPN page and then click on Update Options, the following page appears, as shown

below:
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Update Options

System Auto-Update Options

=
(@) Enable auto-update
Download and install the recommended updates regularly and automatically

'::) Disable auto-updats

Help to Improve Product

Allow sending system error report to SANGFOR to help impreve the product. It does not contain any personal or

organization information

Save | | Gancel

=  Enable auto-update: Select this option to enable automatic update function. The device will
check for updates and download them regularly and automatically.

= If Disable auto-update is selected, updates will not be downloaded automatically.

= Help to Improve Product: Select the option below it to allow user to send system error
report to SANGFOR to help improve the product. It does not contain any personal or

organization information.

= Save: Click this button to make the settings take effect.
%

The auto-update is only applicable to service pack (SP) installation, but not applicable to upgrade

of released version.
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Chapter 7 Scenarios

Device Deployment

Sangfor device can work in two modes, Single-Arm mode and Gateway mode. You can configure
device deployment mode under System > Network > Deployment.

Deploying Device in Gateway Mode with Single Line

Background:

*  One network segment of a local area network is 192.200.200.0/24
= A Sangfor device is to be deployed in Gateway mode

=  External network is an Ethernet network; the IP address assigned by the Internet server
operator is 202.96.137.75.

Perform the following steps:

1. Deploy and connect the related devices as shown in the figure below:

WAN: 202.96. 137.75/24
LAN:192. 200. 200. 254/24

192. 200. 200. X/24 192. 200. 200. X/24
GW:192. 200. 200. 254 GW:192. 200. 200. 254
2. Log into administrator console and navigate to System > Network > Deployment page, and
select Gateway as the deployment mode, configure LAN interface, as shown in the figure

below:
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Deployment Multiline Options Foutes Local Subnats

Deployment Fields marked * are required

Mode: l::} Single-Arm @ Gateway

WAN and LAN interfaces need to be configurad.

Internal Interfaces

LAN: DMZ:

1P Address: 182,200,200 254 [+ IP Address: | 10.10.2.88 =

Niskrraskes (285255 2550 La Notmasl: | 255.255255.0 "
| Multi-IF |

Configure WAN interface and corresponding line, as shown below:

Edit Line X

Enable thiz line

Line Type: (@) Ethernet () PPPoE

— Ethernet Settings -

l::} Obtain IP and DMS server using DHCP

@ Use the IF address and DNS server below

IP Address: | 202.88137.75 % | Prefarred (20296124133 1
L L DNS: - !
Metrnask: [285 255 285 0 ' -
e i Alternate [202.88 128 186
i DNS: L
Default 1202.98.137.1 ] B
Gatevway: : LOMTU 1500
| Multie |
| Advanced i
Save | | Cancel
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rDeplu'_.rm ant HC Local Subnets

Fields marked * are required

Mode: l::l Single-Arm @) Gateway

WAMN and LAM interfaces need to be configured.

Internal Interfaces

LAN: DMZ;

1P Address: 192,200.200.254 = 1P Address: |10.10.2.88 L

Netmask: 255,255 256.0 | Netmask: (2852552850 &
Multi-IP. |

External Interfaces (WAN Interfaces)

Line Type IP Address Netmask Default Gatevway Status

Line § Ethernet 202.96.137.75 255.255.255.0 202.96.137.1 Enabled

4. Go to Firewall > NAT > SNAT Rule to enter the SNAT Rule page and click Add to enter
Edit SNAT Rule page, as shown below:

Name: |SNAT »

Original Data Packet

Source Subnet

From Interface: [LAN | v

Subnet: |192.200.200.0 |

Metmask: [255 255 255 0 |

Destination

To Interface m
Lina: m
Subnat: iﬂ.{l.{l.ﬂ |
Metmask: i_'ﬂa-{l_ﬂ

If IP address and netmask are
0. 0.0.0,

Frompt:

it means all IP addressas.

Translatad To

® Interface IP
) Spacifiad IP

Enable ruleFirewall will let matching packets pass

Save | Cancel
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+» SNAT Rule () Tips
[ © Add
Statu Translated T
Name From Interface Source Subnet To Interface Destination Operation
5 o
Enabl 192.200.200.0/255.265.25
SNAT LAM WAN AlLIR Interface IF |Copy Edit Delete
X 5.0
Save

5. Click Save button to save the settings and restart the Sangfor device.

Deploying Device in Gateway Mode with Multiple Lines

Background:

*  One network segment of a local area network is 192.200.200.0/24
= A Sangfor device is to be deployed in Gateway mode

= There are two WAN lines: Telecom and Unicom.
Purpose:

User on business can connect to SSL VPN through the one of the two WAN lines, which has better

performance.
Perform the following steps:

1. Deploy and connect the related devices as shown in the figure below:

WAN2: 58.120. 10. 64/24
WAN1: 202.96. 137.75/24

AN:192. 200. 200. 254/24

192. 200. 200. X/24
GW:192. 200. 200. 254 GW:192. 200. 200. 254

192. 200. 200. X/24

2. Log into administrator console and navigate to System > Network > Deployment page, and
select Gateway as the deployment mode, configure LAN interface, as shown in the figure
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below:

Deployment Multiline Options Foutes Local Subnats
Deployment Fields marked * are required
Mode: Cl Single-Arm @ Gateway

WAN and LAN interfaces need to be configurad.

Internal Interfaces

LAN: DMZ:

1P Address: 182,200,200 254 [+ P Address: |10.10.2.88 *

Niskrraskes (285255 2550 L Notmasl: | 255.255255.0 4
| Rdulti-IP |

3. Configure WAN interface and corresponding line, as shown below:

Edift Line X

Enable this line

Line Type: @ Ethernet (___:l FPEPcE

— Ethernet Settings
l:::) Obtain IP and DNS server using DHCP

{é} Use the IF address and DNS server below

1P Addrass: | 20288 137.75 | erefarred [202068134 123
Netrmask: [oEE 2EE2EED

ERS | Alternate (202 96.128.186

= DNS: L -
Default | 202.96.137.1 - L
Gateway: - S MTU: 1500
| Muiti-ie |
i Advanced |
Sawve | | Cancel
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Edit Line x

Enable this line

Line Typa: (@) Ethernet () PPPGE

Ethernet Settings

() Obtain IP and DNS server using DHCP

@} Use the IF address and DNS server below

IP Address:  |52.120.10.84 | Praferred Ez248275
2 DNS: !
Netmask: 2862853550 S
st L Alternate |8.8.838
DNS: !
Default |28.120.10.1 i .
i - MTU: 1500
MLIE-IP
! Advanced
i Sawve | | Cancel

Deployment Multiline Opti-:tns—| | o tes—| | Ho
Deployment Fields marked * are required
Mode: (! Single-Arm @' Gatevay

WAN and LAN interfaces neesd to be coenfigured.

Internal Interfaces

LAN: DMZ:

1P Address: 182.200.200.100 * IE Address: | 10254253188 =

Patmasie: | 255.266.252.0 = Netmask: | 2552652860 =
| MultiP |

External Interfaces (WAN Interfaces)

Line Type IE Address Netmask Default Gateway Status

Line 1 Ethernet 202.896.137.75 255.255.255.0 202.96.137.1 Enabled
Line 2 Etherneat 58.120.10.64 255.255.259.0 58.120.10.1 Enablad

4. Go to System > Network > Multiline Options page and select the Allow Sangfor VPN to
Use Multiple Lines option and add two Internet lines: Telecom and Unicom, as shown in the

figure below:
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Deployment Multiline Options
Multiline Policy of Sangfor VPN

[ Allow Sangfor VBN to Use Multiple Lines

[ @ Delete [ojEdit G Move Up 3 Move Down “ZRefres
Add Drelet dit I u H Dy “Z Refresh

[ Line Alias 17 Address Netmask
D Telecom 202.96.137.75 255.255.255.0
0 unicom 50.120.30.64 255.255.255.0

[7| Enable extranet connection detection

Interval: 10 | second(s)

Default Gatzsway

202.56.137.1

50.120.10.1

Connection Mode Status

Directly connect Inte... Not activated

Directly connect Inte... Not activated

Select the Allow SSL VPN to Use Multiple Lines and SSL VPN users connects in

directly Options under Multiline Policy of SSL VPN section, as shown below:

Multiline Policy of SSL VPN

[¥] Allow SSL WEN to Use Multiple Lines

FPTP/LZTF Connection:

@ S5L VPN users connect in directly (local device owns public IP).

() 55L WPN users connect in via front-end device (local device owns no public IP address)

Line Alizs Line Type 1P Address Netmask
Line 1 Ethernet 202.96.137.75 255.255.255.0
Line 2 Ethernet 50.120.30.64 255.255.255.0

Default Gateway Priority = Adwvan...
202.96.137.1 High Settings
50.120.10.1 High Settings

Navigate to Firewall > NAT > SNAT Rule and click Add to enter the Edit SNAT Rule page
and configure required fields according to your need, as shown below:
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Name: |SNAT |

Original Data Packet

Source Subnet

From Interface: [LAN | v

Subnet: |192.200.200.0 |

Metmask: [255 255 255 0 |

Destination

To Interface m
Lina: m
Subnat: iﬂ.{l.{l.ﬂ |
Metmask: i_'ﬂa-{l_ﬂ

If IP address and netmask are
Promptt 5 0.0.0,

it means all IP addressas.

Translatad To

® Interface IP
) Spacifiad IP

Enable ruleFirewall will let matching packets pass

Save | Cancsl |

*» BNAT Rule

[ © Add
Statu Translated T
Hame From Interface Source Subnet To Interface Destination Operation
5 o
Ensbl 192.200:200.0/258.255 25
SNAT LA WAN AllIF Intesface IF |Copy Edit Delete;
ed 5D
Save

6. Click Save to save all the changes and restart Sangfor device.

v
The option Allow Sangfor VPN to Use Multiple Lines needs to be selected only when Sangfor
device is deployed in gateway mode with multiple lines and connected to Internet directly.

Deploying Device in Single-Arm Mode With Single Line

Background:

=  One network segment of a local area network is 192.200.200.0/24
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= A Sangfor device is to be deployed in the local area network, in Single-arm mode

»  The front-end firewall is connected to external network through an Internet line

Purpose:
Users on business can access internal resources through SSL VPN.
Perform the following steps:

1. Deploy and connect the related devices, as shown in the figure below:

#INTERNET

't 202.96.137.75/24

LAN TP:
192. 200. 200. 100/24
GW:192. 200.

192. 200. 200. 254/24

2. Go to System > Network > Deployment page and select Single-Arm as deployment mode,
and configure the network interfaces of the device as well, as shown below:
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Deployment Multiline Options Local Subnets

Deployment Fields markad * are requirad

Mode; @Single-Arm 'f_:.) Gatewsy

The device connects to Internet via front-end device.

Internal Interfaces

LAN: DMZ:
IP Address: 122.200.200.100 = 1P Address: | 10.10.2.20 :
Netmask: 255,285 265 .0 * Netmaslk: 2EE ZER ZER QD *
Defsult Gateway: | 192.200.200.254 x
Preferrad DNS: 18888 *
Altarnate DMNS:

| Multi-IP |

3. Click the Save button to save the settings and restart the Sangfor device.

4. Configure the front-end firewall, and make sure that the corresponding ports (443 by default)
of the front-end firewall are mapped to those on the Sangfor device.

»  Port 443 is the listening port of Sangfor device by default. It can be modified. If it is modified,
corresponding port of the front-end firewall needs to be mapped to the modified listening

port.

» LAN interface of Sangfor device in single arm mode should be connected to internal switch.

Deploying Device in Single-Arm Mode With Multiple Lines

Background:
= There are two Internet lines connected to front-end firewall device: Telecom and Unicom

= A Sangfor device is to be deployed in the local area network, in Single-arm mode

Purpose:

User can connect to SSL VPN by typing into 202.96.137.75 or 58.120.10.64 in Address field on
VPN client.
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Perform the following steps:

1. Deploy and connect the related devices, as shown in the figure below:

, Telecom ’ Unicom

202. 96. 137.75/24 % 4’ 58.120. 10. 64/24

LAN:192. 200. 200. 100/24

GW:192. 200. 200. 254 10.10.10. 1/24

(10. 10. 10. 2/24

192. 200. 200. X 192. 200. 100. X

2. Go to System > Network > Deployment page and select Single-Arm as deployment mode,
and configure the network interfaces of the device as well, as shown below:

l Deployment |_I‘-‘Iu|t'|||'ne Dpti-:ns—lu F-!.-:-utes--—lu ﬁl;.—l-b:n:ubfs

Deployment Fields markad * are requirad

Mode: @ Single-Arm O Gateway

The device connects to Internet via frent-end device.

Internal Interfaces

LAMN: DMZ:
IP Address: $182.200.200.100 & 1P Address: |10.10.2.30 1L
e |285.255.285.0 5 Netmack: | 2552852850 |
Dafault Gatevay: | 192.200.200.254 i
Prefarrad DNS: RERRY *
Alternate DNS:

Multi-IP
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3. Go to System > Network > Multiline Options page to select the Allow SSL VPN to use
Multiple lines option and add two Internet lines for SSL VPN, as shown below:

Add Line for SSL YPN b o

Configure lines and mappings of the front-end device

Line IF/Domain: 5.202.96.13?75 =

Pricrity: [High =

HTTP port: ‘80 e
Emes anpet et T B SSLYEN HTTE o

HTTPS port: i443{ w I=
Lirre is mapped from it to SSL VPN HTTES port

[ Save | | Cancel |

Add Line for SSL VPN e dlf

Cenfigure lines and mappings of the front-end device
[ 1
Line IB/Demain: 553.12&10.5-4 w =
Pricrity: [ High ==
HTTE port: lz0 e
Line is mapped from it to 55L VBN HTTE port ;
HTTPES port: {443 i
Lime is mapped from it to S5L VPN HTTPS port
| Save | | Cancel |

Beployment Multiline Dptions Routes Hasts

Multiline Policy of SSL VPN

[+] Allow 55L VPN to Use Multiple Lines

PETE/LZTE Connection:
IC:) S5L WPN users connect in directly (local device owns public IP).

@ S5L VPN users connect in via front-end dewvice [local device owns no public IP address)

| @add @oeiste [ Edit

El IF/Domain HTTE port HTTPS port Priority
D 202.96.137.73 a0 443 High
D 58.120.10.564 a0 443 High

Configure the front-end firewall again, so that the two ports (TCP 80 and 443) of the public
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network IP addresses (of the two Internet lines) can be mapped to the Sangfor device.

5. Click Save button to save the changes and restart Sangfor device.

When Sangfor device is deployed in single-arm mode, HTTPS port and HTTP port must be

mapped to the Sangfor device; otherwise, multiline selection policy will not work.

Configuring System Route

Background:

=  Two network segments of a local area network are 192.200.200.X and 192.200.254.X. Users
in these two subnet communicate through layer 3 switch

= Sangfor device is to be deployed in the local area network, in gateway mode

Purpose:
Users on the subnet 192.200.254.x can access Internet through Sangfor device

As 192.200.254.X and 192.200.200.254 on which LAN interface of Sangfor device resides are not
on the same network segment, a system route is required to be configured on Sangfor device.

Perform the following steps:

1. Deploy and connect the related devices, as shown in the figure below:
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WAN: 202. 96. 137.75/24

AN:192. 200. 200. 254/24

192. 200. 200. 200

192. 200. 254. 254

192. 200. 254. XM Bt
GW: 192. 200. 254. 254

2. Configure SNAT rule on Firewall > NAT >SNAT Rule page, as shown below:

Name: |[SHAT x|

Original Data Packet

Source Subnet

From Interface: |LAN | w

Subnet: [192.200.200.0 i

Metmask: |255.255.255.0 i

Destination

To Interface m
Line: lmzl
Subnet: iﬁ_ﬂ_ﬁn
Metmask: i-ﬂil-{l_ﬂ

If IP address and netmask are
0.0.0.0,

Prompt:

it means all IP addresses.

Translated To

'@3‘ Interface IP

) Spacified IF

Enable ruleFirewall will let matching packets pass

Save Cancel

3. Go to System > Network > Routes page to add a route directing to 192.200.254.X, as shown
below:
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Add Route b 4

| Flease fill in the correct route informaticn.

Dst IP: 182200 254.0 +
Netmask: 255,255 255.0 *
Gateway: [ 182 200 200 200 w =
| Save and Add | Save | Cancel

Deploying Clustered Sangfor Devices

Deploying Clustered Device in Gateway Mode

Background:

Sangfor device is deployed in cluster mode, in order to improve internal system stability.
Sangfor device is deployed in gateway mode and directly connected to Internet line.

The IP address of the Internet line is 202.96.137.75, netmask is 255.255.255.0.

For clustered nodes deployed in Gateway mode, the configurations of internal and external

interfaces are the same as those on an individual Gateway-mode Sangfor device (please refer to

the Device Deployment section in this Chapter). One additional configuration is Cluster IP
Address of LAN interface and WAN interface (under System > SSL VPN Options >
Clustering > Cluster Deployment).

Typical network topology of cluster in Gateway mode is as shown in the figure below:
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WAN1 CLUSTER IP: 202.96. 137.75/24
LAN CLUSTER IP: 192.168.1.1/24

Real Server
WAN IP: 2.0.1.20/24
LAN IP: 192.168. 1.20/24

Dispatcher
WAN IP: 2.0.1.10/24

* LAN Cluster IP address on every clustered device should be identical; so is the WAN
Cluster IP address.

=  WAN interface IP address on every clustered device should be of a same network segment;
whereas WAN Cluster IP address and WAN Interface IP address configured on a Sangfor
device must NOT be a same network segment.

®  Cluster will not work if the Sangfor device works as gateway and dials up to Internet.

Deploying Clustered Device in Single-Arm Mode

For clustered nodes deployed in Single-arm mode, the configurations of internal and external
interfaces are the same as those on an individual Single-arm Sangfor device (please refer to the
Device Deployment section in this Chapter). One additional configuration is Cluster IP Address
of LAN interface (under System > SSL. VPN Options > Clustering > Cluster Deployment).

Typical network topology of cluster in Single-arm mode is as shown in the figure below:
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Dispatcher
LAN IP: 192.168.1.10/24
GW: 192.168. 1. 254/24

Real Server
LAN TIP: 192.168. 1.20/24
GW: 192.168. 1.254/24

= LAN Cluster IP address on every clustered device should be identical.

» LAN interface IP address (configured in System > Network > Deployment) and the
LAN Cluster IP (configured in System > SSL. VPN Options > Clustering > Cluster
Deployment) must be of a same network segment.

Deploying Clustered Device with Multiple Lines

For clustered nodes deployed with multiple lines, the configurations of internal and external
interfaces are the same as those on an individual Sangfor device that has multiple lines (please
refer to the Device Deployment section in this Chapter). One additional configuration is Cluster
IP Address of LAN interface and WAN interface (under System > SSL. VPN Options >
Clustering > Cluster Deployment).

LAN Cluster IP address on every clustered device should be identical; so is the WAN Cluster IP
address. As a Sangfor device has more than one line, the WAN Cluster IP addresses on every

clustered device must be consistent.
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Gateway-mode Sangfor Device with Multiple Lines

Typical network topology of cluster of Gateway-mode devices is as shown in the figure below:

WANI CLUSTER IP:
202.96.137.75/24

WAN2 CLUSTER IP:
58.120.10.64/24

Real Server
WAN1 IP: 2.0.1.20/24
WAN2 IP: 3.0.1.20/24
LAN IP: 192.168.1.20/24

Dispatcher
WAN1 IP: 2.0.1.10/24
WAN2 IP: 3.0.1.10/24
LAN IP: 192.168.1.10/24

)

LAN CLUSTER IP:
192.168.1.1/24

Single-Arm Sangfor Device with Multiple Lines

Typical network topology of cluster of Single-arm devices is as shown in the figure below:

202. 96. 137. 75/24 58.120. 10. 64/24

Dispatcher
LAN IP: 192.168.1.10/24
GW: 192.168. 1. 254/24

Real Server
| LANTP: 192.168.1. 20/24
| GW: 192.168. 1. 254/24
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A

The cluster IP addresses configured on each clustered node (Sangfor device) should be consistent.

Adding User

Adding User Logging in with Local Password

1. Navigate to SSL VPN > Users > Local Users sand click Add > User to enter the Add User
page.

2. Configure Name and Local Password fields.

3. Configure Authentication Settings. Select Local password, as shown below:

Basic Attributes Fields marked * are required
WA * Cartificate/USE Key: nona
Dascription: | Generate Certificate | | Import Certificste | | Create USE Key
aee Virtusl IP: (@) Automatic () Specified

Confirm: | ss Expiry Date: ':i:' Mewver ':?:' Specified

Mobile Number: Status: @ Enabled -::‘.- Disabled

Addead Tos ! Offline Access: Offline access is not enabled in policy set

D Inherit parent group's attributes
I:l Inherit policy set

I:l Inherit authentication settings

Authentication Settings

~ (®) Privat
User Typa: l:_:' Public user = e
user

Primary Authentication

Local password

[] certificata/use key

Secondary Authenticaticn

[ Hardvare 1D

D SMS password based

4.  Click the Save button and Apply button to save and apply the settings.

Adding User Logging in with Certificate

1. Navigate to SSL VPN > Authentication to download and install the USB key driver and

USB key tool (for importing USB key).

2. Navigate to SSL VPN > Users > Local Users and click Add > User to add a new user, as
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shown in the figure below:

¥ Add User

Basic Attributes

Fields marked * are required

Drescripticn: |

Confirm: sse

Mobile Number: |
Added To: / Ly

l:l Inherit parent group's attributes

L I:l Inherit policy set
["] 1nherit authentication settings

Authantication Settings

Certificate/USE Key: none

| Genarate Certificate | | Import Certificate | | Create USB Key |
virtusl 1P: (@) Automatic () Specified
Expiry Date: @) Never C:' Specified
Status: @' Enabled O Disabled

Offline Access: Offline access is not enablad in policy et

—
(@) Privat:
User Type: O Public user = o

user

- Primary Authentication

I:l Local password

[ [#] certificate/use key |

— Secondary Authentication —

I:‘ Hardware 1D

l:‘ SMS password based

3. Configure Name and Local Password fields. Select user type Private user.

4. Configure Authentication Settings. Select primary authentication Certificate/USB key.

5. Click the Generate Certificate button to enter the Generate Certificate page and generate

certificate for this user, as shown in the figure below:

Generate Certificate x

Country must be 2-letter abbreviaticn {e.g., China-CHN, U.5.A.-U5)

Country: .:E'.N

State: |GD

City: | sz
Company: | EAMEFDR

Certificate | =
Password: -

Diepartment: |section
Issued To:

E-mail s %Efc;r_@;al.au pprm't_xi

valid To: |20281122  |[®

Femember and take settings as defaults

| Generate || Close

6. Configure the required fields and click the Generate button. If certificate is generated

successfully, the following prompt dialog will pop up:
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Download Certificate

¥ Completed. Flease cliclk the
button to download certificate!

| Download

7. Click Download to save the certificate file support.p12 to the computer and send it to the

end user.

8. End user installs the certificate on his/her computer, visit the login page and select Use
Certificate login method to connect to SSL VPN, as shown in the figure below:

Access S5L VPN

Username:

Paszword:

Other Login Methods:

5] Use Certificate | g Use USE Key

Configuring VPN Resource

Adding Web Application

Background:
One DNS server and four servers deployed in the enterprise network are providing services for
employees:

»  http://oa.123.com: an OA system. Server address is 192.168.1.10. The employees mainly
work via this platform.

*  http:/bbs: a website where employees can communicate online. Server address is
192.168.1.11.

»  http://mail 123.com: a mail system of the company. Server address is 192.168.1.12.

" fip://ftp.123.com: a file sharing system of the company. Server address is 192.168.1.13.

Purpose:

Enable employees to access these resources over SSL VPN, but no add-on needs to be installed.

Analysis and solution:
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OA system is a JSP-based system. Interactions among units of an OA system are complicated and

many scripts and controls need to be invoked. Because of the complexity, defining OA system as

Web application is not a wise choice, but TCP application and L3VPN are good choices for it. For

the other three resources, they can be defined as Web application because they are static.

To achieve the expected purposes:

1.

Navigate to SSL. VPN > Resources, add a TCP resource named OA System (address is
http://0a.123.com) and associate it with the with the user accounts of the employees (to
configure TCP application, please refer to the Adding/Editing TCP Application section in
Chapter 4).

Navigate to SSL. VPN > Resources, add a Web resource named bbs (address is http://bbs)
and associate it with the employees.

a.  On the Resources page, click Add > Web app to enter the Edit Web Application page,
as shown in the figure below:

3+ Edit Web Application

Basic Attributes Fielde m

Name: bbs la

Description: | Bbe rescurce

Type: alid i
Address: hitp:/ibhs f
idded To: | Defaultarcup i

b. Choose resource type HTTP, and enter the resource address into the Address field.
c. Configure other required fields.
d. Click the Save button to save the settings.

Navigate to SSL VPN > Resources, add a Web resource named mail (address is

http://mail. 123.com) and associate it with the employees.

a.  On the Resources page, click Add > Web app to enter the Edit Web Application page,
as shown in the figure below:
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‘#r Edit Web Application

Basic Attributes Fields

Mame: mail

Description; | mail rezource

Tyvpe: MAIL |
Address: 152188112 I
SMTP Port: _25 i
IMAF Fort: [ 143 e
I Domain MNarme: | hitpimail 122 com =
Added To: | Default group i

b. Choose resource type MAIL, and enter the IP address of the SMTP server into the

Address field and the domain name into Domain Name field.
c. Configure other required fields.
d. Click the Save button to save the settings.
Add a Web resource ftp (address is fip:/ftp.123.com) and associate it with the employees.

a. On the Resource Management page, click Add > Web app to enter the Edit Web
Application page, as shown in the figure below:

Ed ilWeh Applicatiun

Basic Attributes Fields mz
Mame: 'lﬂF' =
Description:
Type: FTP W
Address: Hpdifte 123.com =
FTP Port: |21 &
added Ta: :Defaurt group 33

e. Choose resource type FTP, and enter the resource address into the Address field and
the port into FTP Port field.

b. Configure other required fields.
c.  Click the Save button to save the settings.

Navigate to SSL VPN > Roles to add a role, assign the role to the employees, and associate it
with the resources named bbs, mail and ftp. For detailed procedure of adding or editing a

role, please refer to the Roles section in Chapter 4.
Click the Apply button (on the yellow bar at the top of the page) to apply the settings.

Employees log in to SSL VPN and can visit the resources on the Resource page just by
clicking on the corresponding resource link, as shown in the figure below:
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Welcome testil |
@ SANGFOR

http:// www.examp

R

| Resource Group | & To aveid data leakage risk, you'd better not save account en public device.
[._Default group ﬁ bbs TvpetHTTP

%I".’._ testGrp
i - mail Type:MAIL
e IhtGrp
" qmx-test-group

EJ ftp Type:HTTP

Masquerading Resource Address

Purpose:

Conceal the IP address of the server that provides resource to users. Resource address
masquerading only applies to HTTP, HTTPS, MAIL and FTP types of Web resources. Real
addresses of FileShare type of Web resources are visible to users.

To achieve the expected purposes:

1. Navigate to SSL VPN > Resources and click Add > Web app to enter the Edit Web
Application page.

2. Select resource type HTTP and enter the resource address (e.g., http://200.200.72.60) into
Address field. Select the Enable resource address masquerading option, as shown below:

4 Edit Wab kppﬁé:ii.tibn

Basic Attributes

MName: Web server *

Description:

HTTE P

Type:

Address:  [htip:/200.200.72.60 i
added To: | Default group =
Icon: e

Enable resource

‘u"isible for user

Enable rescurce address masquerading

3. Associate the resource with the user. For detailed guide, refer to the Adding Role section in
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Chapter 4.

4. End user logs in to SSL VPN and enters the Resource page. The Resource page is as shown
in the figure below:

Welcome testll |

SANGFOR

.. i

http://wwiw.exampl

{@ Default group

B8 testcm

a mail

A% To avoid data leakage risk, you'd better not save account on public device.

Type:MAIL

4
1

& IhtGrp

"
@ Web server

5. Click the resource link to access the resource Web server. As shown in the figure below, the
URL address of the visited resource is not the real address (200.200.72.60) but a meaningless

':':‘E gmx-test-group

B2 RemicteApp

character string.

s 200,200,67, 23941

Adding FileShare Type of Web Application

Purposes:

=  When the employee ssl1 accesses the Web-app-based file sharing server (IP: 200.200.72.169),
he or she does not need to install any ActiveX control and can enjoy the speedup of access to

the file sharing server.
=  Employees can log in to the server automatically, without entering username and password.
To achieve the expected purposes:
1. Navigate to SSL VPN > Users and click Add to create a user account, as shown below:

Basic Attributes Fields marked * are required

Name: sl #* Certificate/USB Key: none

Drescription: |
Password:

I
Canfirm: i

Mobile Number: |

Added To:

! »

Inherit parent group's attributes

Inherit policy set
Inherit authentication settings

| Benezate Certificate | ' Import Certificate | | Create USH Key

Virtual 1P: (@) Autornatic () Specified

Expiry Date: (!) Mevear C' Specified
Status: @ Enabled '3 Disabled

Offline Access: Offline access is not enabled in policy set
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2.

Navigate to SSL VPN > Resources and click Add > Web app to add a resource, as shown
below:

k¥ Resources

| Add v @ Delete [ Edit [FSelect » [ghMove ®)View Association View Al vi»
E_, D MName = Typea Crescription
3 TCR 2pp D = RemoteApp Resou... Apptest
LEVEN [0 & it REsou...
Remote Application [ 4] External resources Resou... Visited via LDAF
Fesource group D [#1 Default group Resou... System proteck:
D |j 136xp Tarmii..
3. On the Edit Web Application page, select FileShare type of application and configure the
other required fields, as shown below:
v+ Edit Web Application
Basic Attributes Fields marked * are required
MName: [ 'md:: f.i.ie.a.aha.r.i.ng 1*
! i
Drescription:
Type: FileShare v
Address:  [2pp 20072188 e
Use specified account to login to file
senrer ........... —
Username:| Administrat
| )
Password: [seses
Comain:
Added To: . Cefault group u
Icon: -
Enable rescurce
Wisible for user
4. On the Role Management page, click Add to add a role, as shown below:
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Role Management

[E9add ~| @ Delete [jEdt | i Select » 13 Get Priviege Report Search by Name -
Desc... Assigned to Group
By using template n Oper... Syst..

5. On the Add Role page, select user ssll added in Step 1 and the resource Web file sharing to
associate the resource with the user.

Basic Attributes

Fields marked * are ragquirad

N;megi-'u'u'ebﬁleshafing e

Drascription:
Assigned To: .SSH | Select User/Group

Security Policy: _ | Select Role-level Palicy

Enable Role

Associated Resources

@ Select Resource

| Name Type Crescription

% web file sharing FilaShare

6. When the employee uses the user account ssll to connect to SSL VPN, he/she will see the
Web file sharing resource link on Resource page, as shown in the figure below:

__/r!\. To avoid data leakage risk, yvou'd better not =ave account on public device.

| Resource Group

| 1@ Default group

_ | a Web file sharing Type:fFileShare

7.  Click on the resource link and the contents on the Web file sharing server and the available
contents will be displayed, as shown in the figure below:

iy File Sharing

File Locatior:|__| Web file sharing

| Refresh | | Mew Folder | Upload | PackaDownload Remnvel | Eut: | Capy | Paste | Rapams Saarch

[0 nName size Modified
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Adding Web Application Enabling Site Mapping

Background:

An OA system is JSP-based system and provides service for employees. Interactions among units
of an OA system are complicated and many scripts and controls need to be invoked. Sangfor
device is deployed in gateway mode. The network topology of custom network is shown in the

figure below:

WAN: 202.96. 137.75/24
LAN:192. 200. 200. 254/24

192. 200. 200. X/24 0A: 192.200. 200. 20/24
GW:192. 200. 200. 254 GW:192. 200. 200. 254

Purpose:
Enable employees to access OA system over SSL VPN easily.
Analysis and solution:

OA system is a JSP-based system. Interactions among units of an OA system are complicated and
many scripts and controls need to be invoked. Except defining OA system as Web application, site

mapping feature should be enabled for this Web application.
To achieve the expected purposes:

1. Navigate to SSL VPN > Resources, add a Web resource named OA System (address is
192.200.200.20), as shown in the figure below:
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v» Edit Web hpﬁi’u:a.ﬁbn

Basic Attributes Fields marked * are required

Name: _‘5-;"*.5]-"5@"1 *

Description: |

Type: [HTTR v

Address: | 152 200.200.20 % i:
Added To: | Default group | n
Icon:

Enable resource
‘ufiﬁible for user

D Enable resocurce address masquerading

2. Click on Site Mapping tab and select Enabled to enable site mapping feature. Select VPN
Port as Mode and enter 8080 in Port field. It is recommended to select the Rewrite webpage
contents option. If it is selected, the webpage containing lots of scripts can be modified and

rewrote.

| 550 || Authorizes Admin || Accounts Binging || URL Acces Contol || Site Mapping

Enabled

Changing mode or port reguires VPN services to restart.

Mode: (8) VPN Port () Domain

Port: 3['3{'

Rewrite wabpage contents

3. Navigate to SSL VPN > Roles to add a role, assign the role to the user Sangfor, and
associate it with the resource named OA System. For detailed procedure of adding or editing

arole, please refer to the Roles section in Chapter 4.
4. Click the Apply button (on the yellow bar at the top of the page) to apply the settings.

5. User Sangfor logs in to SSL VPN and can visit the resources on the Resource page just by

clicking on the corresponding resource link, as shown in the figure below:
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Log Out

£
8
El
n
i
i
5
I

_~ SANGFOR

(]

Resource Group

0A Systam

|E Dafault groun

6. Click the resource link to access the resource OA System. As shown in the figure below, the

URL address of the visited resource is not the real address.

& https//200.200.75.240:8050 L~ @ Centificat.. B C

If there is a domain name, obtained from ISP, directing to the Sangfor device, you can also select

Domain as Mode, and enter the domain name into Domain name field in step 2, as shown below:

I 350 Buthorized Admin || Accounts Binding URL Access Control Site Mapping

Enabled

Changing mode or port requires VPN services to restart,

Mode: '\:,' VPN Port '-"_i\.l Comain

Cemain Name: | waww.ooa. com

Rewrite webpage contents

= Resource address masquerading and site mapping which is also called Easylink cannot be

enabled together.
= The VPN port mapped to Web application cannot be used by other application.

= The domain name mapped to Web application cannot not be used to connect to SSL VPN.
User can connect to SSL VPN by typing the IP address of Sangfor device or other domain
name. One domain name can only be mapped to one Web application.

= The Easylink resource mapped to VPN port can be accessed by typing corresponding address
into the toolbar of IE browser, while the Easylink resource mapped to domain name cannot

be accessed through typing domain name into toolbar.

= In case that Sangfor device is deployed in single-arm mode and port mapping is enabled,
Web application is mapped to port 8080 of Sangfor device, corresponding port of front-end
firewall needs to be mapped to Sangfor device, except mapping port 443, and access through

port 8080 needs to be allowed by firewall.
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Configuring TCP Application

Adding TCP Application

Background:

One DNS server and two servers are deployed in the enterprise network, providing services for the
employees:

»  http:/foa.123.com: an OA system. Server address is 192.168.1.10.

= Accounting system: Server address is 192.168.1.15 and port is 4003, providing services such
as pay rolling, payment claiming, etc.

Purposes:

=  Enable employees to access OA system directly (i.e., visit OA system through browser).
=  Employees can open the accounting system, and connect to the server over SSL VPN.
Analysis and solutions:

Both the OA system and Accounting system can be defined as TCP application. Since OA system
is a type of system involving immense interactions and some even need links to a number of
servers, we need to use the feature Smart recursion of resource access (for more details, please
refer section TCP App Resource Options in Chapter 4).

To achieve the expected purposes:

1. Navigate to SSL VPN > Resources. Click Add > TCP app to enter Edit TCP Application
page and add a TCP application (named OA System, with address http://oa.123.com)., as

shown below:

Basic Attributes Fields

Mame: OA zystem
Description:

. |HTTP v

Address:| o isa 122 comi0:80

)@ &

Frogram Fath;

Path could be absolute path and environment variable (=.g., %windir3a)

sdded To: Defaul group EH

2. Click Add > TCP app to enter the Edit TCP Application page and add a TCP application
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(named Accounting system, server address: 192.168.1.15 and port is 4003), as shown below:

»» Edit TCP Appllcahcm

Basic Attributes Fields m

Marne: [Accounting gystem la
Description: | Accounting syatem
Type: __Gther :v..

Address: | oo 420 1 15040032003

Program Path: C:\Program Fileg\D Computsr Solutionsi | Browse... |

Fath could be absolute path and environment variable (e.q., Yawindir¥a)

Added Ta: | Default group |

Icon:

Enable resource
Visible for user

Choose the application type Other and specify the address and port.

Add or edit a role to associate the two resources (OA System and Accounting system) with
it and assign the role to user (for detailed guide, please refer to the Adding Role section in
Chapter 4).

After logging in to the SSL VPN with the specified SSL VPN account, the employees will

see the resource link, as shown in the figure below:

@ Welcome testii | £
= SANGFOR

E‘J http:/ v exampl
_f:, To avoid data leakage risk, you'd better net save account on public device,
|
Iﬂ Default group @ Web file sharing Type:FilaShare
- testGrp
) Accounting system TypeiOther
& htGrp
5 gmx-test-group
- z a OA system TypeiHTTR
- Remotelpp

OA system could be accessed when the employee clicks on the resource link, or visiting the

server through browser.

The accounting system could be accessed directly by clicking the link if program path is
specified in step 2. If it is not specified, employee needs to launch the program manually

after clicking resource link.
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Configuring URL Access Control Feature

Background:

A file server (duan.sslt.com) is deployed in the enterprise network, providing services for the

employees.
Purposes:

Only allow the members from Finance department to access this file server, and only the directory
duan.sslt.com/frame can be accessed by them, others directory of the file server being

inaccessible.

Analysis and solution:

URL access control feature can achieve control over the access to the file server.
To achieve the expected purposes:

1. Navigate to SSL VPN > Resources and add a TCP application (named URL access control,

URL: duan.sslt.com), as shown in the figure below:

'+ Edit TCP Application

Basic Attributes Fields marked * are requirad

Name: URL scoess contral &

Crescription:

Typa: |HTTP -

Address: duan.ssit.com/80:80

L R+

2. Click the URL Access Control tab, select the option Only allow access to the URLs below
and add a new entry (URL: http://duan.ssit.com/frame) into the list, as shown below:

S56 Authorized Admin || Accounts Binding || URL Acoess Control || Gthess
Enable URL access control Set Access-Denied Prompt Page How Does URL Access

'i'i_:' Cnly allow access to the URLs below '::' Cnly deny access to the URLs below
(HAdd (@ Delete [ Edit
Ol urL

D http://duan.sslt.com/frame |
3. Create or edit a role and associate the resource with the user account of the employee (for
detailed guide, please refer to the Adding Role section in Chapter 4).

4. After logging in to the SSL VPN with the specified SSL VPN account, the employees will

see the resource link, as shown in the figure below:
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- Welcome testil

= . SANGFOR
-

)

http:/fwww.examp

Resource Group

A5 To avoid data leakage rizk, vou'd better not save account on public device.
’EJ Default group a Accounting system Type:Ciner
B tectGrp
OA system TypetHTTF
B IhtGrp
58 ‘qmic-test-group % URL access control TypetHTTP

& Remotefpp

To access the frame directory, the employees needs only to click the URL access control
link. Access to the upper-level directory will be denied.

Adding L3VPN Application

Background:

192.168.1.10-192.168.1.15 is a subnet in the enterprise network.

Purposes:

Enable network administrator to access internal machines on subnet 192.168.1.10-192.168.1.15
over SSL VPN

Analysis and solution:

For network administrator, defining the remote computers as L3VPN resource would allow

him/her to access these machines remotely.

To achieve the expected purposes:

Navigate to SSL VPN > Resources and click Add > L3VPN to enter Edit L3VPN page, as
shown in the figure below:
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Basic Attributes Fields marked * are regquired

Name: ping &

Description: |

Type: Cer ¥ | Protocol: ISMP ¥

Address:| 155 188.1.10-192.168.1.15/0:0

(3R e

Program Path:

Path could be absclute path and environment variable {(e.g.. Ywindir%)

tdded T Default group e

Icon:

Enable rescurce
Wisible for user

Enter resource name (for example, ping), configure other required fields and click the Save

button to save the settings.

2. Add or edit a role to associate the resources ping with it and assign the role to the network
administrator (for detailed guide, refer to the Adding Role section in Chapter 4).

3. Click the Apply button to apply the settings.

4.  After network administrator logs in to the SSL VPN, he/she will see associated resources, as
shown in the figures below:

$ Walcome Sang
&_ SANGFOR
—
| Resource Group
i DA System Type:HTTE
Iﬁ Default group
URL access control Type:HTTP
ping TypeiOther

Network administrator can launch CMD.exe on local PC to ping the connectivity of the computers
residing in the network segment 192.168.1.10-192.168.1.1.
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Adding Remote Application

Purposes:

Enable employees to access WordPad on the remote application server (IP: 172.16.253.119, port:
7170) and save modified file to private directory or public directory on remote server.

To achieve the expected purpose:

1. Install Terminal Service and RemoteAppAgent program. To download RemoteAppAgent
program, navigate to SSL VPN > Remote Servers to enter the App Server page and click
Download RemoteApp Agent to download the RemoteApp Agent program, as shown
below:

i—App Searver I g-tﬂrage_. 5‘31:3!.'\.'&?

“TrRefresh ) Add v G Delete [ Edit P select [ Move | Search by Mame =
Search PlE i3 |:| Name = Add Multiple Programs
= =all |_| | Default group Program White List L
| Default group 2l T
|__ 200.200.72.140 Status
] @ zo0.z00.74.153
= Session Options
[ s zoo0.z00.74.71
@l | 200.200.75.64 Download Remote App Agent
Update

2. Double-click the executable file named SFRemoteAppServerlInstall.exe and follow the
instructions to install the RemoteApp Agent, as show in the figure below:

i I ™

{39 RemotedppServer 6,8.0.34 Setup — .

Welcome to the RemoteAppServer
6.8.0.34 Setup Wizard

This wizard will quide you through the installation of
RemoteAppServer 6,8.0.34,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue,

[ Mext = ] I Cancel

L™ A

3. Create private folder and public folder on storage server. The file system format should be
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NTFS. Share this private directory and specify user permission for access to this folder.

Advanced Sharing ﬁ

Share this folder

Settings

Share name:

[P:i\rate o

Limit the number of simultaneous users to: B

B il

Comments:

| Permissions | | Caching |

Lok J[ coneed J[ soon

- —
| Permissions for Private. o ﬂ

Share Permissions

Group or User names:
el
5B Everyone

Add ][ Remaove ]
Permissions for Evenyone Dery
Full Corttral [l
Change [
Read [

Leam about access control and permissions

[ o me | [ ﬂpplyj

L E—

4. Navigate to SSL VPN > Remote Servers to enter the App Server page and click Add >
Server to add an application server, as shown below:
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6.

7.

App Server

Basic Attributes

Fields marked * are required

Sarver Name: i Remaote App server

Description: .

Server Address: §1?2.1a.253.119 =
Server Port: 71 7o _ *
Admin Account: ;-.-;ldl'l'l‘il'l *
Password: :--"" m | | TestConnectivity | *
Added To: | Default group Fon

LU - means fd lirrit]

M=z Concurrent Sassicns: |0

#

Status: l@l Enakblad l\::l Cisabled

Configure admin account, password, and other required fields and make sure the application
server can connect to the Sangfor device. You can click the Test Connectivity button to

check whether this remote application server can be connected.

If the following prompt appears, the Sangfor device is then connected to the remote

application server successfully.

Connect to and verify remaote app server successfully

If the following prompt appears, the SSL VPN cannot connect to remote application server.

In that case, check whether the remote server is configured properly.

Connection failure (failed to connect remote server, possibly due to port ervor or network
error) ' '

X

Under Remote Application Programs, click Select from Sever to select the application

program WordPad, as shown in the figure below:

Remote Application Programs

Tl select iom Server | Add Manually @ Delete [ Edit | [#Seledt » T Associsted Resources

D Application Program = Path

The selected programs are seen in the figure below:
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Remote Application Programs

"o el from Sersar A0 Manuaty (G Daists .L Edd | [ Salect =
[ applicstion Program = Path wahd?
| D _{f WordPad Co\Progeam Fllas\Wendoss NT\Aocassaneswordpad.... es

8.  Click the Save button on the editing app server page to save the settings.

9. Go to SSL VPN > Remote Servers > Storage Server to enter the Storage Server page,

click Add to add a storage server and create private directory and public directory for it, as
shown below:

T <ioese oo

Basic Attributes

‘ Mate: File system of storage server must be NTFS.

Server Name: ¥

Description:

Servar Addrass: 200.200.75.64 |+
Server Port: T170 *
Admin Account; | 8dministrator G
Password: hciasser i Test Gonnedlivity | ¥
A 3t .
Status: (@) Enabled {_) Cisabled
Directories

& Add ~ @) Delete

D Name Path Type
Cl private Crishare\private Private diract...
ﬂ public Cih\share'\public Public directory

10. Navigate to SSL VPN > Policy Sets to enter the Policy Sets page and add a policy set that
will associate with the corresponding user (for procedures of configuring policy set, refer to
the Adding Policy Set section in Chapter 4). While configuring the Remote Application tab
(as shown in the figure below), ensure the following:

=  The user account for logging in to the remote application server is the SSL VPN
account or Windows account created as per the SSL VPN account.

* Directory is specified, so that the data or files in remote application session will be
saved in the storage server and available to user for future access. Private directory
indicates that a folder will be created in the specified directory automatically when user
connects to the remote server, and is solely visible for that user.
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¥+ Add Policy Set

Policy Options

I Logon to Remote Server’

“Z‘.rea*te Windows account as per 551 WPN account w

Use server's own account A | 2FEESS some crucial system programs,
Use 55L VPN account

Type: L e ...._vfxil'ege
 Create Windows account as per SSL VPN account |
Deletion: I:l G removing user trom local device, remove account and related data from remste server
Policy Options

: Clignt ii Aecount Opticns i| Remaote Application |i CGloud Storage: |
1 1 1

[ Storage Directory -
| Private Directory: |E""'15-"5":'-5-"‘:":'-75-f5"P‘~IF=1Ti"'l'iﬂ‘fE "

Public Directory: | | "200.200.75.84\public s

EasyFile Cloud Storage -

Cloud Server Group: | Default group i".

11. Associate the policy set with the corresponding user (for detailed guide, refer to the Adding
User section in Chapter 4).

12. Navigate to SSL VPN > Resources to add a remote application resource (for detailed guide,
refer to the Adding/Editing Remote Application section in Chapter 4), as shown below:

3 Edit Renmiote Application Resource

Basic Attributes Fields marked * are required

& Fra | Remote application | =
| ]
Crescription:

Added Tg: | Default group

Icon:

Enable resource

Frogram: | | Select

13. Click the Select button (next to Program field) to select program WordPad, as shown
below:
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Application Programs

if the desired progeam iz not isted below, go o "Remote Server Management” 1o add 1' Search =
Applicaticn Fregram Server

O E Paint View

A wardPad View

14. Click the OK button to save the settings and the program name is seen in the Program field.

4 Edit Remote Application Resource

Basic Attributes Fields marked with ™ ara re
Name: Remabe appicaticn -
Description:
Added To: | etaut group »
Ieon: v

rabl aures
Program: WeordPad | Salect |

15. In the App Server tab, select an application server to publish WordPad.

16. Navigate to SSL VPN > Roles to associate this remote application resource with the
corresponding user (for detailed guide, please refer to the Roles section in chapter 4).

17. After the employee logs in to the SSL VPN, he or she will see the Resource page with the
resource link to that remote application.

18. Click on the link to the remote application resource created in Step 12, and a remote
application session will be established, as shown in the figure below:

¥z WordPad - Remote Application

Starting remote application...

CLITT ]

[ Details »> J[ Cancel l

19. To view the connecting process, click the Details button. Progress details will be seen as
follows:
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WordPad - Remote Application

Preparing to retry...

| ]

| <«Detais | [ Cancel |

10:55:45 Querying Remotefpp resource information. ..

10:55:45 Stating $ession plocess...

10:55:47 Connecting to Remotefpp server ..

10:55:57 Staiting remote application...

10:55:53 Failed to stant remote apphcation: The spstem cannot find the path spec

10:55:58 Preparing to ety

Once the session is established successfully, WordPad will be launched. The employee can
edit and save the document to the specified directory on the remote storage server. Next time
logging in to SSL VPN, he or she can edit this document again in remote application session

zument - WordPad.

Fite  Edit Wew Insert Formiat Help

DEE SR @ @ B
IAriaI :v'| i‘ID v-| |Weslern v| B 7~ U ‘@ |§|§ =
g"'!"'?"'!'"?"'!"'?"'!"".‘"'!"'5'

Remote Application

Sangfar

For Help, press F1 MM

If the employee wants to save the modified file on client side. There are two methods to achieve
that:

Method 1:

a.  Select Drives option on Remote Application tab when adding/editing policy set, as shown in
the figure below:

| Client || Acocount Options |i Rempte Application i: Cloud Storage [
| |

- Logon to Remote Server -
Usar Account: :.t:I'EE‘tE Windows acoount as per 551 VPN acoount |
"':r USErs use -se-r.-e"rl's oM account, ‘.:.he;- .i'-a-,-e ri;_:|:'|t to Sccess some crucial systen programis,
Type: @ User privilege O.P«drnin privilege

Dieletion: l:‘ On removing user from local device, remove account and related data from remote server

~ Allow Uss of Local Devices/Rasources in Session

Clipboard Printer |:| Virtual Printer

b. Log in to SSL VPN using VPN client. Right-click on VPN client logo and click on System
Settings to enter the System Setting page and click Remote Application tab to enter the
following page, as shown below, and select the Local Disk option.
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e seving: S =

% Easy Connect

Benote kop | Resource Path

Local regource mapping

Tipz: unavailable devices and rezources may be banned by
adrniniztrator

[¥] Lacal Disk [ ] Prirker [¥] Serial Part
o= [] Smart Card [¥] Clipboard

Color Quality
ﬁ', | High Calor {16kt -

Femaote PC Sound

G [F'la_l.x oty this complter v]

|put kM ethod E ditar[[ME ]

!I. ". [_Lu:u:al Input method ."_]

Printer

s | -]

SEAP Optionz
E_ﬁ Feduce image quality to accelerate data

E tranzter and allow compramizse in visual _ Settings(S]

ExDENEnCE.

) ()

Click Save to save the changes. Then you can save file to the local drives.
Method 2: Download the file by the means of file sharing

a. Select Download when selecting private directory or public directory on Cloud Storage tab,
as show in the figure below:
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Private Directories x

System creates folders for each user in the selected directory. Users have the right to w
or read their own folders. Uplead and Dovnload mean that upload and downlead opera
can be performed on the directory based on Web sharing. and folders will be redirected
private directory.

Path Server Name Upload Drownload

Win.iii.1ii.16\Personal FilaShare |:|

i O || Cancel |

b. Loginto SSL VPN and right-click on VPN client logo, you will see the following figure:

| L1 Connection

|40 Histary Message

<22 Personal Setup
[ Systern Settings
=7 Frivate Directo

-.,Mc Directo

£ | Show Resource ==

: S
' Exit T
gla &
|| » 1B W a0 =

c. Click Private Directory to enter the File Sharing page, as shown in the figure below and

you can download desired file here:

i, File Sharing

File Location: | private/

Refresh | | Mew Folder Uplead | Pack&Download | Remove Cut | Copy Paste | Rename Search
!

[ nName Size Modified

H| Desktop 2015-03-30 181605
[0 [ MyDacument 2015-03-30 131608
O] [ MyMusic 2015-03-30 18:16:06
[ | MyPictures 2015-02-30 18:16:06
[} [ My Video 2015-03-30 18:16:06
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Configuring Authentication with External CA

Using External CA Root Certificate to Generate Device

Certificate

Purpose:

Import and use the external CA root certificate to generate certificate for the Sangfor device, so
that end users can pass certificate based authentication when logging in to the SSL VPN if they
own certificates issued by that external CA.

To achieve the expected purpose:

1. Navigate to System > System > Device Certificate, as shown in the figure below:

Date/Time || Consols Options || Extarnal Réport Canter i Device CertiFi:ateTl

RSA Encryption Standard

Subject: C=CN,5T=guangdeng,L=shenzhen,CO=sangfor,OU=sslvpn,Cl=sslvpn,emailAddress=ssl@sangfor.com
View Download Uodats

Generate a certificate signing request {CSR) for the davice:

Create CSR

Subject: C=CN,5T=GD,L=52,0=SANGFOR,0U=55L,CN=sangfor,emailAddress=5SL@SANGFOR.COM
View Download Update
Generate a certificate signing request [CSR] for the device:

Create 3 CSR for Device
Certificate Authorities{CA)

Cptions related to digital certificate. To generate Certificate Signing Reguest{CSR) or issue certificate, go to
Certificate/USE Koy Based Authentication.

2. Click the Create CSR button to generate a certificate signing request (CSR) for the Sangfor
device. The Create a CSR for Device page is as shown in the figure below:
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Create a CSR for Device *

Country must be 2-letter abbreviation (e.g., China-CN, L.5.A.-

Us)

Countryt |CH i+
State: GD *
City: |82 +
Company: ..EAN.E:rFDF.. *
Department: | SUPPCORT *
Issued To: |www.sangfor.com +
E-maili | supporti@=angfor.com.cn *

Keay Sizea: '11.]&4 -

Encoding: UTF8 w

Ok , . Cancel |

Configure the required fields. In this scenario, country is CN (China), state is GD
(Guangdong), city is SZ (Shenzhen), company is SANGFOR, department is SUPPORT,
email address is support@sangfor.com.cn, and the certificate is issued to the login page
(address is 10.111.111.3) to the administrator Web console of Sangfor device.

5

= Country should be a two-letter abbreviation.

=  State name can contain a maximum of 20 characters.

Click the OK button to save the settings.

Once the CSR is generated, click Download to download the request or copy the above
request contents into a text file. The contents in the .csr file are as shown below:
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MIIBODCCATEC A A FExCz AT B NVBAT T ANOMG swC¥DVOR TEwT HRDEL MAkG A1 UE
BxMCU1 oxEDAOE e NVE A TE 1NE Tk d5 T1 IxEDAOE ¢ NVEA=TE | NVUFEPT10x6 zATE NV
BAMTEnd3dySz TWEnIndvLndiwh 55 i ELMCMSC S a6 SThIDQETARTWe 3ol By dEEz
TWERImSyLndwbSE 7 iCEnzANE gkahkiG SwlBAQEF AL0F jQAwe TkCg TEAxLfnldg T
VG ib8SUTTwydt =Dz SHEDrG I03 1 kATRHRwT 7+ Es8LbEn] HozLwC S 1DV ek ifus0Be
K 3dkx Tris THIME/01C0Lno T uzH+5Ewsb 10 SNIu3z63 3w 1h] g5 2n04rB5 1 kKR 91
roohT9sDEHE sF8NIT eh+fubyfxnTCd T EC AvEAL 2 A AMAOGC Sqi ST 3DQEBBQUA
AGEACHT e 1+ w8 I CREEGQCK A T 1Wih& 8K DQE Rt WS ZC W 1 TEwE 2281 3o ANGT
BY9955iDKuSHruk 3T jkSR+VECEWT £ Pl ATPE0df 2 65w LREViwép Tulxr, qv TvV
OHC ¥ dmj A8eOnVIML T TusnoE jMIe 1 Udf rasf 2% r 9K pM+Ed

6. Submit the generated CSR to the external CA.
7.  Get the Sangfor device certificate from the external CA.

8. Navigate to SSL VPN > Authentication > Certificate/USB Key Based Authentication
page, and click Add under External CA section to upload the device certificate you have
received from external CA to Sangfor device, as shown below:

External CA
e Add
Name Certificate Status Operation
i External CA View | Update o 4

9. Click on the External CA in Name column to enter the External CA page and configure CA

Options, as shown in the figure below:

Certificate Attributes

Instructions

Username Attr: CH hd
Binding Field: |License ey b
CA Encoding: |UTF-E w

CA Options
(_; Trust the users who have imported certificate issued by current CA
':i,' Trust all the users whe own certificate issued by current CA

Group Mapping Rule:Configure Mapping Rule. Mapping user to a local group will have this user associate
vith policies and authentication methods of this group.

10. Users can log in to SSL VPN with the certificated issued by this external CA.
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Mapping User to Local Group Based on External Certificate

Background:

Take Microsoft CA for example. As we know, for user accounts stored on LDAP server, the users
under different OUs have varied privileges.

Now, the prerequisite is that each user owns a certificate issued by a third party CA already. We
are to have these users (under different OUs) automatically granted with different levels of
privilege to access the SSL VPN, hoping that they can pass the certificate based authentication
with the certificate issued by the third-party CA when they connect to SSL VPN.

Suppose LDAP user test1 is under oul, and user test1 is under ou2.
Purposes:

To assign different resources to the two users automatically after they log in to the SSL VPN
successfully, but the two users need not be imported into the Sangfor device.

Analysis and solution:

Firstly, we need to configure external CA and use the CA to generate certificate, so that users can
use third-party certificate to log into the SSL VPN. Secondly, we need to map the certificate users
to the user group on Sangfor device, so that they can be granted with the same privilege as the
users under the target group.

To achieve the expected purposes:

1. Configure external CA (for detailed guide, please refer to Configuring External CA in
Chapter 4).

2. Navigate to SSL VPN > Users and create two user groups named oul and ou2 (for detailed
guide, please refer to the Adding User Group section in Chapter 4). Primary authentication
Certificate/USB key need not be selected for both users oul and ou2.

3.  Generate certificates for the two users, testl and test2.

FEEEY dest] pfx
M:, Ferzonal Informa .

test? pix
o Farzonal Informa. ..

3 KB

“E:
Check the subjects of the two certificates, as shown below.

DN of testl: CN=testl, OU=oul, DC=zy, DC=sangfor, DC=com
DN of test2: CN=test2, OU=ou2, DC=zy, DC=sangfor, DC=com

4. Configure CA option. Select Trust all the users who own certificate issued by current CA
option, as shown in the figure below:
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CA Options

User Login Permission:
':::' Trust the users who have imported certificate issued by current CA
@ Trust all the users who own certificate issued by current CA

Group Mapping Rule: Configure Mapping Rule. Mapping user to a local group will have this user assoriate
with policies and authentication methods of this group.

Click the link Configure Mapping Rule to configure two mapping rules, one rule mapping
LDAP oul to the local group oul, and the other mapping LDAP ou2 to the local group ou2,
as shown in the figures below:

Add External Certificate User Mapping Rule x

For users who have not imported certificate into local device, systam will map the
specified user to certain local group after successful authentication as per the
mapping rula below. Those users have the same privilege as the group users.
Notes:

1. Certificate is case sensitive.

2. Order should be followed while typing DN, from username to country.

3. State must be labaled as ST rather than S.

Example:CH=name,OU=secticn, O=company,L=52,5T=G0,C=CHNZ

Certificate DN: Dll=put, DC=sangfor,BC=com

: Map to Group: | foutd [T

| a].4 || cancel | ‘

Add External Certificate User Mapping Rule X

For users who have not imported certificate into local device; system will map the
specified user to certain local group after successful authentication as per the
mapping rule below. Those users have the same privilege as the group users.
Notes:

1. Certificate is case sensitive.

2. Order should be followed while typing DN, from username to country.

3. State must be labelaed as 5T rather than 5.
Example:C=name,OU=section.O=company,L=5Z.5T=GD,C=CNZ

Ceortificate DM: DlU=ou2, X=sangfor,MC=com

Map to Group: Jou e

{ Ok [| Cancel |

Navigate to SSL VPN > Roles, create two roles and associate the local groups oul and ou2
with different resources (for detailed guide, please refer to the Adding Role section in
Chapter 4).

Save the setting and then click the Apply button when configuration is completed.

After logging in to the SSL VPN, what testl and test2 will see on the Resource page will be
the corresponding associated resource.
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Configuring Resource Enabling SSO

Adding TCP Application Enabling SSO

Purpose:
When end users access tech forum of their company, they do not need to enter username and
password again, which will be filled in automatically with their SSL VPN accounts.

Analysis and solution:

Firstly, we need to configure the tech forum as a TCP application. Secondly, enable SSO feature
for this resource and choose a login method, which can be Auto fill in form or Set auto-access
request. In this scenario, we take the former as example.

To achieve expected purpose:

1. Navigate to SSL VPN > Users > Local Users and click Add > User to add a user( for
detailed guide, refer to Adding User in Chapter 4)

2. Go to SSL VPN > Resources page and click Add > TCP app to add a TCP resource, as

shown below:
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3 Edit TCP Application

Basic Attributes

MName: | Tech forum =
Drescription: |
HTTP [~

Typet | l

Address: | 455 500 200.44/80:80

F6G

Proegram Path:
Path could be absclute path and environment variable [e.g., Yawindirtc)

Added To:| Default group [

Icon:

Enable rescurce
Visible for user

|I 550 || Authorized Agmin || Accounts Sinding H 1AL Access Control ]; Others

[ Enable S50

Login Methad: |Autefill in form ""' | Advanced |

Click on SSO tab and select the Enable SSO to enable SSO feature, and choose auto fill in
form as Login Method.

Go to System > SSL. VPN Options > General > SSO page to download SSO assistant and
config file, as shown in the figure below:

Clisnt Options Virtual 1P Pool Local BNS : Rescurce Options

550: (@) Enablad () Disabled

[ ] Allow user to modify S50 user account

Upload 550 Configuration File

Config Fila: | | Browse. .,

& Download S5O Assistant

Uplead the archived 550 config file. File name: ssoconfig.sso

Install the SSO assistant. After installation completes, a corresponding shortcut will be

created for the SSO assistant, as shown below:
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5.  Double-click on the shortcut to launch SSO assistant, as shown below:

(., 550 Assistant PR
Q| B 8 7 @

Qpen | Add Cigl Edit | Help

550 Application

e

% SANGFOR S50 Assistant
w5 5.0.0
A11 Bights Reszerwed
C) 2009-2015

Click Open to import SSO config file downloaded in step 3and record SSO information
with SSO Assistant. Click on the Username under the desired resource and right-click it
to click Edit, then drag the magnifier on current page to Username textbox on the login
page of this tech forum and select Same as VPN Username in Input Value field. Click
Save to save the changes. The method to record password and login button is similar with

that of recording username.
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W D L

Edit |

@

Open: | Add Ciel Help
550 Application Modify curent element
Lo C/s
=- @ B/
w03 tep_017
@ test Input Field |l semame
El@ Tech farum Frokiamme I
= @ II;.gur-| Page i I
o SETrarE
----- [, Faszword D l
..{@@ Login Buttan Mame i
Input ¥ alued BT e e

Tupe

|

lLlsername

ﬂSavel I-ﬂI!Llnu:I-:-l

W

After recording SSO information completes, upload the SSO config file to Sangfor device.
Go to System > SSL VPN Options > General > SSO page and click Browse under Upload
SSO Config File section to select desired SSO config file, and then click Upload to upload it

to the device, as shown below:

Login Client Options

Virtual IP Pool

Local BNS

Fesource li}ptl'-:m =3

550

S50 @ Enabled

Upload S50 Configuration File

O Disabled

Allows user to modify S50 user account

Config File: | Thfakepath'ssoconfig T.sso

Upigoad the arcnived

| uplosd |

Navigate to SSL VPN > Roles > Role Management to add a role and associate it with the

user created in stepl and the resource created in step2(for detailed guide, refer to Adding

Role in Chapter 4).

After user logs in to SSL VPN, he/she can click the resource link to access the tech forum
directly without entering username and password.
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Adding Remote Application Enabling SSO

Background:

RXT,a instant messaging tool, is published over SSL VPN. Employee’s account for logging in to
RTX is not the same as that for logging in to SSL VPN. The username of RTX account is the
abbreviation of employee’s name, and the password is their work number.

Purpose:

Enable employees to access RXT directly without need to provide RTX account after they log into
SSL VPN.

Analysis and Solution:

As employee’s account for logging in to RTX is different from the account for logging in to SSL
VPN, Allow user to modify SSO user account option should be selected when configuring SSO.

To achieve expected purpose:
1. Configure a remote server(for details, refer to Adding Remote Application in this Chapter)

2. Navigate to SSL VPN > Users > Local Users and click Add > User to add a user(named
ssll, password is 123). For detailed guide, refer to Adding User in Chapter 4.

3.  Go to SSL VPN > Resources page and click Add > Remote app to add a remote application
named RTX, as shown below:
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¢¥ Edit Remote Application Resource

Basic Attributes Fields marked * are reguired
Mame: [RTX *
Crescription: .
Added To: | Remaotefpp [os |

Icon:

Enable resource
Program: |RTX | Select
Working [T 1
Directory: ] @

Command
Line
Argument:

Maximize window after program is launched

Single instance is allowed (for an application running on remote server, not

allow user to run a second instance of the application)

I App Server : 550 License I Authorized Admin !

[+] Enable 550

Click on SSO License tab to select the Enable SSO option.

Go to System > SSL VPN Options > General > SSO page, select the Allow user to modify
SSO user account option, and download SSO assistant and config file, as shown in the

figure below:

550: (@) Enabled () Disabled

([ Allow user to medify S50 user account

Upload 550 Configuration Fila

Config Fila: | | Browse...

Upload the archived S50 config file. File name: ssoconfig.sso

[ uplcas |

Install the SSO assistant. After installation completes, a corresponding shortcut will be

created for the SSO assistant, as shown below:
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6. Double-click on the shortcut to launch SSO assistant, as shown below:

"~ |

, S50 Assistant = B B
Qpen | Add el Edit | Help
550 Application

b C/s

L B B

T SANGFOR S50 Assistant
w5 5.0.0
A11 Bights Reszerwed
C) 2009-2015

Click Open to import SSO config file and record SSO information with SSO Assistant.
Click on the Username under the desired resource and right-click it to select Edit, then drag
the magnifier on current page to Username textbox on RTX login page and select

Same as VPN Username in Input Value field.

Click Save to save the changes.

7.  After recording SSO information completes, upload the SSO config file to Sangfor device.
Go to System > SSL VPN Options > General > SSO page and click Browse under Upload
SSO Config File section to select desired SSO config file, and then click Upload to upload it
to the device, as shown below:
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Login Client Options Wirtual TP Pool Local DS Fesource Dptions

550

S50 @ Enabled C Disabled

Allows user to modify S50 user account

Upload S50 Configuration File

Config File: | Cifakepathssoconfig t.ase | Browss. .

Upload the archived 550 config tile. File narme: =

| uplosd |

Navigate to SSL VPN > Roles > Role Management to add a role and associate it with the
user ssll created in step2 and the resource RXT created in step3(for detailed guide, refer to
Adding Role in Chapter 4).

After user ssll logs in to SSL VPN, click Settings on the upper right of the page to modify
the RTX account(for example, modify username to your real name xxl1, password to your
work number).

Personal Setup (ssl1} X

» User Account * Edit
¥ Resource Account
» 550 Options L]
: [l rTx Sangfor
Account(1 resource(s) selected) x
Username: | sl
Password! | ssss
Confirm: | seed| -
Save | | Cancel
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Personal Setup (ssl1} X
User Account # Edit
i D Resource Account
¥ 550 Options
[] Brx soxl i

10. Back to Resource page and click on the resource link, then user can log in RTX

automatically.

¢

=SSO feature has two login methods: Auto fill in form and Set auto-access request. The SSO

feature with Auto fill in form as login method applies to web app, TCP app, all B/S-based
and C/S-based L3VPN app, while SSO feature with Set auto-access request as login method
supports web app, TCP app, HTTP-based and HTTPS-based L3VPN app.

= Remote application only supports the SSO feature with Auto fill in form as login method

Configuration Case of Accessing SSL VPN through PPTP

One customer wants to access internal network through SSL VPN by using browser of their own
iPhone, iPad or Android mobile phones, that is, realize mobile office by using mobile phones.

Since internal BBS system of the customer is written by JSP, systems are rather complex, a lot of
scripts and controls are used, therefore WEB application is not applicable, L3VPN is a better

choice.
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OA Server FPTP Server

Configurations are as follows:

Configurations of SSL

Step 1: Navigate to System > SSL VPN Options > General > Login, select Permit PPTP

incoming connection, as shown below:

| Local NS | S50 || Resource Options

| Virtual iP Poal
Login Port

HTTPS Port: | 443 Egit |

ETHTTR Port: =
PPTP/L2TF Connection Options

PPTR/LZTP Connection: ) prohisit PPTF/LZTR incoming connection
I} @ permit PPTR incoming connection
p ) permit LZTF incoming connection (standard IFSeo VPN will be unevailable. Shared key can not contain guotation mark)

LZTF Shared Secel: wveswss

Step 2: Navigate to SSL VPN > Policy Sets, click Add to add policy set and to enter the Add
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Policy Set page. Select Permit PPTP/L2TP incoming connection, as shown below:

|| cent I| Account Options || Remete Appication | Cioud Storage ” EMM |

Privacy Protection

Delete the following contents on user's exit:

] Temporary Internet files [T cookies [ Browsing history [Z] Form data

Bandwidth/Sessions Rastrictions-

[l enable TGP app sessions limit Ma¥imum: = E:
[T Enable bar["}width itk Outbound: |25 KBps, Inbound: 127 KBps (0 indicates na limit, Minimum is 32KBps)

[ permit PPTP/LZTP incoming connection

[T Enable Dedicated S5L VPN Tunnel (572

Each user may own multiple hardware IDs, maximum: | 5

Step 3: Navigate to SSL VPN > Users, Click Add > Group to enter the Add User Group Page.
Associate policy sets in Attribute of use/user group which get connected through PPTP.

| bt Add User Group

Barsics
Nam-e.'l | %
Dieseription: | ,
Ladea To: | [2t]
Max Comoument 1.I-5=r5'.5_5 10 infigat=s ro Timit)
statim: @) Eapied () Dimatiea

Inhizrit parent group’s atthibutes
Inherit suthentication s=itings
Infemrit poficy ==t
@ Inhent a=z=igned mlax

Authenticetion Settings

Group =
Typa: Pulbc it ' ripe e
| Primary Authentication - Serendary -Athentication-
- - Lo i T
- - ) w = w

s = ——)Y

Enforoe it usersf subgroups: To inet the: authentication s=tiings
Policy Set

Policy Sel: Dk rolin)ce L3

Ij&mhmm'mhmﬂzm L

Assigned Roles

Rede: [** 3 Create + fesociste
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Step 4: Navigate to SSL VPN > Resources, click Add > L3VPN to enter the Edit L3VPN page.
Add resources to be accessed by using PPTP.

[ P Edit L3VPN
Basics
N-:me:| | ¥
Di==criplion: |
T\_,wpe:?_rﬂ-rp "’ Proftocol: | 755 b
]
Pregram Path:
Path could be abschite path and srvimoment vanable {=.g., Swindir)
Adidast To: | Detaul group [

@Ensbhmu.me

imible for wmer %
T T T
[] Enatte 550 550
Login Methed: A g o 2

Step 5: Navigate to SSL VPN > Roles. On the Role Management page, click Add > Role to enter
the Add Role page, and associate user/user group and resources.
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Basics
Name: i
Descriptiun:_.
Associated User: | Setent User/Group
Security Bolicy: | |Seteet Halé—léve_l Paodicy, |

E‘ Enable Raole

Associated Resources

i;ﬂ Select Resours

Mame Type Description

B
PPTP Client Access Configuration:

Here is an example of one user who uses iphone to configure PPTP access resources:

Log in to SSL VPN through browser of the iphone, as shown below:

|Resource List
test [ Settings Log Out]
Resources marked with @ should be accessed by using PPTP
DEfaulI Group J
A g

LIVPRE

'icmp_lesi@

Note: Resources marked with = is L3VPN and should be accessed by using PPTP.

1. Click Access SSLVPN Through PPTP. Access tips pop up. Install description file to mobile
phone.
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Cancel Install Profile Install Profile Installed Done
SSLVPN PPTP i SSLVPN PPTPi#Z
shenzhen sangfor i shenzhen sangfor
Signed by Not Signed Signed by Not Signed
Description E@iZPPTPAEIEASSLVPN, XFES Description BEPPTPAEASSLVEN, HHEE
B A R
Contains VPN Settings

Contains VPN Settings

More Details More Details

2. Set PPTP VPN login. Go back to iphone homepage, and go to Settings as follows:

( Settings General

Restrictions Off

Date & Time
Keyboard

Language & Region

iTunes Wi-Fi Sync

VPN Mot Connected
Profile SSILVPN PPTPIER
Reset

3. VPN switch turns green after connection. A small icon VPN shows on the upper left. Then
you can access internal network applications through browser or application program.

4. When you want to exit PPTP VPN, switch off VPN option. Next time you can directly get
connected to PPTP VPN to access resources.
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5. Remember PPTP login password. Go to General > Network > VPN and click the blue arrow,

as shown below:

< General VPN

VPN CONFIGURATIONS

Not Connected

11.11.136.73

~ SSLVPN PPTPH i

Add VPN Configuration...

Enter password in Password and click Save. You do not have to enter password again for later

connections.

PPTP configuration is completed. You can use your mobile phone to access BBS.
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When SSL device is deployed in single-arm mode, the following is required: (1) TCP
80 and Port 443 connected by SSL users should be mapped, TCP 1723 port should also be
mapped. (2) PPTP data package can penetrate front-end device, and also protocol 47 can

penetrate front-end device.

Applications accessed through PPTP should be added as L3VPN resources. If the
application can be accessed through WEB, then the application can directly get connected to

SSL VPN without building PPTP connections.

Telecom operators in some districts (For example, Beijing Unicom) will block PPTP of
3G network. If, after deployment, you can get accessed through wifi , but not through 3G, it

is probable that operators have blocked.

%
When PPTP fails to get connected, make sure whether devices from local network to
SSL. support PPTP penetration. For example, TP-link supports 32 PPTP penetrations,

D-Link does not support PPTP penetration, and Tenda supports PPTP penetration.

Configuration Case of Accessing SSL VPN through L2TP

Internal network in headquarter has DNS. One customer wants to access SSL through L2TP on
mobile endpoints, access internal network with domain account, and realize mobile office on

mobile endpoints.
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)

INTERNET & -7 .

AD server o e

Configurations are as follows:

Configuration of SSL:

Step 1: Navigate to System > SSL VPN Options > General > Login, select Permit L2TP

incoming connection and set L2TP Shared Secret, as shown below:

i 3 Pon Local DN S0 Resource Optio

Login Port

HTTPS Port: | 443 | Bt |

[ wrre pPort:
PPTP/L2TP Connection Options

PPTR/L2TP Connection: () Prohibit PETR/L2TP incoming connection

@ permit PFTP incoming connection

® Parmit LITP incoming connection (standard 1PSec

L2TP Shared Secret! sesses

L. With PPTP/LZTF feature enabled, user can usze the built-in PPTP VPN/LZTP YPN of iPhone, iPad or Android to wsit
L3VPN resources
2. Users connecting using FPTP/L2TP can choose to be authenticated against M5 Adtive Dircctory{ADR) server. Steps:
LDAP Authentication: specifies an Active Directory(AD] server against which connecting users are authenticated by
the SSL VPN server.
Domain S50, only sfter being joined to domain where the Active Directory server resides in, could connecting
users be autherticated against the domain server,
Note thet IPSec VPN connection will be closed automalically the moment L2TP connection iz sct up, however, Sangfor

VPN service will still be available.

Step 2: Navigate to SSL VPN > Authentication. Click Settings after LDAP. On LDAP Server
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page click Add to add LDAP server, as shown below:

Basics

#

Server I"-.Iarne:||

Description:

Server Address: |

00 | EleC

Admin DN:;
Password: |
Base ON: | '”;

Subtree included (also verify the users in subtrees)

Authentication Timeout: . 15 * zecond(s)

Status: @ Epabled O Disabled

Other Attributes > Group Mapping. Add group mapping as below:

3+ Authentication = LDAP Server »Add/Edit LDAP Server

Other Attributes

[ Group M&ppiré | Role Mapping | LDAF Extensions | Fzsswaord Encryption

As to users that have not been impeorted to local device, the system will map the specified-0OU usars on this server ta
the designated local user group after they have been authenticated successfully, according to the mapping rule
caonfigured below,

|@.Am (@ Dalete |of Edit Automstic Mapping

| O ou Sub-OU in.. Map to Lecal Group

IL
If LDAP user matches none of the abowe mapping rules, map the user to group: | /Default group ;:-: |

Step 3: Navigate to SSL. VPN > Authentication, click Settings after Client-Side Domain SSO,
and add SSL device to AD domain. Configuration page is shown as below:
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After this device is joined to domain, add a corresponding DNS rule.View Configuration Method

Client-Side Domain $50: [| Enabled

Status: Invalid
Device Name: sangfor9701b3b1

Domain Name: [ %

Short Domain Name: %
Domain Controller Mame:
Dromain Controller IP:
Admin Username:

Admin Password:

Save Cancel

Step 4: Navigate to SSL VPN > Policy Sets. On the Policy Set Management page, click Add >
Policy set to enter the Add Policy Set page, and select Permit PPTP/L2TP incoming

connection, as shown below:
Client Account Options Remote Application Cloud Storage || Emm

Privacy Protection
Delete the following contents on user's exit:

[T] Temporary Internet files [l cookies [ Browsing history [T Form data

Bandwidth/Sessions Restrictions

[Tl Enable TCP app sessions limit Maximum: :

Outbound: 3 KBps, Inbound: 17: KBps (0 inc

[T Enable bandwidth limit

[#! permit PPTP/L2TP incoming conne:&n

=l
|

[T Enable Dedicated SSL VPN Tunnel (=

Each user may own multiple hardware 1Ds, maximum: 5

Step 5: Navigate to SSL. VPN > Users to enter the Local Users page. Associate policy sets in
Attribute of use/user group which get connected through L2TP.
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v+ Edit User Group

Basics
Name:i |I *
Descriptiun:II:I:é).P;Gﬁé)UP.
Max Concurrent Users: 0 ingicates no limit]
Status:®@ gnabled ) Disabled
Auvuthentication Settings
Group =, =
T‘,prF:I ) public group @ pPrivate group
Primary Authentication Secondary Authentication
E]Lcu:al password DHan:fwarE jin]
Iil Certificate/USE key D SMS password
Ij External i I:l Cynamic i
LDARRADIUS
Require:
D Enforce its users/subgroups te inherit the authentication settings %
Policy Set
Palicy Set: | Default poficy ==t ) Create + Associate
Ij Enforce its users/subgroups te inherit the policy set
Assigned Roles
Roles: [** &% Create + Associate
| oSave. | | Cancel

Step 6: Navigate to SSL. VPN > Resources and click Add > L3VPN to add resources accessed by
using L2TP.

Step 7: Navigate to SSL. VPN > Roles and click Add > Roles to associate user/user group and

resources.

L2TP Client Access Configuration

Here is an example of one user who uses iphone to configure L2TP access resources:

Go to Settings > General > VPN, click Add VPN Configuration, as shown below:
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sases RENE F 15:39 @ 905 =y
£ VPN Badem
Hel 2TP
ik BEAEE

AR 5558 61.50.189.53
Y= test

RSA SecurD

oy i) ssene

] essssecese

EEBHRE @

Description: Enter name of VPN connection.
Server: Enter public network address of SSL.

Account: Enter username to access SSL. If it is AD domain authentication, then enter domain

username.
Password: Enter password to access SSL.

Secret: The same as L2TP shared secret of SSL.

%
When SSL device is deployed in single-arm mode, the following is required: (1) TCP
80 and Port 443 connected by SSL users should be mapped, UDP 500, UDP 4500 and

UDP1701 should also be mapped. (2) L2TP data package can penetrate front-end device.

%
Applications accessed through L2TP should be added as L3VPN resources. If the
application can be accessed through WEB, then the application can directly get connected to

SSL VPN without building PPTP connection.
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Telecom operators in some districts (For example, Beijing Unicom) will block L2TP of
3G network. If, after deployment, you can get accessed through wifi , but not through 3G, it

is probable that operators have blocked.

?
L2TP connection service is enabled, standard IPSec VPN service of SSL can not be

used, but SANGFOR VPN still works.

Mobile Users Accessing SSL. VPN

Remote desktop and remote application are accessible over SSL VPN on mobile device, such as
iPhone, iPad and Android devices. Taking Android mobile device as example, this section
introduces how to use EasyConnect to login and access remote resources.

1. Download EasyConnect from Google Store and install it. Launch it, and you will see the
figure as shown in Figure 1 .

2. Enter URL to the Sangfor device and click Connect button. Then you need to be
authenticated before logging in to VPN, as shown in Figure 2. You can click on Account tab
to provide username and password, or click on Certificate tab to use certificate to log in to
SSL VPN.

3. After logging in to SSL VPN, if user is associated with L3VPN resource, a prompt dialog
appears, as shown in Figure 3. Check I trust this application option and VPN connection
will be established. To view connection status, click the EasyConnet logo shown at system
status toolbar, as shown in Figure 4.
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I = .l (80

EASY CONNECT EASY CON

Connect Login

Remember Auto login

Figurel

Attention

EasyConnect attempts to
create a VPN connection.

By proceeding, you are giving the EasyConnect
application permission to intercept
all network traffic. Do NOT accept

unless you trust the application. Session: Sangfor SSLVpn

Othenwise, you run the risk of having Duration: 00:00:33
your data compromised by a Sent: 43871 bytes /188
malicious software, packets
; o Received: 111562 bytes /132
| trust this application. packets
Cancel K ! Cancel Disconnect
Figure 3 Figure 4

After VPN connection is set up, user can access L3VPN resource using other programs. If he/she
does not set up VPN connection, L3VPN resource cannot be accessed, while Web app, TCP pp

and remote app are accessible.
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Authorized resources will be shown on the right pane of the Resource page. Click on the icon 8
to change the method to display the resources, as shown in Figure 5, Figure6.

28Kis @ = .0l @05:11PM & Saving screenshot--
hyq_test (— hyq_test
EE Fl'yp.»" address to access r Edit EEE Fl'yp.»" address to access r Edit
= = ! Internet Explorer

O EE @ &

Internet Ex. office2003, office2003. affice2003, Iﬂ Ofﬁ082003 excel_xSE

.

Iﬁ office2003_ppt_x86

waordpad.exe

@ office2003_word_x86

_{f wordpad.exe

Figure 5 Icon Mode Figure 6 List Mode

To add the desired resource into Favorites, click Edit to enter the following page, as shown in

Figure 7. Click on the golden star icon ~ next to that resource and click Finish to exit editing

page. Then the corresponding resource will be added into Favorites list, as shown in Figure 8.
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s © = .l @05:12PM 1.5K's @ = .l @05:12FPM
hyq_test Favorites History
EEE Fl'yp.»" address to access 1 Edit
é Internet Explorer L E office2003_word_x86
,@ office2003_excel_x86 ,Lﬂ office2003_ppt_x86
office2003_ppt_x86 ,ﬂ office2003_excel_x86

@ office2003_word_x86 A

_{f wordpad.exe

Figure 7 Figure 8

To view accessible personal cloud, public cloud and local storage of mobile device, click Files to

enter the Files page, as shown in Figure 9.

2.5Kis @ 2.l @ 05:14PM

Personal Cloud

(g} History Files > |F (Qsearch by Name Edit
i Local > | Desktop >
; Personal Cloud > My Document >
& Public Cloud(public) > My Music >
& Public Cloud(public2) > . My Pictures >
& Public Cloud(public1) p .| My Video >

Figure 9 Figure 10

To operate a desired file, for example, Personal Cloud, click the arrow icon next to that file
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to enter the Personal Cloud page as shown in Figure 10.

To open the selected file remotely, click Open to open that file using the application program
on remote application server.

To download and open a specified file, click Down &Open to download that file onto mobile
device and open it with default application program installed on mobile device.

To download the selected file, click Down to download it to mobile device and that file will
be saved into local directory. You can also see that file by clicking Local in Figure 9.

To remove a specific file, click Delete.

To operate multiple files simultaneously, click Edit on the upper right. You will see the page,

as shown in Figure 12.

3.5KIs @ = .l ®05:15FM 1.5KIs @ = .l ®05:16FPM
Personal Cloud “« My Document
| = (Qsearch by Name Edit & 3/3
| Desktop > (V) '_—J test].doc
My Document > (VIR test2.xls
My Music > (V) *_J tests. ppi
.| My Pictures >
0 0 ™
Open Do Open Download
Down New Delete ~ More
Figure 11 Figure 12

Take the remote application office2003_Word_x86 shown in Figure 7 as example. Open it
and you will see a floating toolbar. Tool icons are listed on the toolbar, namely, cursor,
magnifier, keyboard, navigation, program list, menu and a button to hide toolbar.

Private directory and public directory, as well as local storage are available to this remote
application. Camera installed on mobile device can be invoked in this remote application.
The new photos can be uploaded to remote application. You can choose image quality when
uploading image, as shown in Figure 13. You can also share it on EasyConnect through the
built-in sharing feature of mobile device. After clicking on Share, you need to specify a
directory on remote storage server to save the image. Then you can insert that image into the

previously-opened Word document.
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Upload file Upload

A A ]

Image Quality

Original size(1840x3264, 1.25MB)

Medium size(577x1024, 62.83KB)

Small size(450x800, 38.35KB)

Cancel

Figure 13
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Application for IOS MDM Clertificate

A .pem file and a .p12 file should be imported. The .p12 certificate can be provided by Sangfor,
but the .pem file should be applied for it.

Application for .Pem file:

Step 1: Log in to https://identity.apple.com/pushcert/ with Apple ID, as shown below:

Apple Push Certificates Portal

Sign In.

Forgot sour Apple IDT

| l

Forgot wour password?
2ign In

Step 2: To cerate a certificate application, click Create a Certificate, as shown below:

Apple Push Certificates Portal

Get Started

Create a push certificate that enables your third-party server to work with the Apple Push
Motification Service and your Apple devices.
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Apple Push Certificates Portal

Terms of Use

PLEASE READ THE FOLLOWING LICENSE AGREEMENT TERMS AND CONDITIONS CAREFULLY F
BEFORE DOWNLOADING OR USING THE APPLE CERTIFICATES. THESE TERMS AND CONDITION 8 i
CONSTITUTE A LEGAL AGREEMENT BETWEEN YOUR COMPANY/ORGANIZATION AND APPLE.

MDM Certificate Agreement
[for companies deploying mobile device management for i0S andior OS X products)

Purpose

Your company, organization or educational institution would like to use the MDM Certificates (as defined
below)to enable You to either deploy a third-pary commercial, enterprise server software product for mohile
device management of i0S andfor OF X products, or deploy Your own internal mobile device management for
105 andfor 05X products within Your company, organization or educational institution. Apple is willing to
grant You a limited license to use the MDM Cerificates as permitied herein on the terms and conditions set
forth in this Agreement.

1. Accepting this Agreement; Definitions

1.1 Acceptance

In order to use the MOM Cerificates and related services, You must first agree to this License Agreement. If
You do not or cannot agree to this License Agreement, You are not permitted to use the MDM Cerificates or
related services. Do not download or use the MDM Certificates or any related senvices in that case.

You accept and agree to the terms of this License Agreement on Your company's, organization’s, educational ™

agree to these terms and conditions. [

Printable Version >

|

Step 3: Upload your Certificate Signing Request. Upload sangfor_signed_csr file (Contact
Sangfor Customer Service), and click Upload as shown below:

Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Reguest signed by vour third-party server
vendor to create a new push certificate.

Motes

Vendor-Signed Certificate Signing Requeast

, EIE I 1 s angfor_signed_csr
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Step 4: MDM push certificate is applied successfully after Certificate Signing Request is uploaded.
Click Download to complete MDM certificate application.

Apple Push Certificates Portal

Confirmation 0

You have successfully created a new push certificate with the following information:

Service  Mobile Device Management

Sangfor Technologies Company
Vendor ;
Limited

Expiration Date  Apr 13, 2016

7" Download "

Step 5: Navigate to SSL VPN > EMM > Mobile Devices to enter the Mobile Devices page. Click
Settings > Import MDM Certificate to import MDM certificate, as shown below:

' Manage Certificates

Administrator Consale

¥ Status

¥ System

= S5L VPN

Usgers
Resouroes
Roles
Aughantication

¢ Palicy Sate

Mebifla Davice Managemant|{MDM]

7 Enabled
VPN Address:  Pitpsu/

Check for App Usage Evel

Remats Sarvers 105 MUM Certificate

- £rm | Fassnord:
HOM Folicy st MO Contficls
Hobile Davess
Published Sops
App Wrapping.
4 Endpoint Securty
Rules

Felicies

Euilt-in Rules Updata

¥ Maintenance Poge:  1lgl2 « Show 75 |fpege

@

1. MDM certificate remains valid for one year.

2. When MDM certificate expires, it should be renewed. Use Apple ID to log in to
https://identity.apple.com/pushcert/ and you can view previously applied certificate. Click
Renew, contact SANGFOR technical support to obtain a new sangfor_signed_csr file, and

follow the above steps to apply for a new .pem file.
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EMM Configuration Case

EMM of SSL functions to register mobile devices, manage and deliver messages, strengthen
password security for mobile devices, notify admin to lock and erase data when mobile devices

are lost, and protect resources security.
The configurations are as follows:

Stepl: Navigate to System > System > Licensing. Click Modify to enable EMM License, as

shown below:

License of Each Module

550: SQKCFGEEANB4WSCS "4 Modify |
SMS Authentication: F43E9703C805013A o Modify |
Byte Cache: A4Z4447GCD4A2TT3L % iy | Modify |
Cluster: M3IGYGFSW7DEFRKPZ o Modify |
Secure Desktop: FEC1997CSFEGEDETD "4 Modify |
One-Way Acceleration: DEDEF9A165FDGAFS 4 Maodify |
Remuote Application: F640310F17ASCAEA o | modity |
Max Remote App Users: 20

Application Wrapping License: BDBES9CB4AFESGEE "4 Madify :
EMM License: BOD435FF1BFESDDS o [ modify |

Mobile Endpoints 10

Step 2: Navigate to SSL VPN > EMM > MDM Policy to enter the MDM Policy page. Add
Android or iOS MDM Policy or edit default ones, as shown below:

@ 8oa ~ & elete [ Edt | 7 Sekect + Search oy Name = | Szerch ]
[ Palicy Name « 05 Description Policy 3et

[ FF oefault palicy for Android devics  Android System protected unable to be deleted Default policy set

[] ] Default palicy for i0S devics [0S System protected unable to e deleted Defaiilt policy set

Step 3: Navigate to SSL VPN > EMM > Mobile Devices to enter the Mobile Devices page. Click
Settings to select Enabled, enter VPN address, and click Import MDM Certificate to import
10S MDM Certificate, as shown below:
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Mobile Device Management{MDM)

[¥] Enabled
VPN Address:  https:// 10.111.111.2 Jas1 | @
Check for App Usage Every: 30 {1-1440) minutes @

i05 MDM Certificate

| Import MDM Certificate |

MDM certificate must be uploaded, or else 105 device cannot register.

s

| Save || Close |

L

%
1. If SSL is deployed in internal network, then port 441 should be mapped to SSL on
public network devices.
2. 10S MDM certificate must be imported, otherwise IOS device can not be registered

successfully.

Step 4: Navigate to SSL VPN > Policy Sets to enter the Policy Set Management page. Click
Add > Policy Set to enter the Add Policy Set page. Click EMM, select Allow mobile device to
register, and select default policy for Android device or for i0S device correspondingly, as shown

below.

| ++ Add Policy Set

Basics F

Name:|

Drescription:
Policy Options
| Chient || Account Optiors || Remote Application | Cloud Storage || EMN |

[T] allow mobile device to register

MDM Folicy
Android MDM Policy: Default puIiC)_r for Android device £
05 MDM Policy: Dzfault policy for DS device e
Save | cancel |

Step 5: Navigate to SSL. VPN > Users to enter the Local Users page. Click Add > Group to enter

the Add User Group page. Associate policy sets for user or user group under Policy Set, as
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shown below:

Policy Set

Policy Set: (e - 22

[7] enforee its users/subgroups to inherit the policy set

Step 6: When you use mobile endpoints to log in to SSL through EC, your registration information
will be submitted automatically and you will get logged in.

Configuring Firewall Rule

Configuring LAN<->VPN Filter Rules

Background:
®  The branch (172.16.1.0/24) has established VPN connection with the Headquarters.

®  There is a server (192.168.10.20) located at Headquarters, providing Web service and SQL
SERVER service.

Purpose:

= Only the IP range 172.16.1.100-172.16.1.200 on the LAN subnet of the branch can access the
Web service provided by the server 192.168.10.20.

= IP range 172.16.1.100-172.16.1.200 cannot access the SQL Server service provided by the
same server 192.168.10.20.

To achieve the expected purposes:

1. Navigate to Firewall > Services to define the SQL Server service.
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2.

Marme: E_S-QL
TCP DR [ChAP Cthers
1433
Protocol:
& pont Port: 1433 ‘ el
 Port range
| Save | Cancel |

Navigate to Firewall > IP Group to define two IP groups, as shown below:

2 Edit IP Group -- Web Page Dialog

Mame:

P Groug:

Branch IP

172,16 1.100-172_1&.1.200

oo

Start |- [17216:1 100 Add

@ |PRangs EndIP; |[172.16.1.200

|Sa'\.-'E.'|

Cancel I
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X Edit IP Group -- Web Page Dialog

*Tips
Mame: ESer\-'er IP |
1P Group:
19z 168 _10_E0
& op P [1s2aesa0zo || Add
oo Range
| Save ‘ Cancel |

3. Configure the filter rule for Web service, as shown below:

<Y Edit Firewall Rule -- Web Page Dialog

Rule Mame: 'Lv\feb

| 3
iallow access to WMeb service

Description:

Direction: & yPRL=LAN ' La-=vPN

Action; o plloy " Deny

Service: ]hﬂp 1]

Src P ]Elranch P |

D=t IP: |Server IF o)
e

Valid Time: [l week

™ Enable rule ™ Archive logs

Save Cancel

4.  Configure the filter rule for SQL Server service, as shown below:
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¥ Edit Firewall Rule -- Web Page Dialog

Rule Mame: i-SG‘!L

;deny access to 30QL

Deszcription:

L o p—
Direction: % EN=LAN T LAN-=WFN
Action: T Al * Deny
Service: 1S®L (5]
S P 1Elranu:h IP 5%
Dzt IP: |Server P =

=5

Valid Time: | &1 week

W Enable rule [~ Archive logs

| zave . | Cancel '

5

To implement control over HQ employees’ access to other services provided by the branch or over

branch employees’ Internet access through HQ, configure the corresponding filter rules to filter

data sent between two interfaces.

Adding SNAT Rule

Background:

e  The Sangfor device located at Headquarters is deployed in Route mode.
e  The branch has established VPN connection with the Headquarters.
Purpose:

Configure a SNAT rule on the Sangfor device located at headquarters, so that users from branch
(172.16.10.0/24) can access Internet after connecting to Headquarters through VPN connection.
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Network Topology:

INTERNET

f’ Branch
f]‘[e:a-:lqu:a.t‘terz Lz

To achieve the expected purpose:

1. Navigate to Firewall > NAT > SNAT Rule, and click Add to enter the Edit DNAT Rule

page, as shown below:

Marme: |Proxy VPN Users I |

*I Original Data Packet

Source

From Interface: |VF"N W

Subnet; 172.18.10.0

Netmask: [255.2556.255.0

Drestination

Interface WAN.Vl
Line: (Al lines| v

Subnet: (0.0.0.0 %

Netmask: iﬂ 0.0.0

Prompt: 0.0.0.0

means any [P address

Translate Src To

@ Interface IP
() specified IP

Enabled Firewall will let matching packets pass

Save [ | Cancel
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Adding DNAT Rule

Background:

There is a LAN server (IP address: 192.168.10.20) providing Web service through the port 80.

Purpose:

Configure a DNAT rule to publish the Web service to the Internet on port 80, so that Internet users

can access the Web service.

To achieve the expected purpose:

1. Click Add to enter the Edit DNAT Rule page, as shown below:

Name

Original Data

Source

Prompt

IF

Port

Subnet: |

Metmask: |

Protocol:

Interface:

Packst

Interface |WAN |+

Line:

: 0.0.0.0
means any IP addrass

tcp |

Diastination || |

(58 251 13.8

Cestinaticn E'ED |

Translated Data Packet

LAN

Destination Port: (20

EnablaedFirewall will let matching packets pass

2.

Save Cancel

Configure the DNAT rule as shown in the figure above.

3. Click the Save buttons to save the settings.

After the above configurations are saved, Internet users can access the Web service by accessing
the WAN interface of the Sangfor device.
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%
To have the LAN server accessed by Internet users through configuring DNAT rules on the

Sangfor device, the Sangfor device must act as gateway of the LAN computers or router to

external network; otherwise, the DNAT rule will not work.
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Typical Case Study

Required Environment

Background:

Sangfor device is deployed in Gateway mode and connected to Internet directly.

Purpose:
Mobile employees can access internal FTP server over SSL VPN and log in to SSL VPN
automatically after their mobile device starts up.

Network Topology:

INTERNET

WAN :
202.96.137.75/24
LANM: 192.168.1.10/24

‘ Maobile Users

FTP Server

192, 168.1.5/24 192.168. 1. 0/24

Internal Users

Configuration steps:
1. Deploy and connect related device as shown in the above network topology.
2. Create SSL VPN user and the resource which will be accessed by mobile users

3. Configure Sangfor device to enable user to log in SSL VPN automatically after mobile
device starts up

Configuring Sangfor Device

1. Turn on the PC and Sangfor device. Use Ethernet cable to connect LAN interface (ETHO) of
the device to the internal network(LAN). Add an IP address on the PC, an IP address that
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resides in the network segment 10.254.254.X (for instance, 10.254.254.100) with subnet
mask 255.255.255.0, as shown below:

-

=T
Intemet Protacol Version & (TCP/Pvd} Propeities . s B/t
General
You can get IP settings assigned automatically if yvour network supports
this capability, Otherwise, yvou need to ask vour network administrator
for the appropriate IF settings.
+ i1 Obtain an IP address automatically '
* i@ Use the following IP address:
IP address: 102, 254 . 254 . 253
' Subnet mask: 255 .255 .255. 0
Default gateway:
Obtain DNS server address automatically N
i@ Use the following DNS server addresses: i
Preferred DNS server:
Alternate DNS server:
l []validate settings upon exit
|
' OK ][ Cancel
8 y

2. Open the IE browser and enter the SSL VPN address and HTTPS port
(https://10.254.254.254:4430) into the address bar. Press Enter key to visit the login page to SSL

VPN administrator Web console, as shown below:

® =5z | English

-
Glohal Satvice Centre: +60 12711 7129 (7511)  Malaysia 1700 817 (71 !mm_b SSL VPN
-

. ..'
Or

SSLVPN
Rapid, Secure
& Simple

YouTube Usempme

Gatimore information
abudt Sangfor in an
irtaractive way |

Password

https. Awww.youtube.com/SangtarTachnologies

[ven)
VPN
Cssu b

-

Versian

3. Navigate to System > Network > Deployment, select Gateway as Deployment Mode and

configure LAN interface, as shown below:
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Local 5|ane15—l

| Deployment | multiline Cptions || Routes

Deployment Fialds markad * are required

Mode: C:) Single-Arm @) Gateway

WAN and LAN interfaces need to be configured.

Internal Interfaces

LAN: DMZ:

1P Address: 192.168.1.10 x 1P Address: |10.10.2.88 % |*

Mtk [255 2852520 lx Netrmzsk: | 2552552560 If
| nutti-1P, |

Internet line will be displayed under External Interfaces section and click corresponding line to

configure it, as shown in the figure below:

Edit Line

Enable this line

Line Type: (®) Ethernst () PPPGE
Ethernet Settings

C} Obtain IF and DNS server using DHCR

@ Use the IP address and DMNS server below

IP Address: 2029812778 | Prefarred {20298 134 123

| = - DNS: |
Metmask: 2552552850 ] st

smaEs _ Alternate |202.95.125.166

= - OHNS: L
Default 202.96.137.1 x
Gateway: T 1500
| Multi-IF
I Advanced

i Save | | Cancel

4. Add a SNAT rule on the Firewall > NAT > SNAT Rule page, as shown below:
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ll MName: EBMTl e |

Original Data Packet

Source

From Interface: |L.F|.N W

Subnet; i1132.'153.1.{:| |

Metrask: |255.255.255.0 |

Drestination

Interface WAN-
Line: (Al lines| v

Subnet: [0.0.0.0 |

Netmask: |D.D.-EI.1:I |

Prompt: 0.0.0.0

means any [P address

Translate Src To

@ Interface IP
() specified IP

Enabled Firewall will let matching packets pass

- 4

Save |  Canesl

Y

|

5. Go to System > SSL VPN Options > General > Login page to specify HTTP port and
HTTPS port and configure WebAgent, as shown below:

| Client Optl-:-ns—H Wirtual IP Pool H Local DNS | ::::D—| Resource Opti-:ns.—l

Login Port
HTTPS Port: | 5443 | Edit
HTTP g5

Port:

PPTP/L2TP Connection Options

PRTR/LZTP S i _ _
G naaticin () Prohibit PPTR/L2TPR incoming connection

{__) Farmit PFTE incoming connection

| be unavailable. Shared key can not
]

@ Parmit L2TP incoming {standard IPSec v
cantain quotation

connecticn

L2TFP Sharad Secret: *%%t*e -
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5

WebAgent Settings

Enable WebAgent for dynamic IP support

(D Add @ Delete [ujEdit ¥ Test Connedivity [ Modify PWD % Refresh

El WebAgent

Port 443 is default HTTPS port. If it is modified, you need to append it following the URL of
Sangfor device when accessing SSL login page. Do not modify it unless necessary.

If Sangfor device has no fixed public IP address, you can use WebAgent to discover IP

address.

6.

7.

Go to System > SSL VPN Options > General > Client Options page to configure related

options for this scenario, as shown in the figure below:

Client Options RV B1=E=101] Local DNS : Fasource Options

Client Options

D Enable system tray
Password can be remembered

Allow autematic legin

it will attempt to reconnect again and again: suitable for endpoint

D Allow being online

alvays
Auto install TCP and L3VPN components

D Show host address for TCR/L2VPN resocurce
Display resources the moment user logs in using SSL VBN Client

If Client Software Installer is not installed, or user fails to pass user-lavel endpoint security check,

@ Disallow user to log in
'C:l Web service is available

Install Client Scftware Installer when required

':':' Automatically
'C:l Manually

Floating toolbar of Web rescurce

@ Do not show up
'C:l Show up
Go to SSL VPN > Users > Local Users and click Add > User to add a user named testl, as

shown below:

400



SANGFOR SSL M7.5 User Manual

#+ Add User

Basic Attributes

Fields marked * are required

Name

Confirm

Local Password: |

Added Ta:

| testt

Description:

Mobile Number: |

¢

|

l:l Inherit parent group's attributes

D Inherit policy et

I:‘ Inherit authentication settings

Authentication Sattings

Certificate/USE Key: none
| Genesate Cert | import Certificate | | Creste USE Key
virtual IP Assignment: (@) Automatic () Specified
Expire: @:‘ MNever O On date
Status: @ Enabled O Disabled

Offline Access: Offline access is not enabled in policy set

User Type: '::' Public user

@ Private

user

Primary Authentication -

Local password

— Secondary Authentication

I:‘ Hardware 1D

8. Add a TCP app, named FTP, on SSL VPN > Resources page, as shown below:

+» Edit TEP Application

Frogram Path:

Icon:

Basic Attributes Fields marked * are raguirad
Name::.#ﬂj. e
Description:
o [FTP (portpasv mode) -
Address:| 193 185 1 5/21:21 1%
@
:.

Path could be absclute path and environment variabla {a.g., Yowindir®)

Added To. Default group

Enable rescurce
Visible for user

9. Go to SSL VPN > Roles > Role Management page to create a role and associate it with the

user testl created in step 7 and the TCP resource created in step 8(for detailed guide, refer to
Adding Role in Chapter 4).
10. Click Save to save all the changes and click Apply button to apply the settings.

11. After user testl logs in to SSL VPN, he/she will see the following resource page:
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-l"

I @ SANGFOR

[test1] Settings Log Cut

Resource Group List Default group

Default group ¥| |» “EIP

To access FTP server, click on the FTP link.
12. Right-click on VPN client logo and click System Settings and select related options, as

shown below:

e Ao |
System Settings ﬂ
_—

[ e e
&=

m Easy Connect

FPreferences Rezource Fath

Start

W] Launch at startup

= [T Use USE key tologin
Login
S; 1 Remember pazswor
-~ | Automatical login
[ Resource page does not pop up upon login

Frosxy Options

@ [Tl Usze IE pro=y settings

Lsername:

Fazzwond: |

Other

Q l Create desktop shortcut ]

Cancel

13. Click Save to save the changes.
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Appendix A: End Users Accessing SSL. VPN

This section introduces how end users configure browser and log in to SSL VPN.

Required Environment

= End user’s computer can connect to the Internet.

= No security assistant software is installed on the computer, because this kind of software may
influence the use of SSL VPN.

*  Any mainstream browser is installed on the computer, such as, Internet Explorer (IE), Opera,

Firefox, Sarafi, Chrome, etc.

A

»  Operating systems should be 32bit/64bit Windows XP/2003/Vista/Win7, 32bit Linux Ubuntu
11.04/RedHat 5.2/RedFlag/Fedora 13/SUSE 11.2, or Mac OS X Leopard(10.5)/Snow
Leopard(10.6)/Lion(10.7).

»  SSL VPN client is available on iPhone and Android mobile phones.

Configuring Browser and Accessing SSL VPN

Configuring Browser
The following configuration takes Windows XP IE browser for example. Screenshots may vary
with different operating systems.

1. Launch the IE browser and go to Tools > Internet Options to configure the IE browser, as
shown in the figure below:
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2.

3.

File Edit Miew Favorites

Help

7.7 Favarites l ik H sugas

I @ Blank Page

Delete Browsing History. .. Ctrl+Shift+Del
InPrivate Browsing Chrl4+3hift+P

Feoperi Last Brow

InPrivate Filkering Chrl4+3hift+F
InPrivate Filkering Settings

Pop-up Blocker 3
SmartScreen Filber 3
Manage Add-ons

Campa e

Compatibility Yiew Settings

Fee

Windows Update

Developer Tools F1z

Inkternet Cpkions

Click Advanced tab. Find the Security item and select the checkboxes next to Use SSL 2.0,
and Use TLS 1.0, as shown in the figure below:

-
Internet G.ptlons
| General | Security I Privacy | Content | Connections | Programs Advanced l
‘ Settings i
[7] Do not save encrypted pages to disk -
[7] Empty Temparary Internet Files folder when browser is de
Enable DOM Storage
Enable Integrated Windows Authentication™
| Enable memory protection to help mitigate anline attacks™
Enable native XMLHTTP support
[ Enable SmartScreen Filter I
[7] Enable Strict P3P validation™
Use 55L 2.0
[ usessL 3.0
Use TLS 1.0 ="
Use TLS 1.1 |E|
Use TLS 1.2 L
[7] warn about certificate address mismatch® i 'l
4 i | k
*Takes effect after you restart your computer
[ Restore advanced settings ]
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
2 Reset...
condition.
You should only use this if yvour browser is in an unusable state,
ok [ cancel ][ ooy |
L ] =,

Enter the SSL VPN address into the address bar of the browser and visit the login page to

SSL VPN.
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4. When you visit the login page, a security alert may appear, requiring installation of security
certificate, as shown in the figure below:

Security Alert

changed by others. However, there iz a problem with the site's

(ﬁ Information you exchange with this site cannot be viewed or
gecurty certificate.

v The securiby certficate was izzued by a company you have
= not chosen ta trust, View the certificate to determine whether
you want to brust the certifving authority,

@ The security certificate date iz walid.

. The name on the securnity certificate is invalid or does not
miatch the name aof the zite

Do pou want to proceed?

Tes ] L ED J [ Wiew Certificate

5. Click the View Certificate button to complete installing the root certificate if this is the first
time you log in to SSL VPN administrator Web console. The information of the root

certificate is as shown below:

General | Details | Certification Path |

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo: asf

Issued by: asf

¥alid from 10/16/2011 ko 10112031

Install Certificate, .. | | Issuer Statement

6. Click the Install Certificate button and use the Certificate Import Wizard to import the
root certificate, as shown in the figure below:

405



SANGFOR SSL M7.5 User Manual

7.

Certificate Impori Wizard

Certificate Store

Certificate stores are swskem areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
) Automatically select the certificate store based on the kvpe of certificate
%1 Place all certificates in the Following store

Certificate stare:

|| i l Browse...

[ « Back ” Mext = ][ Cancel

Select a directory to store the certificate and click the Next button. After confirming the
settings and clicking the Finish button, another warning pops up asking whether to install the
certificate, as shown in the figure below:

Security Warning H

_:B Yo are sbout to Install a certficate from a certification autbonty (CA) darming to represent:
asf
\Winoows cannok validate that the certificats iz ackualy From "asf'. You shoud confiem its arigin by contacking "asf", The Fallawing number will assisk pou in this process:
Thumbprint {shal ) 1647EZF3 169TC141 DODASELF DOFCEZET FE450962
IWarning:
IF ot instal Ehis root certificate, Windows will aukematicaly brust any certificate k=ied by this Ca. Installing & certificate with 2n urconfirmed Bombprint is 2 security risk.

IF wou click "Yes" you acknowledge Ehis risk,

Do youwark bo nstal fis certificate?

Click the Yes button to ignore the warning and the root certificate will be installed, as shown
in the figure below:

\11) The import was successhul,

Generally, root certificate is required to be installed when you logs in to the SSL VPN for the
first time. Once root certificate is installed, you need only click the Yes button next time
when logging in and see the security alert.
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Using Account to Log In to SSL VPN

If root certificate has been installed, user can visit the login page to the SSL VPN. The login page
is as shown in the figure below:

Access S51L VPN

Username:
Fazzword:
verification; it NZ q

=

'_ LogTIn .

COther Login Methods:

5] Use Certificate| | g Use USE Key

& Failed to read USE key. Please install USE kev driver.

» Login error. Flease download S5L VPN repair tecl to repair compenents

» For more help information, dick here

1. Enter and submit the required credentials through the login page. The following are the
contents included on the login page:

=  Username, Password: Enter the username and password of the SSL VPN account to
connecting to the SSL VPN.

»  Verification: Enter the word on the picture. Word verification feature adds security to
SSL. VPN access and could be enabled by administrator manually, or activated
automatically when brute-force login attempt is detected.

=  Use Certificate: A login method that enables user to use certificate to go through the
user authentication. The certificate should have been imported to the IE browser

manually.

= Use USB Key: A login method that enables user to use USB key to go through the user
authentication. There are two types of USB keys, one type has driver and the other type

1s driver free.

A

User using USB key to get authenticated may need to install the USB key driver. For detailed

guide, please refer to the SSL VPN Users section in Chapter 4.

2. Once user passes the required primary and secondary authentications, he/she will enter the

Resource page, as shown in the figure below:
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—_— welcome test11 | Seitings | Optmization | Log Out
& . SANGFOR .
E' hittp: /v .example.com.cn Go b
Resource Group B T avold dats |eakage rsk, vou'd better not save acoount on public devics
[E Default group
# Al subnet L3VPN rasources
| testGep ‘
5 Ihtsm a test_sso_res H
B gmy-test-group
B Aermoteien i Financial System TT
ﬁ 0a Office system HTTF

All the resources or groups associated with the connecting user will be displayed on the
Resource page. Click on any of the links to access the corresponding resource.

For Web application resources, user can access them simply by clicking on the resource link.

For C/S applications that cannot be accessed through browser, user can start the SSL VPN
Client program (under Start > Programs > SSL VPN Client) and access the application by

entering IP address of the server, as if user’s PC resides in the enterprise network.

TCP and L3VPN components will be installed automatically when user accesses associated

TCP resource or L3VPN resource.

wislcome o | Settings | Cotimization | Log Out

wehl? Typa:HTTR
p20 TypaHTTT

Lawvpn Typa(HTTF

To log out of the SSL VPN, click Log Out at the upper right of the page. Once user logs out,
he/she cannot access the internal resources any more.

To modify password of the SSL VPN account, click Settings at the upper right of the page to
enter the User Account page, as shown in the figure below:
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Personal Setup (si}

» User Account Lsarname; si
Password: HrErE* [Modify]
Descripton: [Modify]

As shown above, the current password is followed by Modify. Click it to enter the Modify

Password page, as shown below:

Change Password b4

Current;

=R

Confirm:

Save Cancel

A

»  If user keeps inactive for a long time during SSL VPN access, without performing any

operation or accessing any resource, user will be disconnected and log out automatically.

» The contents shown in Settings are related with SSL VPN configurations. Those contents

will be taken valid.

Using USB Key to Log In to SSL VPN

User login using USB key is a bit different from that using account.
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Main differences are the login process and login page. User should perform the following:

1.

2.

Launch the browser and visit the login page to the SSL VPN.
Insert the USB key into the USB port of the computer.

Select other login method Use USB Key to enter the next page that asks for PIN of the USB
key.

Enter PIN of the USB key and login process completes.

To modify PIN of the USB key, click Settings at the upper right of the Resource page to

enter User Account page, as shown below:

Welcome sangfor User Account
ef User Accourt Usermname: sangfor
= ) i Password; s [Modify]
= Login Options
Description: [Madify]
PIR ke [Modify]

Click Modify to enter the Edit USB Key PIN page, enter the current PIN and the new PIN
and click the Save button, as shown below:

Edit USB Key PIN Close

Current PIN: |

Mzw PIMN:

Confirm PIN:

Save Cancel

Using VPN Client to Log In SSL VPN

SSL VPN client components will be installed automatically when user logs in SSL VPN through

IE browser. On System > SSL VPN Options > Client Options page, you can enable client

software installer to be installed automatically or manually when required. If Manually

corresponding to the Install Client Software Installer when required option is selected on the

Sangfor device, the following page will pop up when user logs in VPN, as shown below:
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* Install ActiveX controls

Follow the tips to install ActiveX control.

— —auetl St

iveX

to install the following add-on'y)
Install This Add-on for &
What's the Risk?

Information Bar Help

- i
S :!l .’.-rf ¥

If you see no prompt of or fail to install the add-on; download and install it manually.

Bownload Add-on

Click Download Add-on, a dialog appears, as shown below:

Do you want to run or save install.exe (13.5 MB) from 200.200.75.2407

@ This type of file could harm your computer, i Run !! e T i Seid

To install it, click Run. You will see the following installation page.

r Sangfor Install Setup: In;tall;'rg L:r| (= |—“ﬂ"J-"I
e =

@ Extract: SuperExelnstaller.exe
=4 | |||

|

P Cancel | Mullsoft Tnskall System 2. 48 Close |

= '

After software installer is installed, navigate to Start > Programs and you will see the

following directory, as shown below:
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L SSLVPN Client
» Offline Access Secure Desktop
. Start EasyConnect
% Uninstall EasyConnect

Please terminate firewall and antivirus software when installing client software installer;

otherwise, the client will fail to be installed.

1. Click Start EasyConnect to open the SSL VPN client window, as shown below:

-

. EasyConnect

Address;

Frosy Settings: ]

2.  Enter the address of SSL VPN and click Connect, the following dialog appears.

-
. EasyConnect

I

% Easy Connect

Account | Certificate |_L|_SE-KET|

Address; https:/4200.200.75.240

Uszermarne: |

Pazzward:

Femember me [ Auta login

||

[ Anonymous Log ln l I_ LogIn

m  For authentication based on username and password, select Account. The Account tab is as
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shown in the figure below:

-
» EasyConnect

=, Fasy Connect

Account | Certificate |_UEE-KET|

Address; https://200.200.75.240

Usernarne: |

Pazzword:

[] Bemember me. [ Auta login

[ Enonymous Log In l I_ Logln

||

User can select Remember me and Auto login options if required, then he/she does not need to

enter these information upon next login. The two options are available only when they are enabled

on the device(for details, refer to Client Options in Chapter 3).

m  For authentication based on certificate, select Certificate. The Certificate tab is as shown in

the figure below:

'

- EasyConnect

rF

%=, Easy Connect

| Account | Certificate. | |ISB-KEY

s hittps://200.200.75.240

LCert Usger: [

[ &uto login

=  For authentication based on USB key, select USB Key. The USB-KEY tab is as shown

below:
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m Easy Connect

Lﬁccnuni ICertificate} USE-EEY

address: http=://200.200. T5. 240

FIN: |

Fleaze inzert a walid USE Lkeyw

Download USE Key Driver

I Log In ! I Back ]

1%

To create SSL VPN user, refer to Adding User in Chapter 4.

3. Select an authentication method as per your case. After logging in, a prompt dialog appears,

as shown below:

@ Connected % X

Connected to server

If system tray is enabled when configuring Client Options on Sangfor device, the VPN client logo
will be shown on the lower-right corner of the desktop. Put the cursor on it, you can see the
connection status and VPN flow speed, as shown below:

S5L VPM is connected
Speed:[out]d BSS [in]l BfS

To view VPN connection status and configure VPN-related settings , right-click on the System
Tray icon and you will see the following floating window, as shown below
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SSL VPN

[ Connection
&) History Message

2 Personal Setup
@ System Settings

£ | Show Resocurce

Exit
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Appendix B: Sangfor Firmware Updater 6.0

Sangfor Firmware Updater 6.0 is intended to update version and restore configurations of any
Sangfor device, IAM, SSL VPN, WANO, AD. Compared to the previous version 5.0, Firmware
Updater v6.0 is improved on the following:

1.

Simplified update process

Firmware Updater v6.0 works as an update wizard, support online update feature that helps
search for updates and analyze versions of available updates for the connected Sangfor

device in the local area network.

Using online update method to update Sangfor device, network administrators need not
handle some troubles such as preparing Sangfor device, checking current version of their
Sangfor device, downloading update package, etc., but only choose an available version and

click buttons.

In addition to online update, administrators can browse and upload an existing package from
the computer to update the Sangfor device manually or restore the configurations if the

configuration is backed up previously.

The program file that can launch Sangfor Firmware Updater is included in a compressed
file and available once the compressed file is decompressed, without being installed on the

computer.

Updating Your Sangfor Device

1.
2.

Download the SANGFOR-Updater6.0.zip file from the Sangfor official website.
Double-click the executive file SANGFOR Firmware Updater.exe, and then specify or

search for the Sangfor device that you want to connect to and update, as shown below:
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-

k_} Sangfor Firmware Updater - Device Disconnected
& SANGFOR
\‘-'
| IF Address: 101111112 =
Passward: ]
[#] Remember password
Cptions

LS

The following are the contents included on the above page:

= JP Address: Enter the LAN interface IP address of the Sangfor device that you want to

connect to and update. IP:Port format is supported.

=  Password: Enter the password for connecting to the Sangfor device specified above.

The default password is dlanrecover (case-sensitive), or password of the default

administrator account (Admin or admin) for connecting to the administrator console.

* Remember password: Select this option to remember the password so that the

password need not be entered once again when you connect to this device via Sangfor

Firmware Updater next time.

= Search: Click this button to search for Sangfor devices in the local area network. If any

Sangfor device is found, it will be displayed on Select Device page, as shown below:

-
Select Device

M. IP Address

] 10111.111.5
2 10.111.111.8
3 1011111174
4 10.252 252 252
] 200.200.151.2

3 device(z]

Ok

J |

Caricel ]
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3. Click the Options button to configure Package Deletion option and network related settings,
as shown below:

- - it
Cptions [ﬁ

Fackage Deletion

[¥] Prezerve downloaded package(s) for future use

i ] [ Clear

M etwork, Optiong

|pdate Server: [.-’-‘-.utD-S elect x|

[¥] Get updates uzing the HT TP prosy server below

IP &ddress:

Part:

[¥] Require authentication
semame;

Pazzword:

()4 | I Cancel

o )

The following are the contents included on the Options page:

=  Preserve downloaded package(s) for future use: Select this option and the previously
downloaded packages (in Download folder) will be preserved and can be used for

future update or configuration restoring.
To open Download folder and view the downloaded package(s), click the View button.
To delete all the downloaded packages in Download folder, click the Clear button.

= Update Server: Select an update server, Shenzhen or Shanghai, which will always be
used to get updates, or select Auto-Select to have the system select update server every
time. This option only works when update method is online update.

*  Get updates using the HTTP proxy server below: To specify a HTTP proxy server to
get updates for the connected Sangfor device, select this option and enter the IP address
and port of the HTTP proxy server in the IP Address and Port fields respectively.

=  Require authentication: To have the HTTP proxy server require authentication, select
this option and enter the username and password into the Username and Password
fields respectively.

4. Click the Connect button to connect to the specified Sangfor device and select Online
update method or Load package from Disk, as shown in the figure below:
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r- 2
ﬂ'} Sangfor Firmware Updater - 10.111.111.2 ==

.-i'-'—.
= _ SANGFOR
-

Cument Device
ersion: ME.8
IP Address: 101111112

Update Method

(7% Load packaae from Disk

| | Dizconnect Meod

L% -

Under Current Device are the version information (e.g., M5.2 of SSL VPN) and IP address
(e.g., 10.111.111.2) of the currently connected Sangfor device.

Under Update Method are two options, Online update and Load package from Disk. The
former is the previously mentioned feature that can automatically get updates for the
connected Sangfor device, and the latter enables administrator to choose a package to update
the current device or restore the configurations on the current Sangfor device with those
contained in the chosen package.

¢

Currently, online update only supports update of version SSL M5.0 and above. For update of

lower versions and other series of Sangfor devices, please select the update method Load
package from Disk.

Search for newer version and download update package, or load package.
= Select new version and download package. It happens when method is Online update.

a. Click the Select button and the firmware updater will check for updates. After
updates checking and analyzing, the available and updatable version(s) are

displayed on the Select Version page, as shown in the figure below:
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Select Version

“erzion H_eleama_d | } Size Download..  Updat.. W Mot allow ..
O WE2 20111102 2386 ME Mo es -
=l ] ]

Wersion Details 1 newer versionz

Tips: The current device car be updated to any of the above versions which may not be
latest. To update to the |atest version, complete this update to any version above and
then update again uzing online update method.

[ .QK ” LCancel ]

b. Select the checkbox next to a version and click the OK button to close this page.

c. Click the Next button to download package of the selected version. The download

process is as shown in the figure below:

ngfor Firmware Updater - 10.111.111.2

g SANGFOR

—_—

Current Device
Yersian: 5.2
P ddress: 10111.111.2

Package Bownload

Wersion: 5.2
State: Downioading_
Frogress: Downloaded 9.74 ME of 2355 MB_, Speeci: .72 MB/

Pauze

LCancel

To stop downloading the package, click the Pause button which will then turn to a

Resume button.
To cancel downloading the package, click the Cancel button.

d. While package download is completed, click the Next button to confirm version

information and update the current device, as shown in the figure below:
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. Sangfor Firmware Updater - 10.111.111.2

@ SANGFOR

. Current Device

ersion: P52
IPaddess: 10110112
i Fiau:kage-Du:uwnlDad-
Versior: 5.2
State; Completed
Progress: Completed: Time taken: ‘4 seconds

[ B ][

Hest J

below:

= Sangfor Firmware LUipdal

Load update package. It happens when update method is Load package from Disk.
Browse a package from local PC, click the Open button and Next button, as shown

[ 2 oy
Look e | 23 package MO & O
6 SANGFOR | =
{| =] CLUSTER 1, 4_FOR_SSLMS, 380201 20223). 550
:' | DLAN4. 52 _For_MS.3(20011219).05u
_ | ) 5505, 3201 11202) 550
Cidrent Device ] 5515, 36N (20120225 B).55u
Viishic MS 2 [ 55L5.35_(z0120222) 550
IPAddress. 10111111
Update Method
O Orine update Pk |SSLEEN (2912022 Bl 1 (L geen ]
(@) Load package from Disk. [10pen a5 ead-cnly
(giszoenect | [t ]

Confirm the update information and click the Update button to update the current Sangfor

device, as shown in the figure below:
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Confirm Update

From Version:
M52
To Version:
M53EN
Update Tips:
Update vath this package requires device to restart.
Sollvasie upgiade hcense must be vald

Fackage ieleased 20020225
Support update from officaal version M5 2 Mo need to restore defaudt cor

| Update | [ Concel |

For online update, it is required that the computer connected to Sangfor device can access

Internet.

Please DO NOT cancel updating during the update process. Otherwise, the current device

will meet unexpected error.

Sangfor device can only be updated to a newer version from lower version. Cross-version

update is not supported.

Update operation has potential risk for misoperation will damage the device. Do not perform
update by yourself. If necessary, contact Custom Service.

422



	Table of Contents
	Declaration
	Preface
	Knowing Your Sangfor Device
	Operating Environment
	Product Appearance
	Connecting Sangfor Device

	Initial Login to Admin Console
	Logging in to Admin Console
	Modifying Administrator Password

	System and Network Settings
	Viewing Status
	Viewing SSL VPN Status
	Viewing Online Users
	Viewing Alarm Logs
	Viewing Remote Application

	System Settings
	Configuring System Related Settings
	Configuring License of Device and Function Modules
	Modifying System Date and Time
	Configuring Console Options
	Configuring External Report Center
	Generating Certificate for Sangfor Device
	Configuring SMTP Server
	Configuring Syslog Server
	Configuring SNMP

	Network Settings
	Device Deployment
	Setting Multiline Options
	Configuring Route
	Configuring Host Mapping Rule (HOSTS)
	Configuring IP Assignment Options (DHCP)
	Configuring Local Subnet

	Schedules
	Administrator
	Adding Administrator Group
	Adding Administrator

	SSL VPN Options
	General Settings
	Configuring User Login Options
	Configuring Client Related Options
	Configuring Virtual IP Pool
	Configuring Local DNS Server
	Configuring SSO Options
	Configuring Resource Options
	Web App Resource Options
	TCP App Resource Options
	Background Knowledge: What is Smart Recursion?
	Scenario 4: Configuring and Applying Smart Recursi

	L3VPN Resource Options
	Other Resource Options


	Network Optimization Related Settings
	Application Access Optimization
	Data Transfer Optimization
	Webpage Access Optimization
	Web Cache

	User Logging in
	Configuring Login Policy
	Configuring Login Page
	Uploading Icon to Device

	Clustering
	Terminology
	Main Features of Cluster
	Deploying Clustered Sangfor Devices 
	Deploying Clustered Device in Single-Arm Mode
	Deploying Clustered Device in Gateway Mode
	Deploying Clustered Device with Multiple Lines
	Single-Arm Sangfor Device with Multiple Lines
	Gateway-mode Sangfor Device with Multiple Lines
	Configuring Newly-Joining Clustered Device


	Viewing Clustered Node Status
	Viewing Cluster Online Users
	Distributed Nodes
	Distributed Deployment
	Viewing Status of Distributed Nodes




	SSL VPN
	SSL VPN Users
	Adding User Group
	Adding User
	Searching for Users
	Managing Hardware IDs 
	Importing User to Device
	Importing Users from File
	Importing Users from LDAP Server

	Moving Users to Another Group 
	Exporting Users
	Associating Roles with User
	Configuring SSO User Account
	Generating Multiple Certificates for Users
	Configuring Multiple Users Assigned To CA
	Creating Multiple USB Keys for Users
	Viewing Associated Resources of User

	Resources
	Adding/Editing Resource Group
	Background Knowledge: Load-Balanced Resource Acces

	Adding/Editing Web Application
	Adding/Editing TCP Application
	Adding/Editing L3VPN
	Adding/Editing Remote Application

	More Operations
	Exporting Resources
	Importing Resources
	Sorting Resources

	Roles
	Adding Role
	Getting Privilege Report

	Authentication Options
	Primary Authentication Methods
	Local Password Based Authentication
	LDAP Authentication
	Configuring LDAP Server 

	RADIUS Authentication 
	Configuring RADIUS Server

	Certificate/USB Key Based Authentication
	Configuring Local CA
	Configuring External CA
	Configuring USB Key Model
	Client-Side Domain SSO 


	Secondary Authentication Methods
	SMS Authentication
	Using Built-in SMS Module to Send SMS Message
	Using External SMS Module to Send SMS Message
	Using SMS Gateway of ISP to Send SMS Message
	Using Webservice Based SMS Platform to Send SMS Me
	Using Jasson MAS to Send SMS Message

	Hardware ID Based Authentication
	Dynamic Token Based Authentication

	Other Authentication Options 
	Priority of LDAP and RADIUS Servers
	Password Security Options
	Anonymous Login


	Policy Sets
	Adding Policy Set

	Remote Servers
	Adding Remote Application Server 
	Adding Remote Storage Server

	EMM 
	MDM Policy
	Adding Android MDM Policy
	Adding iOS MDM Policy

	Mobile Devices
	Published Apps
	App Wrapping

	Endpoint Security
	Security Rules
	Predefining Basic Rule
	Predefining Combined Rule
	Configuring Security Rule

	Security Policy
	Adding User-Level Policy
	Adding Role-level Policy
	Configuring Advanced Policy Settings

	Built-in Rules Update


	Firewall
	Defining Firewall Service
	Defining IP Group
	Configuring Filter Rule
	Rules on Access to Local Device
	Rules on Access among Sangfor Device’s Interfaces

	Configuring NAT Rule
	Configuring SNAT Rule
	Configuring DNAT Rule

	Configuring IP/MAC Binding
	Configuring HTTP Port 
	Defining URL Group
	Defining WAN Service
	Configuring Access Right of Local Users
	Real-time Monitoring
	Viewing Real-time Traffic
	Viewing URL Access Logs

	Configuring Anti-DoS

	System Maintenance
	System Update
	System Upgrade
	Proxy Options

	Viewing Logs
	Viewing System Logs
	Viewing Operating Logs

	Backing Up/Restoring Configurations
	Restarting/Shutting Down Device or Services
	System Automatic Update


	Chapter 7 Scenarios
	Device Deployment
	Deploying Device in Gateway Mode with Single Line
	Deploying Device in Gateway Mode with Multiple Lin
	Deploying Device in Single-Arm Mode With Single Li
	Deploying Device in Single-Arm Mode With Multiple 

	Configuring System Route
	Deploying Clustered Sangfor Devices 
	Deploying Clustered Device in Gateway Mode
	Deploying Clustered Device in Single-Arm Mode
	Deploying Clustered Device with Multiple Lines
	Gateway-mode Sangfor Device with Multiple Lines
	Single-Arm Sangfor Device with Multiple Lines


	Adding User
	Adding User Logging in with Local Password 
	Adding User Logging in with Certificate

	Configuring VPN Resource
	Adding Web Application
	Masquerading Resource Address
	Adding FileShare Type of Web Application
	Adding Web Application Enabling Site Mapping

	Configuring TCP Application
	Configuring URL Access Control Feature

	Adding L3VPN Application
	Adding Remote Application 

	Configuring Authentication with External CA
	Using External CA Root Certificate to Generate Dev
	Mapping User to Local Group Based on External Cert

	Configuring Resource Enabling SSO
	Adding TCP Application Enabling SSO 
	Adding Remote Application Enabling SSO

	Mobile Users Accessing SSL VPN
	Application for IOS MDM Certificate
	EMM Configuration Case
	Configuring Firewall Rule
	Configuring LAN<->VPN Filter Rules
	Adding SNAT Rule
	Adding DNAT Rule

	Typical Case Study
	Required Environment
	Configuring Sangfor Device

	Required Environment
	Configuring Browser and Accessing SSL VPN
	Configuring Browser
	Using Account to Log In to SSL VPN
	Using USB Key to Log In to SSL VPN
	Using VPN Client to Log In SSL VPN

	Updating Your Sangfor Device


