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SANGFOR Cloud Platform SCP can manage cross-region clusters and provide
heterogeneous management support for VMware data centers, which can divide the
managed pool of resources into multiple logically Resource Pools, realizes the customized
approval process and billing functions through the setting of classified administrator
authority. It also enhances the network management and security among tenants, and
tenants can configure their own firewall, and the flexible image management can effectively
reduce the workload of platform management personnel in operation and maintenance. On
the other hand, in terms of business reliability, through remote disaster recovery services, it
provides users with a complete virtual machine-level remote disaster recovery plan.

This chapter mainly introduces and explains the SANGFOR SCP products in detail,
including productintroduction, architecture and key features.

SANGFOR cloud platform(SCP) can provide abundant management capabilities. First of
all, in the resource creation phase, it can put multiple data centers under heterogeneous
management. These data centers may be either cross-regional clusters or VMware data
centers. In terms of authorization, it supports uniform authorization; in other words, In case
of heterogeneous management of multiple HCI clusters, only one SCP authorized import is
need, while all the authorizations of other clusters under heterogeneous management may
be distributed as needed through the SCP authorization. On the tenant side, it has abundant
tenant management functions. On the one hand, the administrator may customize the
approval process, and on the other hand, the tenant may submit the independent service
work order application resources, which should be used and charged reasonably through
multiple levels of resources charging functions. In terms of security, in multi-tenant scenarios,
it supports tenants to configure their own distributed firewall policies without conflicting
with platform administrators' policies; in terms of management, a single cluster can support
up to 64 hosts, support the tenants' subnet topology display, and can provide APl interfaces
conforming to the openstack specification for third parties; in terms of hardware, it provides
support for INTEL's latest V5 CPU.

On the other hand, SANGFOR cloud platform SCP integrates three centers: Reliability
Center, Operations Center and Monitoring Center. Among them, Reliability Center can
provide users with a complete virtual machine-level remote disaster preparedness plan,
including disaster recovery plan, disaster recovery drill, virtual machine recovery and
relocation, visual operation and maintenance, etc. "Operations Center" can provide users
with a wide range of management options, including multi-tenant, autonomous work order,
flow billing, authority management and VMware heterogeneous management capabilities;
and "Monitoring Center" can provide users with a multi-dimensional monitoring perspective,
which supports the monitoring from both the platform and business levels to ensure the
business runs normally in all respects.



The list of SANGFOR SCP product features is shownin the following table:
@)
t) : This table only lists the basic functions supported by SANGFOR SCP. Please
consult the after-sales technical service engineer of the local officefor specific configuration

implementation and other functions.

Table 1-12 SCP Product Function List

Affiliated : L ,
Function Items Descriptions of Functions
Components
SCP cloud _ .
Multi-tenant Support multi-tenant access
platform
SCP cloud Self-service work  [Support tenant work order self-service
platform order application
SCP cloud Customization of  |Support the layout approval process and
platform approval process  [support multi-level examination and approval.
SCP cloud Billing and Charging fortenants' CPU, memory and
platform measurement storage
Support the editing of VMware virtual
SCP cloud Support VMware  |machine configuration on cloud platform
platform VDC functions (supporting CPU editing, memory, hard disk,
network).
Multi-tenant scenario:
it supports tenants to configure their own
SCP cloud Multi-tenant _ .pp _ . J . -
L _ distributed firewall policies without conflicting
platform distributed firewall | . _
with the policies configured by super
administrators.
Multi-tenant scenario:
SCP cloud Tenant topology  |sypport the administrator zooming method to
platform display display the tenant virtual network topology,
supports the tenant sub-topology rendering.
SCP cloud Multi cluster & Support cross-regional cluster management
latform multi-data center |and support the heterogeneous management
P management of VMware




SCP cloud Authority Set different administrative authorities for

platform management different administrators.

SCP cloud Support image distribution and management
Image management _ "

platform of different partitions

SCP cloud Unified Authorization for managing single or multiple

platform authorization HCI clusters on the cloud platform

SCP cloud Integration Cloud management provides API to third

platform capability party in line with openstack specification.

SCP cloud Reliable Center Gene'zral Drawing of Provision of Reliability

platform Services

SCP cloud Disaster recovery |Provide a complete VR remote disaster

platform management recovery plan

HCI Data striping Further optimize virtual storage performance

HCI Big cluster A single cluster supports up to 64 hosts
Support INTEL

HCI uPP Provide the latest INTEL CPU support

VsCPU

The recommended deployment modes are as follows:

1. The SCPis deployed on the HCI cluster in the form of virtual machine.

2. HCl cluster IP and user password are added voluntarily to SCP to conduct
heterogeneous management over HCl cluster.

3. vcenter cluster user IP and password are added voluntarily to SCP to conduct
heterogeneous management over VMware.

A

From the perspective of business stratification, the architecture of SANGFOR SCP cloud

Note: SCP does not currently support deployment on VMware and physical
machines.




platform is as follows:
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Fig.1-1 SCP System Architecture Diagram

In view of the above Fig. 1-1, it is briefly explained as follows:

The micro-service architecture is adopted at the overall back-end, which supports

horizontal scaling, low coupling, building block-type, stateless and inter-module REST API
communication and maintains decoupling;

With the separation of SCP and HCI architectures, cloud management

architectures can provide rapid evolution and upgrade based on the actual
needs;

SCP is decoupled from HCI architecture to ensure HCl architecture is stable
with high performance;

With the front-end display and back-end separation, back-end configuration
customization, it can quickly integrate and display data;

Standardized APlinterface canfacilitate the integrated development by a third
party;

Internal RPM management shall be used to support module decoupling and
upgrade;

The MongoDB's front-end reading/writing separation architecture supports
large concurrency;



e The three-level role system based on keystone extension (admin, tenant and
user) has more flexible management dimensions than the two-level role of
Openstack (admin and tenant);

e Based on the self-developed Phoenix framework on Openstack, it solves the
problem that Openstack service architecture is too redundant while
maintaining the advantages of Openstack architecture;

e The Gnocchi module redeveloped based on Openstack has been greatly
improved compared with the performance of official Gnocchi;

1.3 SCPKey Characteristics

®  Multi-cluster Management

SCP unifies the management of resources such as infrastructure, Resource Pools, cloud
services and tenant applications.

The deployment mode of SCP includes single data center and multi-cluster deployment,
which is used to conduct heterogeneous management over multiple different clusters in the
same data center. The logical topology of the deployment is shown in Fig. 1-2:

ShenZhen Data Center

Resource Partition A Resource Partition B

Resource Partition C

VivIware

Fig. 1-2 Multi-cluster Deployment of Single Data Center

At the same time, SCP supports the cross-regional heterogeneous management of multiple
clusters from multiple data centers. Its deployment logic topology is shownin Fig. 1-3:
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Fig. 1-3 Multi-cluster Deployment of Multi-Data Center

® Multi-tenant management

In order to meet the operational management requirements of the platform for the
Tenant, SANGFOR SCP can set up a maximum of three user management levels, namely
platform management, Tenant management and end users. The relationship between
management responsibilities and levels is shownin Figure 1-4.

Cloud Operation Cloud Operation
inistrator Administrato

Cloud Admiinistrator Organization
Administrator

UrcCes

a a ‘E;I& a : T‘uar‘uge-ofbusiness

Organizationl Organization2  Organigation3  Organization4

iR R

Staffl Staff2 Staff3 Staffl Staff2 Staff3

Figure 1-4 SCP User Management Level

@® Self-service function



Orders will be automatically generated after users applying for or managing cloud
services, such as application for and deletion of work orders. The work order is submitted to
the corresponding personnel for examination and approval. After approval, the system
automatically executes the work order tasks. The application process is shown in Fig. 1-5.

Normal User TOVEer

Fill in the configuration and

submit the work order as requirm>

prove

Return resuli

AN

Pass: Deliver resources

Reject: Reason for refusal

Fig. 1-5 Application Process of Self-service Work Order

[ Multi-tenant Distributed Firewall

SANGFOR SCP can provide tenants with space isolation, support tenants to configure
their own distributed firewall policies, without conflicting with platform administrators'
configuration policies. The logical diagram of the failure domain is shown in Fig. 1-6.



SANGFOR Cloud Platform(SCP)
|

Tenant 2

Fig. 1-6 Multi-tenant Distributed Firewall

Distributed firewall rules within each tenant will only be issued to its own switch to take effect,
to achieve the firewall rule isolation between tenants and between tenants and platforms.

® Image unified management

» Provide unified image management functions to achieve unified creation and
management of images on all HCI Resource Pools.

» Inthe multi-tenant mode, the administrators can customize the Tenant administrator.
In the Tenant, the public image provided by the platform administrator can be used
in the Tenant, or the customized private image can be used.

» By reducing the operation and maintenance pressure of platform administrators
through a unified image management function

The process of image uploading and distribution is shownin Fig. 1-7:
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Fig. 1-7 Image Management

® Unified Licensing

The whole cloud platform only needs one authorization to satisfy the authorization of all
hosts under the cloud platform, realizes the unified management and flexible control of
authorization, and solves the problems that authorization cannot drift between clusters and
the change of extended authorization. The mode of authorization is shownin Fig. 1-8:
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Fig. 1-8 Authorized Management
® Standard APl Interface

SANGFOR SCP will provide industry-wide standard interfaces to the outside and third parties
will be able to customize docking according to their needs.

Simple heterogeneous management logic is shown in Figs. 1-9 and 1-10:
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Fig. 1-9 Unified Interface

Third-party cloud management
platform manages aCMP

Provide APT solation
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Fig. 2-10 Third Party Integration
® Big Cluster Deployment

SANGFOR SCP cloud platform can support the deployment of a maximum of 64 servers in
the single cluster.

®  Customized Approval Process

Flexible work order approval process to meet different customer management requirements.

® Management of Measurement and Billing
» Transparency and visualization of multi-tenant computing resource usage

» Transform the cost center of the data center into the profit center by charging for
resources used by the secondary units and subsidiaries by the quantity

» Convenience for the industry cloud to charge for resources used by each tenant and
facilitate the resource settlement with the tenant

» Provide resource availability report which can be exported.

® PutVMwareVDC under heterogeneous management

It can unify the heterogeneous management of VMware data center and provide a unified
management mode of HCl and VMware.

® Hardware Support
It supports HCl platform to support INTEL vg CPU server.

® Disasterrecovery services



For aCloud Platform For VMware vCenter
1 Site and Link Deployment
] ] = =
(] - [ =) ()
Virtual Machine Virtual Machine Virtual Machine Virtual Machine
2 Create DR Plan
3 Add Secondary Site
R I
Backup Server Switch Backup Server
4 Backup VM
Backups at Primary Site ~ Backups at Secondary Site
= = = = = =
= = = = = =
= — —1 — — 5 Recover business in the event of outage
Virtual Storage FC iscs! Virtual Storage FC iscs!
6 Migrate to Primary Site

SANGFOR disaster recovery plans provide a "local backup - remote disaster recovery" plan,
where the primary site configures storage (external storage or VS) for the purpose of local
backup storage, and the secondary site configures an HCI cluster as the disaster recovery
center.

® Reliability Center

e admin v

( i — Sangfor Cloud Platform urces ekabil ter Oy et Monitoring  System =

© ' = Q

Figure 1-12

» Provide a complete business protection service, integrated in a unified platform,
which is reusable and reliable.

» Simplest operation and maintenance mode of visualization with reliable resources
and one-key availability of services



Chapter 2 Installationand Upgrading

2.1 New deployment

[Function description]

Deploy a new SANGFOR cloud platform(SCP).

[Prerequisitess]
1. The SANGFOR enterprise-level cloud HCI platform has been correctly deployed.

2. The SCPimage installation package is prepared.
[Operating steps]

Log onto HCl platform console:

SANGFOR aCloud

o

SANGFOR aCloud

1. Click [Compute] > [New] > [import Virtual Machine] :



Harne

angfor HCI

B8 Panel

Template Template Ternplate Template Temnplate
HA HA HA 1A HA
H £ H Ea H
windows2012-ternplate vindows10-terplate entasT-termnplate Ubuntu18.04-template Ubuntu1 6.04server-templat.
Powered Off Powered Off Powered Off Powered Off Powered Off
Create New Virtual Machine %

Choose a way to create a new virlual machine.

A Dperaling systern should be installed afterwards via an |SO file

Create Mew Virtual Machine ﬁ Create Standalone Oracle Database

The wizard helps to create standalone Oracle database

.1 Clone Wi % Create Oracle RAC Database (cluster)

Clone an existing virtual machine The wizard helps to create Oracle RAC database

Import Yirtual Machine @ Create SQL Server

B s ais onthis local FC 5‘ This wizard helps to create SOL sarver

2. Select the corresponding VM Image File, Group, Datastore and Run on Node.

After that,click ”" to display the upload interface;



) QXL graphics adapter will be used by default after VM is imported. If display issue occurs after

startup, change the graphics adapter manually.

OVA or VMA

To use a vhd, vhdx or gcow2 image file, choose Existing disk and then select
that image file when configuring disk for virtual machine.

VM Image Files: Sangfor_SCP_6.1.0_EN(20200613).vma
Group: Default Group

HA: Migrate to another node if the node fails
Datastore: VirtualDatastore1

Storage Policy: 2_replica

Working Location: <Auto>

iy S

Upleading file Sangfor_SCP_6.1.0_EN(20200613).vma. Please do not close this page

Totak 3.3 GB.Uploaded: 95 MB
Upload Speed: 17 97 MB/s, Time Taken: 5 secs , Time Remaining: 3 mins 2 secs

Cancel

3. After the upload is successful, it is necessary to transfer the virtual machine to further
configure the network. For details, please refer to Section 2.3 Network Configuration.



Import Template from Local PC

The virtual machine is successfully imported.
Sangfor_SCP_6.1.0_EN{20200613)
Default Group

192.200.19.13;Node 192.200.19.19

2_replica

<Auto>

Disk (20 GB), Disk (200 GB), Disk {400 GB), CP...

® vVirual network adapter is not connected to any switch. Please specily

network adapter for the virtual machine.

2.2 Deployment of Operating and Standby Units (If
Necessary)

[Function Description]

SANGFOR SCP 6.1.0 supports operating and standby deployment. When the SCP master
node is unavailable, the SCP standby node can be switched to the master node to ensure the
high availability of the management platform.

[Note]

Make sure that the IP of the configured SCP does not conflict with IP addresses of other hosts,
and the network between the operating and standby SCP is well connected.

[Prerequisitess]
HCI Platform and SCP Virtual Machine have been accurately deployed

[Operating steps]



1. Select the newly imported standby SCP virtual machine (See 2.1 for the detail steps),
click [More] > [Edit] to edit the network card and connect the wires with the
second/third-level HCl platform management network and then click OK;

[ Edit virtual Machine (Sangfor_SCP_6.10_EN(20200813)) | X
Tag: Select |_| -
HA: [ htigrate Vil to another node if the node fails  HA Setiings
Datastore: { v
Storage Palicy: 2 replica ~
Wiiorking Location: <At w
GuestOS: v
High Priority: [ Guarantee resources for' VM aperation and recovery (takes effect after VM reboof)
E Processor 8 corais)
= hemory 1668 Connected To: [+]
= Disk1 20 GB
= Disk 2 200 6B Advanced
- Disk 3 400 GE Adapter Model: W
) CDIOVD 1 None MAC Address: FEFC-FE:33:00:42 g
. cthi Connected To: Edge1 I :;S,‘;Ei:vul:- P;TIL':. rm needs to be authorized again afer MAC
1D AdAramms It tmlom m Afnst aftor v Tanle in imedalladd h

2. Start the imported SCP virtual machine, log in the console of SCP virtual machine to
modify SCP password. The steps to modify are detailed in “Network Configuration”
in Section 2.3 of this Chapter;

Immediately after the starting, the following will be displayed on the console interface:

Sangfor Cloud Platform Starting,. .
| 11%

The following configuration interface will appear after shutdown:



Welcome to Sangfor Cloud Management Platform!

Unable to get IP address, Pleaze check whether IP address
conflicts exist and change to maintenance mode to configure

IP address,
<Bharge to Maintenance Mode>

Later, one IP is also configured for the standby SCP in reference to Section 2.3.

3. Loginthe home page of main SCP and click [Reliability Center] > [SCP Failover]

Owerload Check

a Rebuilding
SCP Fallover

Resource Reseration

Montoring

Sangfor Cloud Platform

© AddSCP Node €' Refresh

SCP Failover
SCP failover requires active and standby SGP riodes be configured. In case active SOP fails, adminisirators can visit standoy SOP GUI and change its status 1o actve 50 s ta ensure availabiliy ofthe platiorm
scP P Status ActiiStandey Operstion
O anline Active (Current Node)

192.168,19,200

4. Click [Add SCP Nod¢], input IP address and password of standby SaCP and click [OK];




Add SCP Node *

Configuration Guide:

1. Add a new SCP and specify its IF address, admin usarname and password,
2. Mewly added SCP functions as a standby node to receive config and data
frorm active node.

2 In case he current node fails, visit standby SCP GUI and switch the standby
node to an active node.

SCPIP: 192166819187
Usemame.  admim

Password: -

Reliability Canter = SCP Failover

© AddSCPNode (' Refresh

SCP Failover
SCP fallover requires active and standby SCP nodss be configured, In case aclive SCP fails, adminisiralors can visit standby SCP GUI and changs s status 1o aclive 30 35 {0 ensure svailablllty of the platform.

SCPIP Statuz Active/Standhy Oparation

192168.19.200 © initializing Active (Current Node)

192168.19.186 © initialzing standly

2.3 Network Configuration

[Function Description]

After SCP cloud platform is imported successfully, its network setting shall be conducted. So

that SCP can get access to HCI cluster network and only in this way SCP can enable the
heterogeneous management of other clusters where the network is accessible.

[Note]
Please guarantee no conflict between the IP of SCP and the IP address of other hosts.

[Prerequisitess]

HCI Platform and SCP Virtual Machine have been accurately deployed



[Operating Steps]

1. Select the imported SCP virtual machine, click [More] > [Edit] to edit the
network card and connect the wires with the second/third-level HCI platform
management network and then click the [OK]

Edit Virtual Machine (Sangfor_SCP_6.1.0_EN{20200613)) | X
Tag: Select |_| -
HA: [ Migrate Vid to another node ifthe node fails  HASefiings
Datastore: { hd
Storage Policy: 2 replica A
Wiiorking Location: AUt v
GuestOg: n

High Priority: [+ Guarantee resources for'vM operation and recovery (takes effect after VM reboofy

E Processor g core(s)
| Enable
L__N!
Wemory 16 GB Connected To: |_|

= Disk1 20 GB

= Disk 2 200 GB Advanced

== Disk 3 400 GB Adapter Model: W

2 CDIDVD 1 Nohe MAC Address | FE-FC-FE-S300-47 e
- ethl Connected To: Edgel I :;S:Z:ro':i:;ul_ltzl—"r—.:né-rr needs to be authorized again afer MAC

1D Addraee: It #alee e afforct aftar wmaTanle ic inetallad

Ok Cancel

2. Start the imported SCP virtual machine and log in the console of SCP virtual machine;

Welcome to Sangfor Cloud Platform!

Pleaze enter the address: https://10,250,0.7 and log in to
GUT,




3. Have a random click on the console of virtual machine, press the key “enter” in the
keyboard to enter into the maintenance mode and then enter password (the initial
password is admin); after the password is entered, select the option OK and then
press the key “enter” in the keyboard to enter a configuration interface.

Plesse enter adnin password:

Click OK to enter the following interface:

Please selsct one option.

1 Configur ok
2 Test Metwork Connectivity
3 Restart

OIS < Ewit >

4. Click the key 1 | "inthe keyboard to select [Configure Network] and press the
key “enter” in the keyboard;



Please select one option,

2 Test Hetwork Connectivity
3 Restart

K < Exit >

Configure Network
Please select a interface o configure

1 Netuork Cable Plugged

< K > <Cancel > <Refreshy

Configure Interface ethl

IP 192,168 ,19,156
Netmask 255.255,255,0
Gatevay 1 19,

< 0K > <Cancal>




Save settings successfully, Please log in with the new IF
address,

6. Open the browser, enter IP:4430 setin https:// and press the key “enter”;

Sangfor Cloud Platform -
ce

Sangfor Cloud Platform

7. The default account and password are admin/admin. For the safety of your account,
please do the modification.

Message

The current password is the initial
password. Please change it immediately.




("= sangfor Cloud Platform

O
(= I

2.4 SCP Activation

[Function Description]

Activate SCP and give authorization to the cluster for networking.

[Prerequisitess]

1. HCI Platform and SCP virtual machine have been accurately deployed

2. Prepare the key id and key foractivation

[Operating Steps]

1. Click SCP virtual machine > [Edit] > add USB hardware > map key to the virtual
machine;



Edit Virtual Machine (Sangfor_SCP_6.1.0_EM{20200613)) X

Storage Palicy: 2 replica b
Working Location: Mode 192.200.19.19 v
GuestOS: Sangfor Cloud Platforr hd
High Priarity: E Guarantee resources even overall resources are inadequate (takes effect after VM reboof) '\:,'

Canflguration

E Processor 8 core(s)

Cores: § core(s)
- hernon 16 GB
-
Disk 1 B0GB Virual Sockets: 1 hd
Cores Per Socket: g v

[MEnable NUMA Scheduler (1)
Use CPU from host (change could be made in poweared-off state) (0
Para-virtualizad clock (chanos could be mads in powerad-off state) (0

7 Enable CPU hot add (change could he made in powered-off stais)
uest0Ses Support (1)

Edit Virtual Machine (Sangfor_SCP_6.1.0_EN{20200613}) X
Storage Palicy: 2_replica_high_pedormance hd
Working Location: Node 192.200.19.19 v
Guest OS: Sangfor Claud Platforr W
High Priority: [ Guarantes resources even overall resources are inadeguate (lakes effect after VM reboat) ()

Configuration

Bl processor  aeore(s)

USH Device: [USB2.041.x] FT ROCKEY ARM 020102 v
- ernol 32068
! USB Caonfroller: None(dieconnected)
il auee © 182.200.19.18
o
Disk 2 200 GB (USB2.00 3 FT ROCKEYARM 020102U sed by Sangh
o= Disk 3 400 B ¥

© coiovp 1 Mone

mm ethi Connecled To: Edged

I B usel [USBE2.0M ] FT ROCKEY ARM 020102

& OtherHardwares

(*) Add Hardware ¥

2. After successful mapping, log in the home page of SCP, click [ System] >
[Licensing] > [General] to enter the authorization page of SCP, click [Edit

License Key] and select the ready authorization document (with a .lic suffix),



~ o admin v
¢“= sangfor Cloud Platform Home  Re: Reliabiliy Cente er  Monitoring i = ;

Licensing o 3 loac Recyele Bin Login Pollcie:

Date and Time

@ activated  ExportLicense KeyFile  Update License Expiratl
KeyID: 502910320200103 el
Use tost

v6.1.0

Enterprise Edition

’
[ 3 Sangfor Cloud Platform

System dMaintenance Recytle Bin

Platfarm License

o
Activated | Expart Licanse Key File | I License Expiration: 2020-08-04 (D)
Key D 50291D3202001103 Jeiceln
Stalus: @ Licensed
test
Free Sences: @ Resource Momtand Operations
and Time ve1.0 @ Centralized Monitaring
@ Platform Managerment
License Type:  Enterprise Edition
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Update A

Please plug inthe USE Key and import the license keyfile. [fvirtual license is used, make sure there is no
key plugged in the cluster before impoding license keyfile.

ﬁ Import License key Fllie -1 Export Device Info Flle
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After successfulimport, the information of the corresponding serial number can be viewed;
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System Maintenance Recyele Bin System Security

Leense key: @ Activated  Export License KeyFile  Update License Expiration 2020-08-04 ()
Devie
Key1D: 50291D3202001103 Deee
@ Licensed
User test
@ Resaurce Myt and Operations
versian ve1o @ centralized Manitoring
@ Platform Management
License Type:  Enterprise Edition
Valus-Added Services: @ operations Center
Value-Added Senvices
E a0C (Operations Center)
Version VB0
Expiration Date 2020-08-04
Host CPUS 100
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3. Click [Cluster Licensing] to license the newly added clusters and also license,

revoke or modify the existing clusters;

Sangfor Cloud Platform Home R Reliability

System Malntenance | Recycle Bin || System Security

Resource Pool

Status Licensing ode Operation

o OMine aCloud-Test aCloud-Test-Pool @ Licensed ( Expiration Date: 2020-08-04 ) Centralizad mode. Revoke

i warm DR Site DRSie @ Licensed (Expiration Date: 2020-08-04 ) Centralized mode Revoke

Click Edit to display the following configuration and you can configure the licensing related
to aSV, aNET, aSAN, CDP and aHM of the corresponding clusters on this interface.



Edit Licensing b

* 35v + CDP

CPU: 4 core(s) COP Protected Yi: 20

+ aNET + aHM

CPL: 4 corefs) Wlvrare Backed-up Vi 20

Distributed Firewall: Activated Wilvrare vCenier: Artivaied

Monitoring: Activated

* 354N + asSCc

CPLU 4 corels) CFPU; Optional | corais)

+ AP + asGPL

Licensing: GPU: Optional

Ok

4. Click [Security Resources License] and you can license, view, and edit (only in

shutdown mode) the NFV licnesing of the clusters.

r
( ; Sangfor Cloud Platform Home  Re 5 Reliability Cente te Monitoring ]

System Maintenance Recycle Bin System Security

Platform License Narme, e Resource Pool Cluster Tenant Status. LicensingMode v Opsration

IAM1010 I DR Site OR Site - @ Notlicensed Centralized mode Licensing  Power On
1AM_ST 14 DF: Site DR Site - @ Licensed (Expiration Date: 2020-08-04) Centralized mode View  Shut Down
ST NGAF2 NGAF DR Site OR Site @ Licensed (Expiration Date: 2020-08-04) Centralized mode Edit Power On
Yuan b [ DFt Site OR Site. . @ Licensed (Expiration Date: 2020:08-04) GCentralized mode Edit Paower On
Kz_SSLVPN 8ssL DR Site OR Site - @ Notlicensed Centralized mode Licensing  Power On
14M_Node2_YZ) 1AM DR Site DR Site - @ Licensed Expiration Date: 2020-08-04) Centralized mode Edit  PowerOn
NGAF0G03224814 NGAF DR Site DR Site © Licensed (Expiration Date: 2020-08-014) Centralized mode View  GnutDown
NGAFO300101452 NGAF OR Site OR Site - @ Notiicensed Centialized mode Licensing  Powsr On

demoADC ADG DR Site DR Site: - @ Licensed (Expiration Date: 2020-08-04) Centralized mode View  ShutDewn

1410318094045 12 DR Site DR Site: - @ Licensed {Expiration Date: 2020-08-04) Centralized mode View  ShutDown

Only the NFV in shutdown mode can be edited with authorization and you can justclick Edit
to conductthe licensed editing;



MNGAF Licensing

MName:

Config Standard;

Licensed Resources
Branch %¥PM Sites:

SELWPM Users:

NGAF0920

Mot licensed

SemerAccess Verlfication: 0

Mobile VPN Users:

Licensed Features

Configuration Standard
Ferformance reg
100Mbps Z)
200MB P I
A00MEBps =N
200Mbps 95

Licensed Resource Usage
Resourcas Ft
Branch
S5LVPMN Us

Total
100
100

100

100

Total

Click Shut Down and you can continue to shut downthe corresponding NFV:

Name

4 DC zone (HCI)

NGAF4

SC NGAF

Type

NGAF

Cluster

DC (CTI)

DC (CTI)

Licensing

@ Licensed ( Expiration Date: 2015-12-26 )

@ Licensed ( Expiration Date: 2018-12-26 )

Click Power On and you can start the corresponding NFV:

NGAF1

NGAF2

NGAF3

NGAF

NGAF

NGAF

DC(CcTy

DC (CTI)

DC(CcTy

@ Licensed ( Expiration Date: 2013-12-26 )
@ Licensed ( Expiration Date: 2018-12-25 )

@ Licensed ( Expiration Date: 2013-12-26 )

View

View

Operation

View Deallocate |Si

View Deallocate Shut Down

Deallocate Edit Power On

Dealiocate  Edit

Deallocate Edit Power On

Click View and you can view the authorization details of the corresponding NFV:

4 DC zone (HC)

NGAF4

SC NGAF

NGAF1

NGAF

NGAF

DC (CTI)

DC (CTI)

DC (T

@ Licensed ( Expiration Dale: 2018-12-26 )

@ Licensed  Expiration Date: 2018-12-26 )

@ Licensed ( Expiration Date: 2018-12-26 )

Deallocate  Shut Down

View Deallocate Shut Down

View Deallocate Edit

Power



Licensing

Device Type:

Remaining License
Branch VPN Sites:
SELYPM Users:

Mokhile WP Users:

icensed Features

Wiehsite Pratection

Vab App Protection

Authonzation Method:

MEAF
100Mbps

1
1

SererAccess Yarificaiion: 1

1

IPS | Application Control URL Database

Application Signature Database

Meural-x Mew Threat Update Antnirus Web Filter

WiAF Signature Database AFT Detection

Data Leak Protection

Maural-X Unknown Threat Update

IPS Yulnerability Database IPSec VPR

2.5 Add Physical Resources

[Function Description]

SANGFOR SCP supports the heterogeneous management of many HCl clusters and also the
heterogeneous management of VMware data centers. When the unified management of
many data centers or many clusters is required, SCP shall be deployed to conduct the

heterogeneous management of all the clusters.

[Prerequisitess]

SANGFOR SCP can get access to the network of HCl platforms or VMware platform.

[Operating Steps]

1. Login the home page of SCP platform, select [Resources] > [Get Started] and

click|Add Cluster], as given in the following diagram:




~ 8 admin v
(= sangfor Cloud Platform Home Reliabiity Center  Operations Center  Monitoring e H ™ O S
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Step 1:Add Physical Resoul Images

~ admin v
(= Sangfor Cloud Platform Home. Reliabilty Center  Opera nter  Monitoring  Syst B T o .
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Step 1:Add Physical Resources Step 2: Create Resource Pool Step 3: Prepare VM Images
Add clusterto SCP togethe resource: Create a resour and associate itwith a Mimages or import existing anes on
and then add tag to

Or, select [Resources] > [Clusters] on the navigation bar of SCP platform and click [Add]
on the popped page.

Resource Pools ‘

© Add C' Refresh

Status 5 Name Descripion Operation

, Offine aCloug-Test

visit Edit More

i Alarm OR st - 8% vist Eait wore

2. Enter the IP, username, password, name, description and type of cluster according to
the requirement; keep the default values if the port is unchanged.

For the Licensing mode, select whether it will be centralized or standalone mode.

Centralized Mode: The cluster will be licensed by the SCP.

Standablone Mode: The cluster ill be licensed individually at HCl instead of centralize
licensing on SCP.



Resource Overview > Cluster > Add Cluster

2 3

Basics Tag Storage Confirm
Cluster Name: Demonstration Cluster
Description:
ClusterType:  HCI v
Cluster P 192.168.20.2

Cluster IP verification required

Uncheck1nis aption if cluster IF adcress will be ranslated atcording

o NAT rule
Usemarne:
Password:  sesasssmses
Port: 443
Licensing Mode: @ Centralized mode () Standalone Mode (1)

@ Once confirmed, it cannot be changed.
Next ancel

3. You can set the different tags for the different storage volumes according to the

actual situations of the clusters; the default tags include: “high performance”, “good
performance” and “large capacity”. These tags can be changed according to the

actual situation. You can do the editing on the page [Cluster ] > [Tags] . After the

setting, click Next

Resourcs Ovenviaw

< 2] 3

Basics Tag Storage

Tag tnis datastore can be creatsd on storage tag

Status Mame Storage Type Capacity Storage Tsg (1)

= Morral VvirtusiDatastore] virtual Starage 35278 High Performance

== = G

Cluster > Tags

@ How to Tag Storage Performance:

C Refresh

Tag Description Operation
& High Perf.. Tag for SSD with high 10 speed, to create high-end virtual machines. Edit

5 GoodPer.  Good IO readiwrite performance. Generally, this tag is for old-styled storage. Edit

& LargeCa Fair IO read/wite performance but large capacity and high security, cost-sffective Edit

4. Finally, Check that the information is correct and then click[OK]



» Add Cluster

o © ©
Basics Tag Storage Confirm
ClusterName:  Testing Cluster
Description:
Cluster Type: HCI
ClusterIP: 19216820180
Port: 443
Licensing Mode: Centralized mode

Tagaing Storage:
Narne Storage Type Performance Capacity

WinualDatastore Virtual Storage High Performance 35278

5. Ifthe cluster is added to this SCP cloud platform for the first time, licensing message
will be given. Conductthe licensing in reference to “Section 2.5 Licensing”.

Message

This cluster you are adding has not been licensed.
Before using cluster resources, you should license the cluster first.
Fleasze license it in System = General = Licensing Cluster License.

Close

2.6 HCI Cluster Licensing

[Function Description]

After HCI cluster is successfully added on SANGFOR SCP platform, it shall be authorized to
guarantee the availability of HCI cluster service, or the authorization of HCl cluster shall be
cancelled and HCl cluster shall be edited. All these operations are carried outon this page.

Virtual key function has been added to HCI version 6.1.0. It allows HCI to be authorized
without the physical USB key which might be damaged during the delivery progress.



[Prerequisitess]

SANGFOR SCP has been imported, licensed and activated and the authorization is sufficient
for HCl clusters under the heterogeneous management.

[Operating Steps]
Physical Key

1. Log in the home page of SCP platform, select [System ] > [Cluster Licensing] ,
check the licensed clusters and cIick to license the clusters.

[ £ 1 Sangfor Cloud Platform Home i 5 = er r Monitoring

General Systern Maintenance Recycle Bin System Security

Status Resource Pool
iz Offline: aCloud-Test aCloud-Test-Pool
[ Alarm DR Site DR Site

i Mormal Test Cluster TestPaol

Date and Time

Resource Pool Staws Licensing Mode

4 Ofine a T aCioud-TeskFool @ Licensed (Expiration Data: 2020-03-04) Centalized mode
i} Marm DR Sil DR Sile @ Licansed ( Expiration Date: 2020-06-04 ) Centralized mode Rk Eail
[, Emor { ® Hotlicensed I Testing Fool Nat licensed Centaizad mods
5 o) e— Test Pool © Licansed (Epiration Date: 2020-10-16) Standalone Mode

Click to complete the licensing;



Licensing b

) Licensing details are as fallows. Click an Ok ta restare the cluster's license authorized by the
cloud platform.

+ Basic Components

asy asaN

CPL: 2 coreis) CPL 2 care(s)
aNET

CPL: 2 corefs)

Distributed Firewall; Mot activated

Monitaring: Mot activated

3. After licensing success, you can revoke and edit the licensing of clusters on the licensing
interface.

System Maintenance Recyele Bin System Security

Status. Licensing Mode 5 Operation

Resaurce Pool

Status

. Offine aCloug-Test aCloug-Test-Pool @ Licensed ( Expiration Date: 2020-08-04 ) Centralized mode Revoke
! Aam DR Site DR site © Licensed ( Bxpiration Date: 2020-06-04) Centralized mode Revoke Edit
& Normal Testing Cluster Testing Pool © Licensed ( Expirafion Date: 2020-08-04 ) Centralized made Revoke Edit
& Normal Test Cluster TestPool © Licensed ( Expiration Date: 2020-10-16) Standalone Mode

Virtual Key
1. Log in the home page of SCP platform, select [System ] > [Cluster Licensing] ,
click <Update> for the device info.



System Maintenance

License Key:

ey ID:

Uger.

Wersion:

License Type:

Recycle Bin

System Security

@ Aetivated ExportLicense Key File  |Update

50291D3202001103
test
WE1.0

Enterprise Edition

Walue-Added Services

a0C (Operations Center)

Wersion VE1.0
Expiration Date 2020-10-25

Host CPUs 14/100

License Expiration:

Deevice 1D

Status:

Free SBenices

Walue-Added Services:

2020-10-25 (D)

@ Licensed

@ Resource Mot and Operations
@ centralized Monitaring

@ Platorm Management

@ Operations Center

2. Click onthe <Export Device Info File> and you will be prompt to download the device

info file.

Update

X

Flease plug inthe LSE Key and importthe license key file. Ifvirtual license is used, make sure there is no

key plugaed in the cluster hefore impording license key file.

aF Import License Key File

g¥ Export Device Info File

+ Basic Components

ash:

ASAM:

aklET:

+ aS5EC Components

MGAF:

ADC:

A

SSLWPN:

s X7 GlgPEmSREIYqukUuh¥ TECGF4I04YRDBEn202uns?

C2zYBeOWOSAKhDpvip N AmIIFMeREN7 2HWESAR

BEotWdAsELSOTAIDLONRLUOAZ? FicihtEnscfybh OT:

SyWESg+Y pl+nd TZHCZPE07wD O d1 DHGY H29h b

SyWESg+Y Jpl+nd TZHCZPE07wD O d1 DHGY H29h b

giHOE405gmEEDne koW ILIDTY PgllA IS0 A w2t d

+y Ay hrigud C3WIMnF Q02 alMlxnLid xgokMOHvzEHKE S

e @

O & @

]

3. Afterthat, provide this file to the corresponding Sangfor personnel for them to apply
for the license file.



4. Once the application has been approved or processed, the license file will be
generated.

5. Import the license file forthe licensing.

2.7 Security Resource Licensing

After the HCl clusteris managed by SCP, the virutal network device can only be deployed on
the SCP.NFV device require to authorize through SCP so that the advance funstion in NFV
can be used normally.

[ Steps]

1. Select [System] > [Licensing)] > [Security Resource License] to check which
device is not authorize. Then select unauthorized device and click button.

r
( = Sangfor Cloud Platform Horne 2eliabilty r nter  Monitoring

General System Maintenance Recycle Bin System Security

icData G

CENSE Name Resource Pool Cluster

IAM1010 DR Site DR Site

IAM_ST DR Site DR Site

BT NGAF2 DR Site DR Site

Vuan At DR Site DR Site

Kz_S8ELYPN

DR Site DR Site

Cluster Status

11010 ) DR Site DR Site - Notlicensed Centralizad mode

1aM_ST 1A% DR Sife DR Site - @ Licensed ( Expiration Date: 2020-06-04 ) Cenfralized mode T Shit Dow
8T NGAF2 NGAF DR Site. DR Site - @ Licensed ( Expiration Diate; 2020-08-04) Centralized mode

“fuan M 1680 DR Gile DR Site © Licensed (Epiraton Date: 2020-06-04 ) Centralized mode Edi

K2_SELVPN 8L DR St DR Site - Notlicensed CGenbralized mode

1AM _Node?_VZ) ] DR Sl DR Site - @ Uicensed (Esplraton Date: 2020-06-04) Centralizad mode Edi
NGAFOB03224914 NOAF O 812 DR St - © Licensed {Expiration Date: 2020-08-01) Centralizad moge

NGAFO309101452 NGAF DR Sits DR Site - notlicensed Centralizad mode

demoADC ADC DR Gie DR Site - @ Licensed ( Expiraton Date: 2020-06-04 ) Centralized mode

1EHO31 0004046 ] DR Site DA Site - @ Licensed ( Expiration Diste CGentralizad mode lew  Shut Dow
NGAF_IMZ NGAF DR 51 DR S © Uicensed { Explrabon Date: 2020-08-04 ) Contralizad mooe

SSLYPN1025122300 8L DR e DR Site - Notlicensed Centralizad mode

K2 IAM_120.27 ] DR S DR Site - © Ucsnse (Epiraton Date: 2020-08-04) Centralized mode

ChualasTesting? 1w DR S DR Site . @ Licenzed ( Expiration Dale: 2020-08-04) Centralized mode low  ShutDow
K2 IAni_i19 ] DR Site DR Site - @ Licensad ( Expirabon Date: 2020-08-04) Centralizad mode

L— rar e e oAl . % mebeemead Conkaloed mede

2. Select unauthorize NFV device and click which locate onthe right side. After
assigning corresponding authorization, cIick button.



System Securtty

Resource Pool Cluster Tenant Status Licensing Mode Operation
ST NGAF2 NGAF DR Site DR Site - @ Licensed { Expiralion Dale: 2020-08-D4 ) Centralizad made Ed Power Or
NGAFDB032246814 NGAF DR Site DR Site - @ Licenzed ( Expiration Date: 2020-06-04 ) Centralized mode
NGAFD3081 01452 NGAF DR Site DR Site @ Notlicensed Centralized mode
NGAF_JM2 NGAF DR Site DR St - @ Licensed ( Expiration Date: 2020-08-01) Centralized made Edit Power Or
NGAFOT1T NGAF DR Site DR Bite @ Licensed ( Expiraion Date: 2020-08-04) Centralizad mode ul
NGAF 0920 NGAF DR Site DR Site. - @ Notlicensed Centralized made Power On
ST MNGAF NGAF DR Gite DR Gite - @ Licenzed ( Expiration Date: 2020-06-04 ) Centralized mode Edd Powner On
ST_NGAF1 NGAF DR Site DR Site. @ Licensed ( Expiration Date: 2020-08-04) Centralized made Ean Powver On
NGAFD303210439 NGAF DR Site DR Bite @ Notlicensed Centralizad mode Licensing  Power On
customEe STWANO NGAF NGAF DR Site DR Site - @ Licensed { Expiration Data' 2030-08-04) Centralizad mode = hut Dawn
MGAF Licensing e
Marne: MGAFD309101452
Configuration Standard
Gl Szt Mot licensed M Perfarmance Free Total Usage
T00MbpE 92 100 [ ] 2%
Licensed Resources 200Mbps an 100 - 10%
Branch YPH Sites 0 400Kkps a7 100 - 13%
aoonbps 96 100 I 4%
SELVPN Users: . 1 BGhps 100 100 0%
ServerAccess Verification: [
Mohile ¥PN Users: 0 Licensed Resource Usage
Licensed Features Resaurces Free Total Usage
Crose-ISP Access Optimization | 1PSec VPN P Antivirus  Wek App Protection Branen VR SiEs b oo ——
SELYPN Users 4 100 I (i
Bandwidth Management  Application Control  Wehb Filter - Data Leak Protection CamerAccess var O 100 — |
APT Detection  RT Yulnerahility Scanner  Advanced Functionality  Sofbware Upgrade Maobile WPH Users 10 100 %

IPS Wulnerability Database  WAF Signature Database  Anti-virus Database
Malware Signature Database Data Leak Protection Datahase  URL Database
Application Signature Database  Meural-x Mew Threat Update

Meural-= Unknown Threat Update  Wehbsite Protection

3. The licensing of the authorized NFV can be view and edit.

4 DC zone (HCI)

NGAF4 NGAF DC (CTI) & Licensed ( Expiration Date: 2018-12-26 ) View Shut Down
SC NGAF NGAF DC(CTIy @ Licensed ( Expiration Date: 2015-12-26 ) View Deallocate Shut Down
1AM4 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
I1AM4_ken 1AM DC(CTIy @ Licensed ( Expiration Date: 2015-12-26 ) View Deallocate Shut Down
IAMS 1AM DC (CTI) @ Licensed ( Expiration Date: 2018-12-26 ) View Deallocate Shut Down
SC 1AM 1AM DC(CTN) @ Licensed { Expiration Date: 2018-12-26 ) View Deallocate Shut Down
test AF NGAF DC (CTI) @ Notlicensed yet Licensing Power On

2.8 Division of Resource Pool

[Function Description]

After the heterogeneous management of clusters, the existing different clusters shall be
divided into the different Resource Pools. The concept of Resource Pool is oriented based on



data center. Generally, Resource Pools can include many clusters. The division of the logical
conception of Resource Pool can effectively help the administrator to manage the platform.

L

%
: Only one cluster can be added in the Resource Pool of this version.

[Prerequisitess]

SANGFOR SCP has added the cluster successfully.

[Operating Steps]

1. Login the home page of SCP and click [Resources] > [Get Started] , as given in
the following diagram:

Click [Create Resource Pool in Step 2, as given in the following figure:

[ Z = Sangfor Cloud Platform

Virtual Machines:

Step 1: Add Physical Resou| Images
Add ¢

[ % — Sangfor Cloud Platform Home

L+

Step 1: Add Physical Resources Create Resource Pool Prepare YM Images

Add

Or, click [Resources] > [Resource Pool]l and click G[Create| on the popped page to
enter the of Resource Pool configuration:

[ “ = Sangfor Cloud Platform Home Cente o nte SiE ™ e admin v

Step 1: Add Physical Resoul Images




= Sangfor Cloud Platform

Fool Type 4 Versian No, Associated Tenants & CPUAlIocation Mam Allocation Starage Usage

[ R JE—
e 510 . m— 1 114% m— 5%
Shared BO1R1

Shared 610

Shared 601

2. Fill in the relevant information and cIick

Fesource Overview = Resource Fools = Add RFes. ..

Basics

Marne: Resource pool name

Description:

Resource Type: | Select hd
Fool Type: Select hd (D

Resource Type: Select the type whether it is for HCI or VMware.
Pool Type:
There are 2 types of Pool type:
a. Shared: For Shared Pool, it can be assigned to multiple tenants.
b. Dedicated: For Dedicated Pool, it canonly be assigned to single tenant.

3. Select the cluster to be added to this Resource Pool. If there is no suitable cluster, you
can click Add Cluster. See “Section 3.2.1” for the operation details. After

configuration completion, click



© 2]

3
Basics Select Cluster confirm
Select and add a cluster to this resource pool. No cluster available? Add Clusier
Narme Cluster Type Desctiption Cluster I CPU Usage Mermory Usage Storage Usage
; - 120 — 35% 0%
© ehyEEy hel 16216020180 6.6 0Hz /5292 OHz 2228 GB/64 6B 0B/7.04T8

4. Check that the information is correct and then click @

© ©

0

Confirm

Basics Select Cluster

Name Testing Pool
Deseription

Resource Type: HCI

Cluster. Name Cluster Type Description Cluster 1P

Testing Cluster Hol - 192.168.20.180

5. After completion, you can see the added Resource Pool and then you can edit and
delete this Resource Pool.

Description

Pool Type.

Version Ho,

Assoclated Tenants CPUAllocation Wem Allocation

Storage Usage Operafion

DR Sile . shared 610 1D L e A e i elT™  EmeData E6il Mo
sCloud-TeetPool . Shared 601R1 . B> s e o G2 SneData Ed W
TestPao . Shared 610 B ek S aw = 1o

Testing Fool o Shared 601 o — o L S

2.9 Upgrade



[Function Description]

SANGFOR SCP6.1.0 has executed the perfection of the cloud platform in many aspects; in
case of using demands, Upgrade Package can be loaded to upgrade SCP so that the versions
of SCP and HCl can be consistent.

[Prerequisitess]
1. SCP of other earlier versions have been deployed in the platform.

2. Upgrade Package of SCP cloud platform image has been prepared.

[Operating Steps]

1. Login the home page of SCP platform console and click {System] > [Upgrade]
to enter the device upgrade page;

I
[ = Sangfor Cloud Platform Horme Resources Relial er Qpe enter Monitaring

System Maintenance Recycle Bin System Security

Recycle Bin Login Policies

Upgrade

2. Inorder to upgrade the firmware version of SCP, it is required to enable maintenance
mode first by clicking on the [Enable Maintenance Mode] . After maintenance

mode is enabled, you can now procedto [Upgrade] ;

Notes: Before entering maintenance mode, make sure currently there is no task
executing else it will be preventing the SCP to enter maintenance mode.



Recycle Bin System Security

Enahling maintenance mode will not affect ranning virtual machines, hut will disable console and external AP operations

Maintenance mode is disabled

Currentversion: SCPE.1.0_EN

2 File Upload

3.Upgrade

4 Host Reboot

onfirm b

Please be sure that the new version of Sangfor Cloud Platform is consistant with that
of HCI.

3. Select Upload file to server;

Enabling Maintenance mode will not affect running virtual machines, but will disable console and external APl operations.

Maintenance mode is enabled Disable Maintenance Mode

1.Version

Upload File to Server

P> 2 File Upload Select file &

3.Upgrade

4. Host Reboot




Upload

Progress

Cancel

1. Version

Upload File to Server
» 2 File Upload Sangfor_aCMP_5.8.6_EN(20180930).pkg [

3.Upgrade

Upload file successfully

4 Host Reboot

4. After uploading successfully, click [Start]; after upgrading success, restart SCP virtual
machine;

Enabling Maintenance mode will not affect running virtual machines, but will disakle console and external AP| operations.

Maintenance mode is enabled Disable Maintenance Mode

1 Version
Completed
2 File Upload 100%

It takes effect after platform restart.

Restart This Platform

3.Upgrade

p 4 Host Reboot

L

1%
: During the upgrading process, the clusters in running will not be influenced;
however, SCP disables any other operations.

2.10 Delete Cluster

[Function Description]

If any cluster under the heterogeneous management of SCP is required no more due to some
demands, SCP cluster can be deleted.



[Prerequisitess]
If the cluster shall be deleted, the corresponding Resource Pool shall also be deleted.

If the Resource Pool shall be deleted, the Tenants and users created in the Resource Poolshall
also be deleted.

[Operating Steps]

1. Log in the home page of SCP platform console and click [Operations Center] >

[Tenants] to enter the Tenant management interface:

”~
( : Sangfor Cloud Platform Home 3 es 2l 9 Monitoring

Platform Administrators

& Create Tenant

Mame Username Authentication Type

Tenant Lacal

enant Local

2. Check the [Resource Pool] to find all the associated users to be deleted, remove
the corresponding user and click ;
|-

@ Create Tenant i Delets

Al authentication types

Authentication Type Email Address Mohile Number

(]

=) Local aaa@amal com 0124789564 2 4l ResoutePool  Resource Type Fool Tpe
m} Local asd@ive com 0123456789 2 7 Site Hel Shared
O Local Fomail com 123243858 M Viware Sharad




Confirm b

Are you sure that you want to delete the selected
tenant(s)?

Before deletion, make sure the following has been done.

Whis, hackups and MFY resources (ncluding related resources
in the Recycle Bind have heen deleted permanenthy

Imades, shared bandwidth, corporate leased line, EIPs and
tenant users have heen deleted.

Once deleted, resources will be deallacated to SCR

Enter passwoard of admin to confirm this aperation

N —— o

3. Afterall the associated Tenants of the Resource Pool to be deleted are removed, click

[ Resources ] > [ Resource Pool ] and you can find that Delete of the

corresponding Resource Pool changes to be clickable; Click Delete and then click OK
on the popped window;
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© New
Mame

DR Site

aCloud-Test-Pool

© New  ( Refresh

Description

Poal Type 4 VersionNo Associsted Tenants & CPL Allocation Mem Allocton Storage Usage Operstion

—— — ——
Shared 810 1 114% 4505 5%
aCloud-TestF . Shared A01RI 1 o o o 8me Data Edit More
Shared 610
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Confirm

Are you sure that you want to delete the resource pool?
This operation will dizassociate resource pool with clusteris) and licensing of cluster.

Enter passward of admin to canfirm this operation

4. Click [Resources)] > [Clusters] to find the cluster to be deleted, click *More”-

“Delete” and then click on the popped window to delete the cluster, as shown in
the following diagram:

s
( = Sangfor Cloud Platform Home

Resource Pools

2 5 virtual Mac
© Add (¥ Refres A Mg

stalus 5 Name Descriptian

& Offline aCloug-Test

[ Emor Testing Cluster

Resource Pools

o acioud-TestPool Hel 6O1RI
g Emor C 192164.20.180 HCl (1] P % — 5% 0%
Alam DR Site Hel 51D I % 66%
& nomal T d - TestPon: Hel 610 o my % =m 19%
& Norma e Viware \Mwara 650 - e % oo%
Message

Are you sure that you want to delete the cluster (Testing
Cluster)?




Chapter3 Operation Maintenance and

Management

3.1 System
3.1.1 General Configuration

3.1.1.1  Services

[Function Description]

SCP platform supports custom opening and closing of "API" and "Billing Center".

API: SCP external interface service, which can be used for secondary development and
docking with third-party cloud computing platforms.

Billing Center: User resource billing and metering service, supporting consumption overview,
tenant consumption details query and unit price setting.

[Precautions]

If you need to open the APland the billing center at the same time, it is recommended that
you configure the SCP platform in HCl with 16-core CPU, 24G memory or higher to ensure
stability.

[Operating Steps]
1. Logintothe SCP platform and select [System] > [Services].

r
¢ = Sangfor Cloud Platform Hom Reli

al
System Maintenance Recycle Bin System Security
- ) ITyouneed bath AP| and Billing Center services, we recommend configuring this platfare with atleast 16

& Refresh

APl @ sotivateo

This is an external interface which allows custom-made software development ang

2. Click <Start Service> or <Stop Service> to activate and deactivate the service.
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Q) Iryou need both AP| and Billing Center senvices, we recommend configuring this platform with at least 16 cores and 24 GB memory on HC to ensure stable perfomance

C Refresh

APl & notsctiaten
This is an external allows cust de software and integ third-party cloud platiorm. Start Service
Billing Center o «ivaied

¥ Billing senvices include report oftatal costs, itemized bills for tenants and pricing, Set Currency Stop Service

3.1.1.2 DateandTime

[Function Description]
As for time setting of SCP platform, SANGFOR SCP supports both the time customization
and the automatic acquisition of NTP time.

[Prerequisitess]

HCI platform and SCP virtual machine of SANGFOR Enterprise-level Cloud have been
correctly deployed. If NTP time shall be acquired, it shall be guaranteed that SCP can get
access to NTP server network.

[Operating Steps]

Log in the home page of SCP platform and select [System] > [Date and Time] ;

¥ o
= Sangfor Cloud Platform Horrie

General System Maintenance: Recycle Bin System Security

Click [Changel to enter the time setting; you can customize the time or get the local
time;



ral System Maintenance Recycle Bin System Security

Licensing ¥

11:15:48

2020-07-27 Monday

(UTC+08:00} Irkutsk, Belfing

[] Enable sync with NTP server

Server:  pool.ntp.ory ~

3. SANGFOR SCP supports the synchronization of NTP server; please do the setting as
required.

General System Maintenance Recycle Bin System Security

Cluster L":EHTSIE " 1 1 1 6 02

2020-07-27 Monday

Date and Time {UTC+08:00) Irkutsk, Beijing

Change

[] Enable sync with NTP server

Server: | pool.ntp.org v

3.1.2.3 Network Settings

[Function Description]
SANGFOR SCP supports the change of IP as required and the DNS and route configuration
of SCP via the network satisfying the different scenarios.

[Prerequisitess]
IP and gateway have been correctly planned.

[Operating Steps]
1. Loginthe home page of SCP platform and select [System] > [Network Settings] ;



o
( ?, Sangfor Cloud Platform Home

System Maintenance Recycle Bin System Security

IP Address 192.168.19.200
Metmask: 2652652650

Date and Time
Default Gateway. 192.168.19.1

2. Configure IP according to the actual situation of network and configure the route and the
platform DNS according to the requirement.

I's
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System Maintenance Recycle Bin System Security

orm Li

IP Address:

192.165.19.200

MNetmask: 25852552650

d Time

Default Gateway: 192 168.19.1

ttin

[l DstIP Metmask MNext-Haop IP Operation

Mo data available

Preferred DMS:

0844

Alternate DMS:  BEEE

3.1.1.4 SMTP Server

[Function Description]



SANGFOR SCP is configured with Mailbox and you can send the alarm by Mailbox. The
customer can master the running state of clusters at any time.

[Operating Steps]
1. Login the home page of SCP platform and select [System] > [SMTP Server] ;

Ve
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General System Maintenance Recytle Bin System Security

Licensing v

SenderAddress abo@sangforcom
SMTP Server: 7412524109
Encryption Protocols: S5L

Port: 465
Date and Time

2. Fill in Mailbox address and smtp server address according to the actual situation; if the
sending server requires authentication of the username and password, the
corresponding username and password shall be entered and the testing shall be carried
out.

General Systern Maintenance Recytle Bin Systermn Security

Licensing

Flatfarm License

SenderAddress Fsangforcom

Cluster License
SMTP Server. 7412524109
Encryption Protocols 550 hd
Port: 465

SMT [+] authentication required

Authentication Username: sangfor.com

Passward  esesesss @

nd Test Email

3.1.1.5 Authentication

[Function Description]

LDAP is a lightweight directory access protocol, generally used as an authentication server.
SCP supports importing users from the LDAP server into SCP and assigning corresponding
roles.



[Precautions]

1. If the LDAP server is disconnected from the SCP and the LDAP server is down, users will
not be able to log in on the SCP.

2. When changing user information on the LDAP side, it is not recommended to change the
login name and email at the same time. If it is changed at the same time, a new user will be
created in SCP when importing.

3. The imported user name cannot be admin or SCP.

4. For users who have no email or mobile phone number on the LDAP server, the user's
mobile phone number and email information will be randomly generated on the SCP after
being imported into the SCP.

[Prerequisitess]

1. When the LDAP server operating system is windows, it must be the windows server2012
version.

2. When the LDAP server operating system is Linux, OpenLDAP must be supported.

[Operating Steps]

1. Log in to the SCP platform, select [System] — [Authentication], enter the LDAP user
interface, and click the <LDAP Server Configuration> button to configure the LDAP
server.

[ ,—\ Sangfor Cloud Platform Home Res es Reliabi er Operations Center  Manitoring

General System Maintenance Recycle Bin System Security

Licensing

Recyele Bin Login Policies
Dats d Time

LDAP Het
Impaort LDAP users into this platform for management of user authen

+ Basics

form Lict

source License

Date and Time Server Marme:



Platform Lic

er Lice

D

ety

SMTP §

Authentication

tamization

+ Basics

Server Name:
IP Address:
Part:

Distinguished Mame

(DM

Admin Password:

+ Advanced
Sarver Type:

Username:

AR

LDAP
Irmport LODAP ugers inta this platform for management of user authentication,

LOAP

192.168.19.115

339

administraton@ yong. local

W3 Active Directary w

administrator

meolimiimi b

2. Configure the server name, IP address, port, administrator's full path, and administrator's

password.

LDAP

Itnport LOAR users into this platform far management of user authentication.

+ Basics

Semer Mame:

P Address:

Fort:

Distinguished Mame
(DM

Admin Passwiard:

LOAF

192,168,

Jg49

Test Connectiy




3. Afterthe configuration is complete, click <Test Connectivity>. If the test is normal, proceed
to the next step.

LDAP

Import LOAP users into this platform for management of user authentication.

+ Basics
Server Mame: LDAF
IP Address: 192.1658.19.115
Fort: a9

I:Iifll:ifr;}:ipguished Mame administratonZyong. local

Admin Password: EEEE NN NN NN NN EEEENEEEEEEEEEEE

Test Connectivily




Details 4

Status: & Completed

Action: Test connectivity
Ohject: LDAF

Ohject Type: LDAR Server

Start Time: 2020-07-27 16:59:349
End Tirme: 2020-07-27 16:59:349
Tenant Marme: adrmin

Qperator: admin (192.200.19.86)

Resource Poal; -

Description: -

4. After clicking <Import>on the interface, select the userto be imported, and configure user
conflict handling, and click <OK> after the configuration is complete.

e
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Flattarrm Administrators Other U

¥ Import Q' Refresh

Usetname 4 Anthentication Type Priging

5. After the import is complete, add roles to the imported users, click <Add Role> on the
interface, and configure the corresponding roles. The imported users can be configured
as tenants or tenant sub-accountroles.

3.12.1.6  SSO Settings



[Function Description]

Single sign-on (SingleSignOn, SSO) is a one-time authentication login of the user. After the
user login once on the identity authentication server, he can gain access to other related
systems and application software in the single sign-on system.

Sangfor SCP supports the docking of the customer's existing CAS system. When logging in
to the SCP, the customer's existing account information is used to log in. After the role is
assigned, single sign-on can be realized, which reduces the customer's operation and
maintenance burden.

[Prerequisitess]

1. The customer's existing CAS authentication system is operating normally, and the
communication between the CAS server and the SCP platform is normal.

2. The supported CAS versions are: CAS_V2, CAS_V3.

3. The platform administrator does not support the use of CAS for single sign-on, only
supports tenants and tenant users to log in through CAS.

[Precautions]

After the user login with SSO, if it conflicts with an existing user on the cloud platform (the
login user name is the same), the new user information will be imported and the existing
information will be overwritten; otherwise, the user will be automatically registered and
displayed in the [Other users] list which will be available after adding roles.

[Operating Steps]
1. Use "admin" to log in to SCP's platform and enter [System] > [SSO Settings].

~
( —> Sangfor Cloud Platform Home Resources Reliability Center ~ Operations Center  Monitoring

System Maintenance: Recycle Bin System Security

v

+ Basics
[“IEnable
@ CAS

() cASis not supported for platform administrators. Users logged in via CAS)
not allowed to shange passwords

2. Basic settings

® SSO: Check the [Enable].

® Entry & Text: can be self-defined, for example: CAS login entry.

® Version: consistent with the customer’s existing CAS version.

® | ogin URL: https://CASIP/cas/login?service=https://SCPIP/sso/cas/callback.

Forexample, the client's CAS server address is 192.200.200.100, the SCP platform address is
192.200.244.124,and the network is reachable between CAS server and SCP.

In this case the login URL will be:
https://192.200.200.100/cas/login?service=https: //192.200.244.124/sso/cas/callback

® Ticket verification URL:



https://CASIP/cas/p3/serviceValidate?ticket={ticket}&service=https://[SCPIP/sso/cas/callbac
k

As in the above example:

https://192.200.200.100/cas/p3/serviceValidate?ticket={ticket}&service=https://192.200.24
4.124/[ssofcas/callback

3. Advanced Settings

@® Username: Obtain from the client.

® Name: Obtained from the client.

® Email Address: Obtained from the client.
® Mobile Numnber: Obtained from client.

® Auto registration: To enable Auto Registration, you can change the uppercase letters in
the user name of the CAS server to lowercase letters to create a platform administrator
associated with it.

4. Click <Save > to save the configuration.


https://casip/cas/p3/serviceValidate?ticket=%7bticket%7d&service=https://SCPIP/sso/cas/callback
https://casip/cas/p3/serviceValidate?ticket=%7bticket%7d&service=https://SCPIP/sso/cas/callback

General System Maintenance Recycle Bin System Security

+ Basics
S50 Enakle
Ldd Account: @cas
Q CAS iz not supported for platform sdministrators. Users logged in via CAS are
not alloveed to change passwards.
Eritry & Text: ‘ | ()
Wergion: ‘ hd |
Lagin LRL: ‘ | )
Ticket Yerification LIRL: ‘ | @
+ Advanced (i)
Uszername: casiuser
Mame: casiuser
Email Address: casemail
Makile Mumber: Cptianal
Auto Registration: [CJEnable (i)
Q To import users manually, goto Operations Certer = Cther Users | click on
Import = lmport from Local File
Save

5. Open the self-service portal through https://SCP IP and log in.

6. At this time, it will prompt "The account has no access rights, please contact the
administrator". Use "admin" to log in to the SCP platform, enter [Operation Center/Other
Users], and add the role of "tenant" to the imported user casuser.

7. After that, log in through the "CAS Login Portal" of the self-service portal, enter the user
name and password, and log in to the tenant interface.

8. When there are multiple userson the client CAS server, you can also manually import users
in batches.

3.1.12.7 Customization

[Function Description]

Customization is supported on SANGFOR SCP. The customization include: platform name,
platform profile, logo, links and other information.



It can meet the personalized customization requirement from different industries and
different customers.

[Precautions]
1. Platform name format requirements:

® The length is 1~48 characters or 1~16 Chinese

® Support Chinese, English letters and numbers

® Support special characters ()[13() [ 1 {$®@]._-+ and spaces

2. Picture format requirements:

® Brand LOGO: Support .png/.ico, the maximum size is 1M, size: 205px * 60px

® Product LOGO: Support .png/.ico, the maximum size is 1M, size: 8opx * 8opx

® Website icon: Support .png/.ico, the maximum size is 1M, size: 32px * 32px

® Promotional illustration: Support .jpg, maximum size is 1M, size: 1920px * 1080px

[Prerequisitess]
Prepare the images and other materials that need to be replaced.

[Operating Steps]
1. Use "admin" to log in to the SCP platform and enter "System"-"Customization" to
customize basic information, logo, links, functions and other content.

Home  Resources  Reliabilty Center  Operations Center  Monitoring

I Cerificate I

SANGFOR

campany Loge Cé 114 o

Import Image pnglico, Max file size: 1M, Image size: 205px * 80px

Procuct Logo:

2. Click <Save> to complete the setting.



Full Maime: Sangfor Cloud Platfora [0

Abbrevistior: Sangfor Cloud Platfora @

Profile: Sangfor Cloud Platform seamlessly integrates Softwrare-Defined Data Center (SDDC), @
bilt on Sangfor HCI, with Managed Cloud, achieving centralized management,
operation, and maintenance of IT resources. It also allows central management of
third-party public clond rescurces, empowering enterprises with unified access to a
nmlti-clond environment, and improving information management service and
efficiency.

Tech Suppart: +50 127-117-129(7511) @

Full Mame: Sangfor Clond Platfonm [O)]

Abbrevistion: Sangfor Cloud Platform @

Sangfor Cloud Platform seamlessly integrates Sofherare-Defined Data Center (SDINC), @
built en Sangfor HCT, with Managed Clond, achieving centralizad 1

operation, and maintenance of [T resources. It also allows central management of
third-party public cloud resources, empowering enterprises with unified access to a
rmalti-clond envirormment, and improving mformation management service and

efficiency.

Profile:

Tech Support: +A0 127-117-12907511) @

Save

3.1.2 System Maintenance
3.1.2.1 View of Tasks Logs

[Function Description]



SANGFOR SCP will record all the operation logs and synchronously the operation results. For
example, the administrator can examine the historical operation records on this page to
orientate the fault causes.

[Operating Steps]
1. Login the home page of SCP platform and select [System] > [Tasks] ;

’ —
( = Sangfor Cloud Platform Home urt b er er onitoring

General

Status Action Oiect Ohject Type Regouree Pool
1 5% Migrate virtual .. windows2012_(20. Vitual Machine Whtware
@ Completed Create CDP ba. Ky-win? Virtual machine DR Site
@ completed Auto merge 10 Ky-win? Virual machine DR Site

@ Completed Create ¥YM back.. Yohy_Setver 2003_.. Virtual machine DR Site

C'R h Last 24 hours v | 2020-07-2611:4310 - 2020-07-27 11:43:10 status v Wl~ction, object Q|
Status Action Object Object Type Resource Paol User Start Time End Time Operator Operation
' 5% Migrate virual windows2012_(20...  Virual Machine  Vware admin 2020-07-27 11:34:07 - adrmin {192.200.19.86) [iew ]
@ complsted Create CDPha . Kv-winT Virtual machine DR Site admin 2020-07-27 11:40:15 2020-07-27 11:41:40 System Backgroung View

@ completed Auto merge 10 KAinT Virtual machine DR site admin 2020-07-27 11:38:04 2020-07-27 11:38:17 System Background View

@ complsted CreateVMback . Yong_Server2003_. Virtualmachine DR Site admin 2020-07-27 11:37:45 2020-07-27 11:38:43 System Backgroung View

@ completed Disaster Recov. Testing Disaster recov. Vitware admin 2020-07-27 11:37:44 2020-07-27 11:37:45 System Background View
 Failed Disaster Recav...  TestDR Disaster recov. TestPool admin 2020-07-27 11:37:44 2020-07-27 11:37:48 System Background View

@ completed Create ¥M back “fang_Server 2003_, Virtual machine DR site admin 2020-07-27 11:27:39 2020-07-27 11:28:17 System Background View

@ compisted Disaster Recov...  Testing Disaster recov. Viiware admin 2020-07-27 11:27:37 2020-07-27 11:27:38 System Background View

@ Failed Disaster Recov. TestDR Disaster recov. TestPool admin 2020-07-27 11:27:37 2020-07-27 11:27:37 System Background View

@ compisted Change resour...  yong Tenant - admin 2020-07-27 11:23:53 2020-07-27 11:23:54 admin (19220018.4) View

@ completed AUto run task in. 20200727000043 Wiork Order - admin 2020-07-27 11:23:53 2020-07-27 11:23:55 System Background View

@ compisted Fixwork order 0200727000043 Wiork Order - admin 2020-07-27 11:23:53 2020-07-27 112353 admin (192200.19.4) View

@ completed Create ¥M back “fang_Server 2003_, Virtual machine DR site admin 2020-07-27 11:17:31 2020-07-27 11:18:11 System Background View

@ compisted Disaster Recov...  Testing Disaster recov. Vitware admin 2020-07-27 11:17:28 2020-07-27 1117:30 System Background View

@ Failed Disaster Recov. TestDR Disaster recov. TestPool admin 2020-07-27 11:17:29 2020-07-27 11:17:28 System Background View

@ compisted Delete cluster i Testing Cluster Cluster - admin 2020-07-27 111331 2020-07-27 111331 admin (192200.19.86) View

@ completed Delete resourc. Testing Pool Resource Pool - admin 2020-07-27 11:13:29 2020-07-27 11:13:33 admin (192.200.19.86) View

@ compisted Createtenantn...  YPC Network DR Site admin 2020-07-27 11:11:42 2020-07-27 111213 admin (192200.19.86) View

@ completed Add resource p. testing Tenant - admin 2020-07-27 11:11:41 2020-07-27 111213 admin (192.200.19.86) iew

3.1.3 Business Maintenance
3.1.3.1  Recycle Bin
[Function Description]

SANGFOR SCP strongly protects the data safety of the platform. When the administrator
deletes the virtual machine and network devices of the platform, these devices will be moved
into recycle bin to keep for a while. They are recoverable during this period but not
recoverable once timeout or manually and completely deleted.

[Note]
Virtual machine cannot be recovered once deleted from recycle bin; please do the operation
carefully.



[Operating Steps]
1. Login the home page of SCP platform and select [System] > [Recycle Bin] to enter
the recycle bin interface;

o
( = Sangfor Cloud Platform Horme Re: s Reliability r o] er Monitaring

L Clear ¢ Refresh

Recycle Bin

Narme Deseription Tvne Tenant Tenant Ugel

TestServer 2003- 2., - HCHPIaceha..

TF-windows201600.. - HCHPIaceha..

8in i Clear € Refresn vl Al resoures pools v [ armne or deseription Q

[ Name

Description Tope Tenant Tenant User Resource Pool Used Space Time Deleted Days Preserved 4 Operation

[0 TestSeer2003-2.. - HCl-Placeho... - - DR Site 01308 2020-07-27 06:61:23 39 day(s) later permanentiydeleted  Restore Delete

[0 TFwindowsz01600.. - HCl-Placeho... - - TestPool 00208 2020-07-27 07:01:17 29 day(s) later permanentiydeleted  Resiore Delete

2. Tick the virtual machine or network device to be deleted and click [Restore| or [Delete |to

restore or delete the virtual machine in the recycle bin.

A

or network device; please do the operation carefully.

Note: This deletion operation will completely delete the data of virtual machine

Delete Virtual Machine Permanenthy ™

Are you sure that you want to delete Test Server 2003 - 2020-02-13_01-10-527?
It cannat be restared after being deleted.

Enter passwiord of admin ta canfinm this aoperation

Cancel

3.1.4 Login Policies

3.1.4.1 Account and Password

[Function Description]
Increased the security concerns for the SCP login account and password. Few configuration
can be change to have better security level on the account and password.



[Operating Steps]
1. Select [System] > [Login Policies], you will be redirect to Account and Password
tab.

Cloud Platform Home ) es eliability Center O C Monitoring

' Changes only apaly to the newly created accounts and passwords

* Account

Sccount Length 1

¢ Password Requirements (33

Password Length: 8 — 64

[¥] Recuire special characters (f can contain special characters (~@#%sa==" 5 +7=L[ N0 1 (7

2. Under Account and Password tab, you can configure the following options:



System Maintenance Recycle Bin Syaten Security

Login Pol \v’ Changes anly apply to the newly created accounts and pasamords.

+ Account

Account Length: 1 — 32

+ Pazsword Requirements (D
Fazamord Length: =) — G
Require special characters (It can contain special characters (~ @ W& =" -5 "+ 7=1000MN .)(D

o not allow specified common pazanords (refarto those frequently uzed)

One entry per line
Test@122

020
Limit consecutive characters (2.0, aaa, 1110
M ax Consecutive Characters: 1 w
Limit reusing recent pasawards
Fecent P asamords Dizallowed: 4 W
* Account Lockout Options (1)
Ml ax P azanord Retny Atte mpts: 20 W
Counting Interval: El minutes] W
Lockout Duration: El minutels) %
+ Pazzword Yalidity
O rRequire userzto change password
“alidity Period: g month(s) w
iwe Alert before Expiration 7 W
Cday:

#+ Zesszion Logout upon Password Reset

If 3 user has logged into this platform, sessions created before resetting pasamord will be terminated.

3. Apply the changes after the configuration has been done. Restore to default
configuration by clickingthe Restore Defaults.

Apply Changes ! re Defaults

3.1.4.2 Session Timeout Options

[Function Description]

SANGFOR SCP allow to logout user which hit the threshold preventing information
exposure for the idle user.



[Operating Steps]
1. Login to SANGFOR SCP platform and select [System] > [Login Policies].

rm Home | tes  Reliablity Center  Oper Center  Monitoring

2 Changes only apply to the newi
* Account

Aceaunt Length 1

+ Password Requirements (i)

Password Length: g 64

[ Reouire special characters (it can contain special characters (~@#% =", 5. 4+7=L10N0 ) ()

2. Select Session Timeout Options and configure the threshold accordingly.

Login Policies ., If the timeout threshold is reached, user account currently logged in will be logged out automati

Account and i + Session Timeout

on Timeout Option: Timeout Threzhold: 1 hour w

3. Click the Apply Changes to save the changes or Restore Defaults to restore
threshold to default value.

Apply Changes Restore Defaults

3.2 Resource Management

3.2.1 Image Management
3.2.1.1 PublicImage Management

[Function Description]

The administrator can upload the images to all Resource Pools or Tenants for use. Image is
divided into public image and private image and the relevant explanation is given as follows:

» Public Image: it is created by platform administrator and can be used by both platform
administrator and tenants.

» Private Images: created by tenant administrator and used only among tenants
» Network Device Images: template images of NFV, uploaded by platform administrator

[Prerequisitess]

SANGFOR SCP has sufficient image storage space



[Operating Steps]

1. Log in the home page of SCP platform, select [Resources] > [ Get Started] , click
Public Images to enter the Public Images Management Interface as shown in the following
figure:

( £ = Sangfor Cloud Platform Home

uled Backup

L

Step 1: Add Physical Resoul

[ “ = Sangfor Cloud Platform Home

i

o = ' o

Add Physical Resources Create Resource Pool repare YM Images

Or select [Resources] > [Public VM Images] to enter the VM Images Management
Interface;

( . = Sangfor Cloud Platform Home 2 rte: o ! Monitoring

L

Step 1: Add Physical Resou|

2. Onthe current page, you can see all existing images on SCP, including public images,
private images and network device images. The Public Images page is selected by default.

Click the|Upload Image};

Q' Retresh
O stws Name Deserigtion Disk Capacty image Size & GuestOS e *  Resource Pools
00 @ Ewor 17763737 1000062324 155_releasa_sw_refiesn 5. - . 26668 150
O & Emr Cent0S-T-Ja_acmp_7852_Test Cluster_§213848a - = 771168 180
O @ e CentDS-Ta8E_B4-Ever_acmp_3504_TestCluster bl - . 771 6B 150
0 @ Emor ConNDS-Everning_scrmp_377¢_Tast CIuster_u9u81 . 17168 150
O & Emor Cent0S-6t_acmp_bdBe_Test Cluster_29882225 - - 71168 180
O © emor EDR3.215EN(20191225_5_DR Site_ST55b704 - . 21368 centos 150
O @ Ewor EDR3 215EN(20191225_8_DR Site_87560704_Test. . - - 21368 150
O & Emor Fedora-8-xB6_64-DVD_DR Site_e2c184e] - = 36168 180
O @ emor Feadara-8.486_64-DVD_DR Site_e2c194e7 TestClust.. - . 36168 150 Create Virual Machine  Edit
O Nomal  FreenAg-11.2:U6 - - Si438ME G4bROS 180 OR st a
O & Emor FreeNas-11 2-Us_scmp_d120_Test Cluster_36eetbld - - 57433 MB 180 Mac
O @ emor 51P-3.0.45-202003230033_Test Cluster_d4ada 3 . 65368 150 Create Virtual Machine Edit

3. Select local images to be uploaded; fill in the corresponding information; select the
corresponding operating system and Resource Pool, and click Upload;



Irnage: uhuntu-18.04 .3

marne: ubuntu-18.

Cescription:

Resource Pool:

Qs

Uploading file ubuntu-18.04 3-live-server-amdi4.iso. Please do not close this pane.

1%
Speed: 7.53 MB/s, Uploaded: 7.2 MB, File Size: 848 MB, Time Taken: 0 second, Time Remaining: 1
minute 51 seconds

Cancel

Upon the completion of uploading, click |[Completed| to continue to upload or click




The file has been uploaded suc Llly.
100%
nuntu-18.04.3-1 mer-amdB4.is0) s uploaded. Siz 1 MB, time taken: 2 mins &

Completed

3.2.1.2 Management of Private Images

[Function description]

If the platform administrator does not assign the required image to the Tenant administrator,
the latter can also upload private images according to his own needs. Private images can only
be used within the Tenant.

[Prerequisitess]

Prepare the ISO file to be uploaded

[Operating Steps]
1. Log in to the home page of SCP Tenant administrator (https://IP:4430); select
[Resources] > [Private VM Images] ; click Upload Image

( / = Sangfor Cloud Platform Harne

Puplic Vi Images | i M Images

virtual Machines

O Status Name

D Normal Cent0$-7-Jo
@ Normal  Cent0S-T-B6_B4-Everything-1

@ Normal CentOS-Everything

The following configuration page will be displayed after login:



Public VM images i Netwark Device Images

& Upload | C R

[m] Stalus. MName Description Disk Capacity Image Size Gues! 08 Type L] Tenant Share To Resource Pools. Operation
O @ nNomal Centos-T-Jo . 77168 centos 180 Tenantiestl - DR Site

O @ wormal CentOg-7-488_84-Evengthing-1 aaa - 771168 Cent08 180 ChuaTenant - DR Site Edit More
[0 @ romal  Centos-Eversihing . T GE Cenls 150 S tenant . DR Site

O 9 nNomal Centos-8t - - 17168 Cent0s 180 St_tenant - DR Site Edil Mor
O @ womal  winPE - - 84 kB BADHOS 180 Hast - DR Site

O © romal  sbeasd . T GE Cenls 150 IMTenant . DR Site Edil W
[ @ Momal  ubumw1604 -geskop-amasd - - 14508 Upunty 180 est - ORSte

2. Select the images to be uploaded, configure accordingly; click Upload
a. Upload To: Select whether this image will be upload to the SCP or specific tenant.
b. Tenant: Select the tenant wish to upload the image to.

c. Forthe other attributes, it will be the same with the public vm images.

Lpload to: @ Cloud Platform O Tenant

Tenant: testing (testing)

ource Poal: 1 selected

Cent03

Upload




3. Upon the completion of uploading, click [Completed| to continue to upload or click

See the following figure:

<

100%

The file has he ; STy

The file {centos-1 s uploaded. & B, time taken: 31

Siew lmage

3.2.1.3 Management of Network Device Images

[Function Description]

If the networking requirements of virtual network include network security components,
such as vAD and vAC (please download security components from the official website of
SANGFOR), you need to upload the corresponding network device images via which the
corresponding security component instance can be created. The platform administrator can
manage virtual network images through the management function of network device
images.



[Prerequisitess]
1. SANGFOR SCP has sufficient images storage

2. Prepare network device images and authorization

[Operating Steps]

1. Log in to the home page of SCP platform, select [Resources] > [Get Started] ,

cIick|UpIoad Network Device Template|; or directly select [Resources] > [Network Device

Images] to enter network device images management page;

( r: Sangfor Cloud Platform Harne

Step 1. Add Physical Resoul

#

o = "

Step 1: Add Physical Resources Step 2: Greate Resource Pool Step 3: Prepare YM Images

th all

( ’: Sangfor Cloud Platform

(]

Step 1: Add Physical Resoul

2. Onthe current page, you can see all existing images on SCP, including public images,
private images and network device images. Select [Network Device Images] tab and Click

Upload Image|.

Puplic vM Images | Private Vv Images

Uplozd

Name Status viersion Resource Paols Version Released Gperation
4 550
SSLM7.6.1_20180129 @ Nomal MTE1 DR site 2018-01-20 18:62:45 Edit Delete

SSLM7.6.0_20171228 @ nNommal MT6.0 DR Site 2017-12-28 16:54:51 Edit Delete

J000og

4 NRAF

3. Select the local images to be uploaded; select the Resource Pool; and click Upload.



LWEDEREEH 40119 20170624 vma

Availability Zone:

Uploading file IAM11.9 20170624 vma. Please do not close this page.
1%
File size: 1.8 GB, progress: 15.7 MB, transfer rate: 4 97 MB/s, time taken: 3seconds , remaining: Gminutes 9seconds

Cancel

Upon the completion of uploading, click |[Completed| to continue to upload or click

The file has been uploaded successfully.

The file (I1AM11.9_20170624.vma) is uploaded. Size: 1.8 GB, time taken: 8minuies 22seconds

Finish Close




3.2.2 Virtual machine

Virtual machine is the basic unit of SANGFOR SCP for providing services; and the
administrator can create, export, delete and perform various operations on the virtual
machine at his own discretion. Users can manage the virtual machine by creating a virtual
machine or making a template.

3.2.2.1  Creation of full virtual machine

[Function description]

This functionis used for creating new virtual machine resources

[Prerequisitess]

The ISO file required for creating a virtual machine has been uploaded

[Operating steps]

1. Login to the hope page of SCP platform, select [Resources] > [Get Started] , click

ICreate Virtual Machine} or click [Resources] > [Virtual Machine] ; see the following

figure:

Resources Reliability Center Operations Center  Monitoring System

pvailabiiity Zones (. | Ges Started | Availability Zones (AZ)  Virtual Machine  Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images




‘Ei. Sangfor aCMP Reliability Center ~ Operations Center Monitoring System

(+) =

Step 1: Add Physical Resources Step 2: Create Availability Zone Step 3: Prepare Virtual Machine Image

I mac

& &

Resource Pools VM Management Image Management

select [Create New Virtual Machine [in the [Create Virtual Machine] .

,,,,,,,,, e e e e e

% Sangfor aCMP Reliability Center ~ Operations Center Monitoring System

Virtual Machine

i < Refresh @ New P PowerOn M Shut Down New Group

=] - | o ) ] Staws =  Name P Group VM Type CPU Usage Memory Usage
Bl © DC zone (HCI)31)

] Alarm Windows er2.. - DC (CTI)/Seng Chun  aCloud ] 12% I 100%

B DC (CTI)(19)
Al win_server2012 - DC (CTI)Daniel aCloud - .
@ Defaukt Group(12) o am =
DR(demo)(22) O Alarm Ken-training-server - DC (CTI)/Ken aCloud | 49% I 1%
Blake(0) O Alarm win_server2012_Ken - DC (CTIyKen aCloud u 10% — 68%

BjuR{Cenate) ] Alarm debian . Default Group aCloud 0% | 1%
8 Defauit Group(20)

[ Alarm Blake DR_Test S. 192.168.20.21 Default Group aCloud 0% | 38%
Labs{(1)

O Alarm Linux_test - DR(demo)facmp_... aCloud 1% | 57%
| Labs Server Zone(0)
B Defaut Group(1) O Alarm Linunx - Default Group aCloud 1% I 100%

¢
vCenter zone{25) O Alarm BBC25_E =& - Default Group aCloud 1 3% | 61%
m ESXIi(25) O Alarm BBC2 5_L Stest s Default Group aCloud 1 3% — 51%
) CERERTER) [0 © Powere.  vCenierCTl 192.168.19.200 ESXICTIN2168 . VMuare 1 3% - 19%
Tag(0)
[0 © Powere ndows 2012 AD 192.168.19.201 ESXICTIN92168 . VMware - 21% — 50%




Create Virtual Machine

Choose a way to create a new virtual machine.

e

Create New Virtual Machine

Operating system should be installed afterwards via an |1SO
file

W Import Virtual Machine

BErowse a file on this local PC

0

(((

Create Oracle Database

The wizard helps to create Oracle database

Create SQL Server

This wizard helps to create SQL server

3. Configure virtual machine images and Resource Pool, configure memory property,

select the corresponding images, click

(1) :
Resources and |

Availability Zone:

Storage Performance: specified

Configuration

DC zone (HC1)

DR Zone (HCI)

vCenter zone

xubuntu_64bit [+

Select Image

Filter : Linux

3 1

Basics Confirm

Xubuntu_64bit
O3S: Ubuntu

A

mage Type:ISO

4.  Configure the parameters and network of virtual machine according to the actual

demand and click



Resources > Virtual Machine > Create Virtual Machine

(V 12 3 .
Resources and | Configuration Basics Confirm

Ve 1 @

GPU: 1 CPU Core(s) 2 CPU Core(s) 4 CPU Core(s) 6 CPU Core(s) 8 CPU Core(s) 12 CPU Core(s) 16 CPU Core(s) core(s)

Custom Options

Vemry: 168 208 m 668 EL 1268 18GB 3268 4868 646 ce

Custom Options

Datastore: Disk 1
m Existing disk  Physical Disk ~ Shared Disks
Disk Capacity: 80 GB

[ Pre-aliocation (1)

© Add Disk (2 more disks can be added)

USB Device: © Add USB Device (12 more USB devices can be added)

Netviork:

Realtek RTL8139

Q

ferferfe:b:40:0b

DefaultEdge [

“

Configure advanced options;

Advanced A

Boot Order. 1 Disk 1 v 2 CDIDVD v 3 None v O
Others; [ Power on at node startup

[ High prioity

ebootif fault occurs (due 1o stuck, biue screen, elc., requiring vmTools be installed)

[7] Enable CPU hot add (change could be made in power-of state) Guest OSes Support (T)

[ ] Enable memory hat add (change could be made in power-off state) Guest OSes Support (1)

[ Enable LUID generator (every time UUID generator is enabled, a new UUID will be generated) (7)
Remate Debugging: nable memory reciaiming (detect and reciaim free memory of idie virtual machine)

5 Fill in the basic information of virtual machine, click

Resources > Virtual Machine > Create Virtual Machine

@ @ © ‘

Confirm

Resources and | Configuration Basics

Name: Linux_test
Description Description
Group: DR zone (HCI)/Default Group v

6.  Click o finally confirm the information.



Resources > Virtual Machine > Create Virtual Machine

@ @ @ 0

Resources and | Configuration Basics Confirm
Name Linux_test as Ubuntu Network ethd DefaultEdge
VMs 1 cpu 2 CPU Core(s)
Group: DR zone (HCIYDefault Group Memory 4GB
Availability Zone DR zone (HCI) Datastore Disk 1 80 GB

Storage Performance:  Good Performance

o

7. It should be noted that the virtual machine created by ISO needs to manually perform

the installation steps of the operating system after powering on and entering the console for
the first time.

'1{‘:0 Sangfor aCMpP Home Resources Reliability Center Operations Center Monitoring System

&3 Refresh P Power On [ Edit =+ More

Status

Throughput V| CPU | Memory | 10 Speed w

-~

CPU Usage Memory Usage Disk Usage
0= 0« 10 %
0.00bps
® Used: 0 Hz ® Used: 0B ® Used: 36.96 GB
Total: 27.21 GHz Total: 8 GB Total: 400 GB 14:00 1410 14

Click Console to enter the operating system installation interface after powering on:



Welcome to Red Hat Enterprise Linux 6.4!

[Install or upgrade an existing system
Install system with basic video driver

Rescue installed system
Boot from local drive
Memory test

Press [Tabl to edit options

Automatic boot in 56 seconds...

RED HAT'
ENTERPRISE LINUX® 6

Copyright © 2003-2010 Red Hat, Inc. and others. All rights reserved.

3.2.2.2 Export of Virtual Machine
[Function Description]
This function is applicable to the virtual machine.

[Operating Steps]
1. Log in to the home page of SCP platform, click [Resources] > [ Virtual Machine]

option; select the virtual machine to be exported; click on the right; click
option;

A

Note: the virtual machine in operation canbe exported.



L W7 Fowere . 4u_user - UEIduIL GIuup aviouu uve — 30% — 21% muie
[0 © Powere.. 146 user 146.0.0.10 Default Group aCloud 0% — 47%
[0 © Powere.. Demo WANO_SD - Default Group aCloud 1 8% — 100% Power On
[0 © Powere.. 145.0.0.10 Default Group aCloud 0% | 47%

Powere... Default Grou aCloud [ ] 8% I 100%

P

[0 © Powere.. 144 _user 144.0.0.10 Default Group aCloud 0% — 47%
[0 © Powere.. 147 _user 147.0.0.10 Default Group aCloud 0% | 34%
[0 © Powere. ) SD - Default Group aCloud L] 16% —— 95%

Powere 145 _user 145.0.0.10 Default Grou| aCloud 0% — 47%
0O o X p

Powere Dema_W. Default Grou| aCloud n 8% — 100%
O o | p

Powere Demao_WANO_SD - Default Grou| aCloud n 8% —— 100%

P
B - Snapshots

[0 © Powers. 142 _user 142.0.010 Default Group aCloud 0% | 45% Export
[0 © Powere.. Dema_WANO_SD - Default Group aCloud [ ] 15% —100% Migrate
O © Powere.. Lab-server template 192.200.19.20, 19... Default Group aCloud 0% | 3% Backups
[0 © Powere.. win2012 @i 192.168.1.222 Default Group aCloud 0% ] 16% Backup

2. Select the desired export format; OVA and VMA formats are available; click Start
Export;

Export Virtual Machine (144 _user) X

Export consumes storage read/write resources. Exported file can be imported into Sangfor

aCMP again.

File Format: VMA v‘
VMA
OVA

Gpen T Conca |

L

%
: VMA, OVA formats; the corresponding export selections are different. To export VMA
format, directly click Start Export. To export OVA format, however, you need to select the

version number in the Virtual Machine Version. The version of the virtual machine is the
version number of VMware Station.



Export Virtual Machine (144_user) X

Export consumes storage read/write resources. Exported file can be imported into Sangfor

o

aCMP again.
File Format: VIMA W
3. Wait for the virtual machine to produce an export file and download the export file;

Exporting virtual machine(144_uservma...

0% Cancel

Approximate Size: 24.1 GB, Exported: 128 MB, Speed: 18.29 MB/s, Time Taken: 15seconds , Remaining: 22minutes 21seconds

0 If export takes a long time, close the window or browser and log in again. And then click Export to check the export

progress.

3.2.2.3 Import of virtual machine

[Function Description]
This function is applicable to import the virtual machine to HCl cluster via SCP.

[Prerequisitess]
Prepare the VMA file or OVAfile corresponding to the virtual machine.
[Operating Steps]

1. Log in to the home page of SCP platform, click [Resources] > [ Virtual Machine]
option; click select Import Virtual Machine| in [ Create Virtual Machine]l window;




Create Virtual Machine X

Choose a way to create a new virtual machine.

@ Create Oracle Database

ed alterwards via an 1ol ne wiZard nelps 1o create Uracie

5‘ Import Virtual Machine .., Create SQL Server
h—
* B —

rowse a file on this local PC

2. Select the virtual machine to be imported and the corresponding virtual machine

parameters; click [mport]

-y

Select VM file: BBC2.5.0_20180630.0va
Awvailability Zone: DR zone (HCI)

Select group: DR zone (HCI)/Default Group

Storage Performance: | Good Pe.-. Specified

Import




Uploading file BEC2.5.0_20180630.ova. Please do not close this page.
4%
File size: 2.5 GB, progress: 78.5 MB, transfer rate: 9.43 MB/s, time taken: 8seconds , remaining: 4minutes 26seconds

Cancel

3. Afterimport, click [Close| or[Switching to VM| to edit the virtual machine.

The virtual machine is successfully imported.
BBC2.5_[F=&_20180630
Default group
VirtualDatastore1
192.200.19.19

Disk 1 (240 GB) , Disk 2 (500 GB...

Switching to VM

L

%
: When importing the virtual machine, its network card is not connected to the
switch. You can click Switching to VM to configure the virtual machine.

3.2.3.4 Migration of Virtual Machine
[Function Description]

This function is used for migrating the virtual machine and supports the migration of virtual
machines across Resource Pool.

[Operating Steps]



1. Log in to the home page of SCP platform, select [Resources] > [Virtual Machine] ;
select the virtual machine to be migrated; click [More] > [Migrate] ;

Resources Reliability Center Operations Center  Monitoring System

abiity ZoNes (| Gerstarted  Availabiiity Zones (AZ) | Virtual Machine | Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

[0 © Powere. 146_user 146.0.0.10 Default Group aCloud 0% | 47% ] 53% More
[] © Powere.. Demo WANO SD.. - Default Group aCloud ] 2% —100%
[0 © Powere.. 149 _user 149.0.0.10 Default Group aCloud 0% —-— 47% Power On
[0 © Powere. Demo_WANO_SD... - Default Group aCloud [ ] 10% e 100%
O © Powere.. 147 _user 147.0.0.10 Default Group aCloud 1% | 34%
[0 © Powere.. Demo WANO SD.. - Default Group aCloud ] 12% — 96%
[0 © Powere.. 145_user 145.0.0.10 Default Group aCloud 0% — 47%
[0 © Powere.. Demo WANO_SD - Default Group aCloud 1 6% —100%
[0 © Powere. Demo_WANO_SD... - Default Group aCloud [ ] 9% e 100%
O © Powere.. 142 _user 142.0.0.10 Default Group aCloud 0% —-— 45%
[J © Powere.. Demo WANO_SD.. - Default Group aCloud ] 12% —100%
B - B Snapshots
[0 © Powere.. Lab-servertemplate  192.200.19.20,19..  Default Group aCloud 0% - 3% Pt Expont
[0 © Powere. win2012 @D 1921681222 Default Group aCloud 0% ] 16% B Migrate
[0 © Powere. 144_user 144.0.0.10 Default Group aCloud - - ) Backups
0 © Powers. Demo_WANO_SD... - Default Group aCloud - - Backup
[v] O Powere BBC2.5 . = Default Group aCloud - - - More

2. Select the Resource Pool, cluster, running position and storage of migration; click ;



Migrate X

Name: win_server_2003 Name: win_server_2003

Awvailability Zone: | . zone (HCI) v Availability Zone: ‘ DC zone (HCI) v‘
Cluster: DC (CTI) v Cluster: DC (CTI) W
Run on Node: <Auto> v Run on Node: 192 168.1.36 v
Datastore: DataStore v Datastore: DataStore v

Power on aCloud virtual machine upon migration completion

“ Cancel

L

%

: When migrating the virtual machine, the target location may be the Resource
Pool where the virtual machine is located, or other Resource Pool; in case of migration upon
powering on, migrate to the HCI cluster and the machine is kept on and to VMware cluster
and the machine is off; you may also check “Start HCI Virtual Machine Automatically after
Migration” and you need to check “Automatically Turn off HCI Virtual Machine to Complete
Migration”, oryou have to manually turn off the machine to complete the migration; in case
of migration in off state, the machine will be always in off state after migration, but you may
check “Automatically Start HCI Virtual Machine after Migration”.

3. You cansee the progress of migration in the task bar.

Tasks X
All Disaster Recovery

Stalus Action Object Start Time End Time Admin Operation

| 3% Migrate virtual m__. BBC2 __ 2018-10-10 18:22:37 - admin (192.168.19.206) View Cancel -
@ Finish Migrate virtual m...  win_server_2003 2018-10-10 18:21:22 2018-10-10 18:21:40 admin (192.168.19.206) View

@ Finish Edit cluster auth... Labs Server Zone 2018-10-10 18:16:21 2018-10-10 18:16:25 admin (192.168.19.206) View

@ Failed Add availability z. Labs 2018-10-10 18:11:10 2018-10-10 18:11:10 admin (192.168.19.206) View

@ Failed Add availability z Labs 2018-10-10 18:11:09 2018-10-10 18:11:10 admin (192.168.19.206) View

@ Finish Add availability z. Labs 2018-10-10 18:11:07 2018-10-10 18:11:16 admin (192.168.19.206) View

@ Finish Login admin 2018-10-10 18:07-21 2018-10-10 18:07:21 admin (192.168.19.206) View

[ g e Flmlamd Smmmmn I fmane aemabrosmbe i 4 ANAD AN AA 40.AN-2C ANAD AN AN 40-N2-44 hinlen 407 AL0 A0 INECY Viraer

3.2.3.5 Allocation of Virtual Machine



[Function Description]
This functionis applicable to the allocation of virtual machine, which can be allocated to the
Tenant or Tenant members.

[Operating Steps]
1. Log in to the home page of SCP platform, select [Resources] > [Virtual Machine] ;
select the virtual machine to be allocated; click [More] > [Allocate] ;

Sangfor a_PMPI Resources Reliability Center Operations Center Monitoring System

+ Availability Zones (4

Get Started Availability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

© Powere. 146_user 146.0.0.10 Default Group aCloud 0% | 47% — 53% Mor
© Powere... Demo_WANO_SD = Default Group aCloud L} 6% I 100%
© Powere.. 149_user 145.0.0.10 Default Group aCloud 0% | 47%
© Powere Demo_WANO_SD. - Default Group aCloud u 10% I 100%
© Powere._.. 147_user 147.0.0.10 Default Group aCloud 0% | 34% &
© Powere... Demo_WANO_SD. o Default Group aCloud [ ] 6% I 96% [
© Powere . 145 _user 145.0.0.10 Default Group aCloud 0% | 47% ra
© Powere... Demo_WANO_SD = Default Group aCloud 1 5% I 100%
Snapshols
© Powere... Demo_WANO_SD. - Default Group aCloud [ ] 10% I 100% a v

E* Export
© Powers 142_user 142.0.0.10 Default Group aCloud 0% ] 45%

B Migrate
© Powere... Demo_WANO_SD - Default Group aCloud [ | 8% I 100%

) Backups
© Powere... Lab-server template 192.200.19.20, 19 Default Group aCloud 0% ] 3%

Backup
© Powere win2012 @E» 1921681222 Default Group aCloud 0% ] 16% FrgT—
o Powere... 144 _user 144.0.0.10 Default Group aCloud
O Powere... Demo_WANO_SD. - Default Group aCloud

w

@

: 1. allocating HCI virtual machine to the Tenant will disconnect the network of the
virtual machine; after allocation, the virtual machine can be found in the default group or
Tenant member of the corresponding Tenant. The network of the virtual machine should be
configured manually.

2. Select the Tenant and Tenant member (can be null) to be allocated; click OK;



Assign Virtual machines X

Select organization:  CT| Blake v

Select users: <Nones v

¥
: Do not allocate the virtual machine across Resource Pool.

3.2.3.6 Deallocation of Virtual Machine

[Function Description]
This functionis applicable to the de-allocation of virtual machine.

[Operating Steps]
1. Log in to the home page of SCP platform, select [Resources] > [Virtual Machine] ;
select the Tenant or Tenant member of the virtual machine to be de-allocated;

Resources Reliability Center Operations Center Monitoring System

R e Get Started Awvailability Zones (AZ) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

2 Refresh @ New P PowerOn B Shut Down New Group e+ More Name Q  Advanced v
Bl | e e ) [E Staus  *  Name P Group VM Type CPU Usage Memory Usage Storage Usage Operation ¢33
- © DC zone (HCI)30)
O Alarm Linunx - Default Group aCloud 1% —100% W 12% More
ti corp(0)
Alarm BBC2 - Default Group aCloud 1 3% — 58% 1 2% More
B Dc (CTi(19) m
BB Defautt Group(11) O Alarm BBC2.5_LStest - Default Group aCloud ' 3% — 5% ' 2% More
=] DR zone (HCI)(22) O Alarm Linux_test = Default Group aCloud 1% - 26% 0% More
EMLEE) [0 © Powere.. Demo WANO SD.. - Default Group aCloud " 9% — 100% W 18% Mo
[+] jianji 0)
LT O © Powere. 148 _user - Default Group aCloud 0% - 36% — 51% Mol
BB DR(demo)(0)
- O © Powere. 146_user 146.0.0.10 Default Group aCloud 0% —-— 47% — 53% More
Default Group(22)
2mo_WANO o 9 9 5 M
B Labs(1) O © Powere. Demo_WANQ_SD Default Group aCloud [ ] 15% — 100% - 18% o
i-- [l Labs Server Zone(0) [0 © Powere.. 149 user 149.0.0.10 Default Group aCloud 0% —-— 7% — 53% Mo
Defauit Group(1 M © Pawere Demo WANG SD = Default Group aCloud [ 1% — 100% W 19% Mo



1) The virtual machine allocated with no Tenant or Tenant member cannot be de-
allocated.

2) Select the virtual machine to be de-allocated; click [More] > [De-allocate] ;

E——

wanie 4 | AuvAlceu ¥

Status s Name P Group VM Type CPU Usage Memory Usage Storage Usage Operation e ‘

© Powere... 148 user - aCMP test/Default...  aCloud 0% - 36% — 51% More

Suspend
Reset

Power Off

Snapshots

Migrate

D Backups

Backup
Allocate

Deallocate

2 Incase of avirtual machine owned by an Tenant member, the virtual machine may be
de-allocated to the Tenant or cloud platform, or can only de-allocated to cloud

platform;
Revoke Virtual Machine X
Revoked To- (® aCMP Organization
Re g al machines from HC tform to gro disconne em. You may find the
associated de gro nd check the virtual machine late en you finish revoking, and
t hange VM network settings manua
=

3. You cansee the progress of de-allocation in the task bar.

3.2.3 Network Administration



It can perform unified network management onthe managed clusters. Based on different
Resource Pools and Tenants, the super administrator can view the corresponding network
topology, and the Tenant administrator can also view the network structure of relevant
Tenants. Meanwhile, tenants are supported to configure their own distributed firewall
policies. The firewall policy of each tenant only takes effect in the tenant's domain and does
not conflict with the super administrator's configuration policy.

3.2.3.1 Topology

[Function Description]
The super administrator can view the network status of the SCP platform, and can view and
adjust the corresponding network structure in the Resource Pool or Tenant as a dimension.

[Operating Steps]
1. Login to the SCP administrator interface, and click [Resources] > [Topology] to
enter the topology interface;

Resources Reliability Center  Operations Center  Monitoring System

o VETERIY HETES () Get Started Availability Zones (A7) Virtual Machine Topology Public VM Images

Cluster Subnets Private VM Images

Distributed Firewall Network Device Images

% Sangfor aCMP Home Reliability Center Operations Center Monitoring System

Topology Distrbuted Firewal

D5 Exit £ Refresh |4 TestConnecivity! B Recycle Bin

Summary - Network Devices

’ pczone et v [ISEEERY &
w “% ‘ e & Edgss 1
’ Detauk Gridg @ Sviches 3
4 6 ’ N
Placeholder VM @ - dows o @ Routers 0
- ]% o o ﬂ S ) - L 0
@ 5 < X Ak win 10 G 2
Edge a3 5, i & @ &5 NGAF Appliances 212
6 > # . u . & 1AM Appliances 414
Switch & S near #5p SSLVPN 0
9 N 4 o B ) Bl Monitor Centers 0
Router — ? —— P s 5121
g — e @ Piacehoider vivs 0
=" ¢ '
Monitoring 2012 i
- © Running 5
i @
NGAF erver2012 il 7 L) © Stopped 22
ADC
[ )
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2.

Select the corresponding Resource Pools or Tenants. You can view the corresponding
network topology;

DC zone (HC) v [ "SI

_ Name QI

© DC zone (HCI)

= o DR(demo) & . . B
T-‘%r-i_ ! : 0.—’ "
. \. 6 ,,,'-::-s\.
2 sangfor switch3 ‘ = i i’ ‘_
Q Labs ‘ ; o
&>

Click [Subnets] to enter the list showing all subnets, and click to distribute new
network forthe Tenant.

Operations Center Monitoring

% Sangfor acMp Home Reliability Center System

Topology Subnets Distributed Firewall
= O Refresh @ New

DC zone (HCI)

Name Availability Zone Organization Connected To Operation

DR(demo)
Blake DR test Net DR(demo) sangfor DefaultEdge Edit Delets
jianjie
sangfor

Labs.

Create Subnet

Availability Zone:  pRdemo) w
Organization: sangfor w
Subnet: |

Connected Ta: IE‘

The Tenant administrator can view the network that it manages, and can do some
network operations, such as adding switches and routers. The Tenant administrator can
also login with the its account password and click [Resources] > [Topology]l to view

the corresponding information;
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sangfor
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Virtual Machine Topolog Public VM Images
Subnets. Private VM Images

Distributed Firewall

Waiting for Procassing

Topology Distributed Firewall

[ Edit Z Refresh @ Recycle Bin

Summary - Organization
DR{(demo) M % 1 11 -l Object name Q

Blake

Network Info

# Name Connected To
No data available

Virtual Assets

Switches 0
@

Routers 0
@

ADCs 0
8
éNGAF Appliances 0

& 1AM Appliances 0

3.2.3.2 Network

[Function Description]

The admin administrator can manage the tenant's network in the Network module. Two
types of network can be created under Network module which are VPC network and a classic
network forthe tenant.

VPCnetworks are suitable for scenarios that require high network security isolation. Tenants
can freely use subnets in the VPC network without worrying about network conflicts.

The classic network is suitable for direct communication scenarios such as tenant-to-tenant
or physical environments. When a classic network is newly created, an egress switch will be
created by default, and this switch can be connected to the physical edge, routers, NFV and
other virtual devices.

[Precautious]
Only 1 VPC network can be created per each resource pools associated to the tenant.

[Prerequisitess]
Tenant has been successfully created.

[Operating Steps]
1. Login to the SCP administrator interface, and click [Resources] > [Network] to
enter the tenant network.
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Topology | Elastic IP Pool
8 8

NetwariG ateway N

Classic TF

Default clagsic net

VPG
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2. Click New to create a new network forthe tenant.

Topology ! Corporate Leased Line Distributed Firewall Shared Bandwidth

= DR

MetworkiGateway Mame & Metwork Type Tenant Resource Pools
Classi Classic netwark DR Site
Tenant

Default classic netwark gatevay Classic netwark DR Site
VPC VP - DR Site
. Tenart

VP VP 1 DR Site
VP VP DR Site
VPC VP DR Site
VP VP DR Site
VPC VP DR Site
VPC WP . DR Site
VPC WP DR Site

VPG WRC DR Eite

VPG WRC testing DR Eite

3. Select the corresponding tenant, and choose to create which type of network. Click
OK to create the network forselected tenant.

Create Subnet %

Tenant: testing v

Fesource Fool:

.1;“_‘ DR Site

Metwork Type: vPC ()

Classic network ()

Gateway Marme: | Default classic network gate ®

Caonnected To: Edget

€ Mew (1 added)




4. After created, it will appear in the network. Only classic network allowed delete as
VPC usually will be auto created after created the Tenant.

o

Distributed Firewall | Shared Bandwidth

Elastic IP Pools

Corporate Leased Line

NetworkiGateway Name 4 NetworkTme Tenant Resource Pools Connected To Subinets Operation

| Default classic network gatewayl  Classic network I testing DRSite Edgel - Edit Delste

VPG VPG testing DRSite Edgel 1 Edit

3.2.3.3 ElasticIP Pools

[Function Description]

Elastic IP is an independent "public IP" resource, which can be associate to virtual machines,
routers, AD, SSL VPN and other devices of the VPCnetwork. Besides, Elastic IP can also be
dynamically disassociate to meet the requirements of flexible management and dynamic
allocation.

[Precautious]

1. Elastic IP needs to create an elastic IP pool and associate the elastic IP pool with a
resource pool before the IP pool can be used by tenants.

2. Anelastic IP pool can be boundto multiple resource pools, and a resource pool can also
be boundto multiple elastic IP pools. The elastic IP pool bound to the resource pool canbe
seen by all VPCs under it.

3. Line types can be customized, but the built-in line types in the system are uneditable.

4. The Elastic IP quota for tenants are supported to be allocate by line type.

5. Elastic IP pools that have allocated quotas do not support modifying the elastic IP line
type or deleting the elastic IP.

[Operating Steps]
1.Login to the SCP platform, select [Resources] > [Elastic IP Pools] , andclick [Create
Elastic IP Pool] .

( 4 = Sangfor Cloud Platform Home Relia ner O onter  Monitaring

(4] stic IP Pool [ Line Type

Name 4 Description
19216819

test172.16.10

Corporate Leased Uine | Distributed Firewall || Shared Bandwidth

Harme 4 Deserighion Rasource Pool Ling Type 1P Range IPAdUrESSeS VAN ID Total Bandwidih Assigned Qutbound Inbound Operation
M Goukap Line 192.168.19.50-192.1 14716 1000 Mops 350 Mbps 0 Mbps 0 Mops Edit Delet

M 172 1721810217216, 119 50 Mups 5 Mbps 0 Mbps 0 Mops Edit Delete

2. Fill in the name and description of the elastic IP pool, select the resource pool and line type



to be associated, set the total bandwidth, configure the corresponding vlan ID, add the
elastic IP range, and click <OK> to complete the creation.

Create Elastic P Pool by
Marme: Testing Elastic IP Fool
Description: Qptional

Resource Pool: @A) () Specified

Line Type: Customize Line v 0
Tatal Bandwidth: A0 Mbips
YLAN ID: () Specified (@ VLAN ID of resource pool's WPC gateway
IP Range MHetmask Default Gateweay Qperation
101010.2-10.... 265.255.25450 1010101 Edit Delete

Topalogy SRRSO Corporate Leased Line | Distributed Firewall | Shared Bandwidth
© Create Eiz Refresh

e Eiastic IP Pool | Line Type ¢

Name 4+ Description Resource Pool Line Type IP Range 1P Adresses VLANID Total Banowidt Assigned Outooung Inbound Operation

A Gaukap Line 19218818 501021 1416 - 1000 Mbps 350 Mops 0 Mbps 0Mbps

I
festing Elastic IP Pool - A Customize Lina 10404024040.4050  0MO - 50 Mbps 0Mops 0 Mbps 0 Mbps dit Delete I
i

18511721610 - A 172 1721810217218, e - 50 Mbps 5Mops 0 Mbps 0Mbps

3.2.3.4 Corporate Leased Line

[Function Description]

The VPCnetwork of SCP tenants can be configured with enterprise leased lines through the
web Ul to communicate with the second and third layers of the environment outside the
VPC. Gateway must be specified for each resource poolin order to use the corporate leased
line function.

[Precautious]



In order to avoid IP address conflicts, it is recommended that the enterprise leased line of
each subnet to be configured with a different VLAN ID.

[Prerequisitess]
1. The SCP platform has configured the gateway forthe lease line.
2. SCP platform has created tenants and VPC network.

[Operating Steps]
1. Select [Resources] > [Corporate Leased Line] and click Gateway to specify the
gateway.

pe
( — Sangfor Cloud Platform Home: i er  Op v Monitoring
4 G Create Corp ne

Status

1 Ling Distributed Firewall Shared Bancdwidth

Status Mame Description Tenant Resource Pool Subnet Ga
Gatewiay X
Resource Pool: DR Site © Add Gatewsay

Resource Pool: aCloud-Test-Poal

@ Cperation failed hecause status of the cluster in the resource poal is abnormal. Please solve the problem first befare trying again.

Resource Pool: Test Pool © Add Gateway
Marne: Gateway 1

Edge: | Select V|

edge?

edgel

2. Click Create Corporate Leased Line to create a new leased line.
Topology Network Elastic IP Poals Carparate ] Line Distributed Firewall Shared Bandwicth

@ Create Corporate

Status MName Description Tenant Resource Pool Subnet Ga



3. Configure the name and description, select the VPC network, Subnet, Gateway, and
configure the VLANID.

i_reate Corporate Leased Line )4
| Basics

Marne: Leased Line for testing

Description:

WG DR Sitedtesting®PC hd
Subhet  Subnet 1 (192.168.0.0/24) v @
| Advanced

Gateway.  Gateway 1 v
WLAMN 1D

) [funspecified, YLAM 1D will be set to Trunk all by default. This may cause network conflict because
netwark will nat be isolated.

3.2.3.5 Distributed Firewalls

[Function Description]
The Tenant administrator can set firewall rules forthe networks in the effective domain, and
the super administrator can set firewall rules for the entire platform network, which do not
conflict with each other.

[Operating Steps]
1. Log in to the SCP administrator interface, and click [Resources] > [ Distributed
Firewalls] to enter the firewall edit page and to view the existing firewall rules;
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Mame. Destination Edit
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[0 2  AlowsloperaionsbysCMP...  Public Zone 19216810200 Al AIAN Al protorls & ports) g W, p
—
[u] 3 BlockPing Public Zane Viual Marhine Viraa| Machine [Connectity Tesll ping (1M, Deny v Vs
Defaul Policy Public Zone Al A AU A (Al protorols & ports) Ao v

2. Click ® [New| select Resource Pool and applicable scope, set match clauses, select the
services and policy actions to be valid, and click OK after all is confirmed;
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IP Group  » ||
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3 .  Similarly, you can set the firewall policies in the Tenant subnet by logging in with the
Tenant administrator's account.

( ’.__:_ Sangfor Cloud Platform Surnmary

te Leased Line

Q ©tew @ PGroups T Fiter 8 Dropped PackelLogging - More (% Refresh Q) Advanced~

©Q oRsne Priorty | Name Saure Destination Sanice Aation Stabus Edit

Dafault Policy A Al FAIDAI gl pratocols & ports)

3.2.3.6 Shared Bandwidth

[Function Description]

Sharing bandwidth allows multiple elastic IPs to share the same bandwidth. Virtual
machines, routers, NFVs and other devices that have bound elastic IPs under the same
resource pool shared the same bandwidth resources. It can improve the utilization of
bandwidth and facilitate the management of administrators.

[Precautious]

1. The admin administrator can only edit and delete the shared bandwidth but not adding a
new shared bandwidth. Tenants can create shared bandwidth at the tenant portal and bind
it to an elastic IP.

2. If the elastic IP associated in the shared bandwidth is bound to a virtual machine or NFV
device, the shared bandwidth cannot be deleted directly at this time. You need to unbind
the elastic IP from the device before deleting it.

[Operating Steps]
1. Login to the SCP platform and select [Resources] > [Shared Bandwidth] to enter
the list of shared bandwidth.

'f: Sangfor Cloud Platform Home ] er Center  Monitoring

Topology Elastic IP Fool

¢ Refresh

Tenant

2. Select a shared bandwidth and click [Edit] to set the name and bandwidth of the shared
bandwidth.



Topology Network

Shared bandwidth/Ten:

Name Tenant Resource Pool 4 Line Tye Bandwidth Number of EIPs Gperation

Test Shared Bandwidth thest DR Site Goukap Line 5 Mhps 1 Delete

Edit Shared BEandwidth e
Mame: Test Shared Bandwidth
Line: izoukap Line e

Bandwidth: m 20 Mhps 100 Mhps a0l Mbps 5 mbips

3. Click [Delete] to delete the shared bandwidth.

Topology Network Elastic IP Pools || Corporate Leased Line | Distributed Firewall | SEUEIERR=EqbITnI)

Shared bandwidth/Tenant

Name Tenant Resource Pool 4 LineType Bandwidth Mumber of EIPs Operation

Teat Shared Bandwitth fhest DR Site Goukap Line Shibps 1 Edit

3.2.4 Business Reliability
Refer to the section 3.3.2.1and 3.3.3.

3.2.5 Monitoring & Tasks

Can refer to section 3.1.2, 3.1.3, and 3.4.
3.2.6 Management

3.2.6.12 Cloud Environment
[Function Description]

Sangfor SCP supports the management of AWS and can add the resources on Alibaba Cloud
to SCP in the form of a cloud environment. After adding a cloud environment, you can

directly use the AWS cloud server (EC2) on the SCP. Besides, it is supported to assign to
tenant.

[Precautions]

1. When an AWS account has multiple AccessKeys, different Access Keys cannot be used to
manage the same cloud environment.

2. Since AWS has a monthly limit on the number of free API queries, when using the same
AWS accountto add a cloud environment, it is not recommended that the number of cloud
environments exceed 10. If it exceeds 10, the user needs to pay.

3. If the AWS accountis in arrears, it will report service unavailable when collecting cloud
environment data, and you can recharge it in the Alibaba Cloud console.



[Prerequisitess]

1.

2.

SCP configuration which enable the SCP to have internet connection.

2.The AccessKey ID and Access Key Secret of the AWS account have been obtained.
AWS Access Key ID and Access Key Secret are your only credentials for accessing
Alibaba Cloud API. AccessKey ID is similar to the identification of identity, and Access
key secret is similar to your login password, which is used to sign your access
parameters to prevent tampering.

[Operating Steps]

1. Use "admin" to log in to SCP's platform and enter [Resources] > Cloud Environment].

( ’: Sangfor Cloud Platform

Cloud Environment AWS

All Accounts
Status

@ normal

2. Click <Add>to add a new cloud environment:

® Type: AWS

® Add Account: select whether Create One or Use existing one(for user who previously
added the account).

® AccountName: custom cloud account

® AccessKey ID: Obtained from the client

® Access Key Secret: Obtain from the client side

® Sync Interval: 60 minutes (the new resources added by the cloud account on the AWS
platform will be automatically updated within the specified cycle. It is recommended to
use the default cycle. The shorter the cycle, the higher the SCP platform resources will be
occupied)



# Cloud Enviranment = Create Clo...

Select Account

T'!'rpE: m

Add Account: () Create one | Use existing one

Aoccount Mame: cam m
Auicess Key 1D T, m
Access Key Secretl | sessssssssssires s

Swne Interval: Go mins@

3. Click <Next> and select a region to create the corresponding cloud environment. For

example, if a customer has an virtual machine in Tokyo AWS, he can select Asia
Pacific(Tokyo) and add it as a cloud environment.

© 2]

SelectAccount Select Region

Flease selectregion(s) to create correspanding cloud environment.

Available (14) Region Q Selected (1) I Clear
Region Region Cloud Environment

Europe (Milan) Agia Pacific (Tokyo) Asia Pacific (Tokya)- @sangfor.com

Eurape (Ireland)

Asia Pacific (Seoul)

O 0O 0O 0o m

Middle East (Bahrain)

[

Asia Pacific (Tokyo)

South America (Sao Paulo)

Canada (Central)

0o o o

Asia Pacific (Hong Kong)

Asia Pacific (Singapore)

3.2.6.2 AWS
[Function Description]

After AWS accountis added to SCP, you can directly create and use AWS virtual machine on
SCP to achieve centralized operation and maintenance.



[Prerequisites]

When creating an virtual machine, the AWSaccount needs to have enough balance.

[Operating Steps]

1. Use "admin" accountto log in to SCP platform and enter [Resources] >[AWS].

( & = Sangfor Cloud Platform Home

Cloud Environment

[0 staus

2. Click <New> to start creating virtual machine.
® Choose a suitable cloud environment and resources pool.

@® Customize the payment type, number of virtual machine, specifications and other
information.

Cloud Environment

Asia Pacific

B Coumns e More 5 syncData Q' Refresh

Status v Marmed D Ayailability Zone Tenant Tenant User Instance Type

EC2

3. After confirming the information, you can complete the creation of the virtual machine.

4. Click [Remote Connection], you can enter the VNC password to enter the virtual machine

console. If you forget the password, you can click [More] to modify the remote connection
password.

3.2.6.3 Physical Machine

[Function description]

Some applications with extremely high performance requirements are generally
deployed on physical servers, such as core databases and high-performance computing
applications. SCP provides the function of hosting physical machines and provides
dedicated physical servers for applications to ensure the high performance of core
applications and stability. By setting the IPMI port of the physical server, SCP can
implement operations such as managing, monitoring, and alarming of the physical
server.

[Prerequisites]

SCP platform needs to communicate with the IPMI port of the physical server.



[Operating Steps]

1. Login to the SCP as the admin administrator, select [Resources]>[Physical Machine]
to enter the physical machine management interface.

r Cloud Platform Home Reliability

Description Tenant Tenant User IFMI Address IF Address



Resources #» Physical Machine = Add Physical...

Basics Name:

Description:

Group:

Settings IFMI Address:
FPart:
Usermame:

F azamord:

Specifications IF Address:

as:
CFPU:
hemony:

FAzets:

Senrer Rack:

Vendor

Server Room:

hostiDrefault Group

e.q., 19216511

G623

e, 19216311

Select 05

W
corels] (I:l
1=

3. After adding, you can view the added physical machine in the physical machine list.

4. Click [Console] to jump to the server BMC login page.

5. Click [More] to start and shut down the physical machine, and assign the physical

machine to tenants

3.3 Operations Center

Sangfor SCP user management has multi-level management authority control, including
platform administrators, organization administrators and organization members by default.
Sangfor SCP can manage specific resources by creating roles according to users’ resource
management requirements of different scenarios, thus greatly improving the management

accuracy.



For example, if a company has an R&D department and a sales department that share a
hyper-converged environment, then the platform administrator can create two organization
administrators to respectively help manage the two departments. This is not only beneficial
to inter-department management, but also greatly reduces the O&M strength for platform
administrators.

3.3.1 Users
3.3.1.1 Platform Administrator

[Function description]

Sangfor SCP cloud platform requires an administrator to manage the platform, and the
platform has built-in super administrator.

The super administrator can create a custom platform administrator to assist the super
administrator in the management of the SCP platform.

[Prerequisitess]
The platform super administrator admin has created a corresponding admin role.

[Operating Steps]

1. Log in to the home page of the SCP cloud platform and select [ Operations
Center) > [Platform Administrator] . Click 69 to create new administrator.

[ £ * Sangfor Cloud Platform Home S 2eliability Center Manitaring

O hew ' Refresh

[0 mame 4 Username Role Marne Authentication Type
admin admin SuperAdmin Lacal

[l support support test Local

2. Enter the name of the platform administrator, select the appropriate role, and enter
the user name, email address, mobile phone number, and password to create a new
platform administrator.



Add Mew Platform Administrator pd

Marne: Mame

Role: test e
LIsernarme: Username

Email Address: Etnail addrass

./ Please input a valid e-rmail address for logging in and retrieving
password ifnecessary.

Mobile Number:  Wobile phone number
Passwoard: Paszward 0]

Retype Password:  Fetype password

3. After the new platform administrator is created, the super administrator can edit,
reset, and delete the existing platform administrator.

3.3.1.2 Roles
[Function description]
The platform super administrator admin can customize the role type, and the platform has

built-in three role types: Platform administrator, Tenant, and Tenant user.

Super administrator: the role type is "Platform Administrator”, it is the default platform
management role with the highest permission to manage the entire platform.

Tenant Administrator: The role type is "Tenant". It is the default tenant management role
that able to manage all the tenant users. Super administrator of a tenant user.

Tenant User: The role type is "Member". The default common user role is the end user of the
cloud virtual machine.
[Prerequisitess]

Sangfor SCP resources are ready and the roles are planned.

[Operating Steps]



1. Log in to the home page of the SCP platform and select [Operations Center] >
[Roles] to enter the role management interface. By default, the system will create

three roles, namely, super administrator, tenant and tenant user which can be viewed
only instead of being edited, and then click EB;

© new ¢ Refresh

O  wame Trpe User Description
SuperAdmin Administrator - Default administrator role with all permissions related to platform management
Tenant Tenant - Defaulttenant role with all tenant related permissions
Tenant User Member - Default user role and actual user of VM, subordinated to a tenant

2. Enter the role name and description.

(1) 2 s
Basics Assign Permissions Confirm

e[

Description:

3. Here you can assign specific resources to the role. It should be noted that the
assignation is made by default according to the function module. After selecting the
corresponding resources, click Next.

o 0 )
Basics Assign Permissions confirm
Tipe Platiorm Adminisirator
Permissions: Available selected

im
Wi

L] Permnissions Pemissions Remave
. .

B B Resources 5} 0 Resources o

et Staren [ 1 o Stanes ]

Resource Orervew o Read-only | |

E:-) Compute E Resourre Crenew 0

@ Networking - 4 Read-only

Management ¥ Readiwits |

[ 35 Operatians Center |; Compute L]

[m] [ 0 Users and Guata | [ vinus Mathing |

(] (3 10 vierk oroer | - ¥ Reagonly

[m] [ [90 Billing Center i u Canfigure VM m

[ £ Monitoing { [y — L}

4. Finally confirm the information and click the OK.
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Basics Assign Permissions Confirm
MName: test
Type: Flatform Administrator
Description: -
Permissions: [
Permmissions

[ Resources
[ 7 et Started
1 Reackonly
[} 7 Resource Ovenven
1 Reackonly
Y Readwiite
[} Campute
[ vintual Machine
i Read-only
(7 Configure Vi

Lo Create

¥ Delete

5. Onthe "Roles" tab, you can view, edit and delete the roles created, and you can also
tick multiple roles for batch deletion.

Platform Administrators Tenants Tenant Users Other Users 20les

Name Tyne User Description Operation

- Superadmin Administrator - Default role with all related to platform view

- Tenant Tenant - Defaulttenant role with all tenant related permissions Wiew

- TenantUser Member - Default user role and actual user of UM, subordinated to atenant iew

test Administrator admin - Wiew Edit Delete

3.3.1.3 Tenant Management
1. Create Tenant

[Function description]

The platform administrator can create one or more tenant. Tenant is the unit used by the
SCP to allocate resources. As the secondary administrator of the platform, the tenant
administrator is responsible for user management tasks in each area and is an essential part
of the SCP platform O&M management. Sangfor can realize fine-grained resource
management by associating tenant administrators with roles.

[Operating Steps]

1. Log in to the home page of the SCP platform and select [ Operation Center] >
[Tenant] and click “Create Tenant”.
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r
Platform Administrators Tenants Other Users Roles

Q@ Create Tenant C' Refresh

N Mame o Username Authentication Type Email Address Mokile Mumber
[1 chuaTenant | T [ B~ Lacal aaag@urail.corm ot |
[ JImTenant - Local asd@live.com ]

o 2 3 a

Basics Allocate Resource Pool Configure Network (optional) Confirm
Narme: yang
Usemame: yang
Email Address: yong@gmail com

Q) Please inputavalid e-mail address for Igging in and retrieving paseword ifnecessary
Mobile Nurmber: 01113113131
Password:  seeseeeees

Retype Passward: s

3. Allocate resource pools and select the resource pool resources that this tenant can
use. Resource poolare divided into shared and dedicated resource pools. Shared
resource pools can be assigned to multiple tenants, and one tenant can be associated
with multiple shared resource pools; dedicated resource pools can only be assigned
to one tenant, and tenants can only be associated with one dedicated resource pool.

(] 2} Fl 4

Basics Allocate Resource Pool Configure Network (optional) Confirm

Name Pool Type CPU Allocation Mem Allocation High Performance Usage Performance Sensitive Usage Capacity Sensitive Usage
1M10% 449% 68%
ERED Slizmed 1332 core(s) / 120 core(s) 1.07 B /448 GB 1878782893 TR
0% 0%
SRR Shared 6 cora(s) 0 corets) 668108

4. Bydefault, the VPC network type is selected. To use the classic network, it is required
to connect the network to either switch or edge.
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Basics Allocate Resource Pool Configure Network (optional)

Confirm
@ Flease oreale network for the resourse pool, or sreate a tenant firstand then deploy network forthe tenant
~ <& DR Site

Network Type: WPG (D)

Classic network (1)

Gatoway Name: | Default classic network gatewayl o]

Connected To:

5. Ensure the information is correct and click “Confirm & Set Quota”.

o © © 0

Basics Allocate Resource Pool Configure Network (optional) Confirm
MName: yong
Usetnarne: yong
ErmailAddress: yong@armail.com
Mohile Number: 01113113131
Resource Pool. <= DR Site
Metwark Type: VPG

NetworkiGateway Mame:  Default yateway

6. The tenant is created successfully.

Create Tenant %

O
Add tenant successfully.




2. Edit Tenant

[Function description]
The platform administrator are able to edit the existing tenant.

[Operating Steps]
1. Log in to the home page of the SCP platform and select [ Operation Center] >
[ Tenant] and click “Edit".

Platform Administrators Tenants Tenant Users Other Users

@ Create Tenant W Delste Q' Refresh All authentication types ~ [ Mame, usemame, email address QU
m  Name 4 Usemame Authertication Type EmailAddress Mabile Nurnber Resoutce Pools TenantUsers 4 Operation
ChuaTenant PingHongChuah Local aaa@ymail.com 0124769564 2 1 Setduota More

2. ltallow to edit the tenant name, email, and mobile number. Also able to limit the
login IP address.

Edit Tenant b’
Marne: ChuaTenant

Usetnarne: PingHongChuah

Email Address: aaa@gmail.com

Mohile Mumber. ]

[ Limit login IP (specify allowed IP addresses below)

I Address One IP address o IP range per line. @

IP address exarnple: 192.168.1.1
IF range example: 192 168.1.1-192.165.1.10
Subnet example: 19216811524

020




3. Set Quota

[Function description]
The platform administrator can set quotas for tenants. Quotas are subdivided into public

resources and resource pool resource quotas. Resource pool quotas refer to quotas related
to virtual devices running on resource pools such as computing, storage, and security devices;
public resource quotas refer to resource quotas that are not related to resource pools, such
as elastic IP and disaster recovery authorization.

[Operating Steps]

1. Log in to the home page of the SCP platform and select [ Operation Center] >
[ Tenant] and click “Set Quota”.

e
= Sangfor Cloud Platform

Plaiform Administrators
© Creste Tenant

O Neme 4 Usamame Authentication Trpe Email Address Maobiss Humber Resourca Poals TenantUsers ¢ Oparation

2. Assign the appropriate resources such as storage, disaster recovery authorization,
and VPC elastic IP to the tenant.
& E B SetAllto Defaults @ Reset

- storage

Resource Used by Tenant Retmaining

-
Private Image Space a0 68 Crtenrooce Unlimited

E Disaster Recovery

Resource Quota Used by Tenant Retmaining
DR Protected VMs 0 0 97

e. vPC
172 Quota Used by Tenant Retmaining
Bandwidth 0 Mbps 0 Wb Uniimited
Elastic P Address 0 P (13 Unlimited

Save Cancel




4. Reset Tenant Password

[Function description]
The platform administrator canreset the tenant password.

[Operating Steps]
1. Log in to the home page of the SCP platform and select [ Operation Center] >
[Tenant] and click “Reset password”.

Platform Administrators Tenants Tenant Users Other Users

© Create Tenant  fff Delete ' Refresh Al authentication types v [l Name, username, ema

m  Name 4 Usemame Authentication Type Email Address Mabile Number Resource Fools Tenant Users

ChuaTenant PingHongChuah Local aaa@gmail.com 0124780564 2 1
[ JuTenant Junhing Local asd@live.com 0123456789 2 o
0o s junsheng Local junshenglow@gmall.com 123243454 1 1
M KkzTenant Kz Local 123@123.com 0123456789 2 1

2. Enter the new password for the tenant.

Reset Password %

Mew Passward: ‘Fequired ©

Retyne Password: | Retype password

5. Delete Tenant

[Function description]
The platform administrator can delete the existing tenant.

[Operating Steps]

1. Log in to the home page of the SCP platform and select [ Operation Center] >
[ Tenant] and click “Delete”.

Ptattorm Administrators. Tenan|

Tenant Users

C Refresh

1 Name Usemame 4 Authentication Type Email Address Mobike Number ResoucePools & TenantUse Operation
[1  sttenam Aderin Local adminggadenin com 0090000000
[ cabatenant Cahin Laeal ching@gmall com 181211212
[1 JWmenam Junsting Lacal asdg@livecom 0123456789
[0 KeTenant K2 Lacal 123@123.com 0123456789
M ChiaTanant PinaHann(hiish i nesl asaamail tnm 194760554

2. Enter the admin password and click “Ok”. Tenant will be deleted.



Confirm

Are you sure that you want to delete the selected
tenanti{s)?

Before deletion, make sure the following has been done.

Yhis, hackups and NFY resources {including related resources
inthe Recycle Bin) have been deleted permanently.

Images, shared bandwidth, caorporate leased line, EIFs and
tenant users have bean deleted.

Once deleted, resources will be deallocated to SCR

Enter password of admin to confirm this operation

Password




3.3.1.4 TenantUser Management
1. Create Tenant User
[Function description]

The platform administrator can create a tenant user account and associate the tenant user
to a tenant.

[Operating Steps]

1. Log in to the home page of the SCP platform and select [ Operation Center] >
[ Tenant User] and click “Create Tenant User”.
Pt s

© Create Tenani User

O name 4 Usemame Fole Nams Autherticstion Trpe Emallddrass Mol Humber Tenant Oparation

[]  ChusTenantuser ChuaTenantuser Tanant Usar Local auab@email com 0123458789 ChuaTenant

2. Enter the required information such as name, username, email, and password.
Select the related tenant and role.

Create Tenant User b4
MNarne: ‘fong_son

Tenant: yong v
Role: Tenant User v
Userarme: yongsan

Email Address: yangsoniggmail.com

Q Flease input a valid e-mail address for logging in and retrieving
password if necessany.

hfobile Mumber: [IARERANAR ARSI
Pagsword:  seeeseseses ®

Retype Password: ssessssssss

3. The new tenant user is created successfully.




Platform Administrators Tenants Tenant Us Other Users

@ Create Tenant User 2efresh Alltenants ~ [ All authentication types v [ Name, usemame, email addres: Q

O name 4 Usemame Role Name Authentication Type Email address Mobile Number Tenant Operation
[0 ChuaTenantuser ChuaTenantuser Terant User Local aaab@gmail com 0123456789 ChuaTenant Edit ResetPassword Delete
O stuser user Tenant User Local Si_tenant Edit ResetPassword Delete
[0 TenantUsertestin TenantUsertestia Tenant User Local jinouaniee @amail.com 1182086631 Tenanttesti Edit ResetPassword Delete
[T Vong_sen yongson Tenant User Local yongsen@gmail.com G yong Ed_ReselPassword Delete

2. Edit Tenant User

[Function description]
The platform administrator are able to edit the existing tenant user.

[Operating Steps]
1. Log in to the home page of the SCP platform and select [ Operation Center] >
[ Tenant User] and click “Edit”.

W Deete € R All tenants ~ | Allauthentication types v Jl Name, usermame, email addres: Q

| Name 4 Usemame Role Name Authentication Type Emall Address Mobile Nurher Tenant Operation
ChuaTenantuser GhuaTenantuser Tenant User Local aaab@omail.com 0123456789 ChuaTenant ResetPassword Delete
0 stuser user Tenant User Local userguser com 0000000000 St_tenant Edit ResetPassword Delete

2. ltallow to edit the tenant user name, email, and mobile number. Also able to limit
the login IP address.
Edit User Account X

Marne |ChuaTenamuse[|

Tenant: ChuaTenant A
Role: Tenant User v
Usemarne: ChuaTenantuser
Ermail Address: aaab@grmail com

Mobile Nurmber: 0123456789

[ Limit login IP (specify allowed IP addresses below)

IF Address 0Or IP address of 1P range per line @

IP address example: 1921681 .1
IP range example: 192 168.1.1-192 168.1.10
Subnet example: 192 168.1 1724

020




3. Reset Tenant Password

[Function description]
The platform administrator canreset the tenant user password.

[Operating Steps]
1. Log in to the home page of the SCP platform and select [ Operation Center] >

[ Tenant User] and click “Reset password”.

Platform Administrators Tenants Tenant Users Other Users
Crea 1t Usel

Al tenants | 4l authentication types

O Name 4 Usemame Rale Name Authentication Type Ernail Address Mobile Nuraber Tenant Operation
O ¢ c Tenant User Local aaab@gmail.com 0123456789 ChuaTenant Edit] Reset Password | Delete
O stuser user Tenant User Local user@user.com 0000000000 St_tenant Edit ResstPassword Delate

2. Enter the new password for the tenant user.

Reset Password %

Required ®

MNew Password:

Retype Password: | Retype passward

4. Delete Tenant User

[Function description]
The platform administrator candelete the existing tenant user.

[Operating Steps]
1. Log in to the home page of the SCP platform and select [ Operation Center] >
[ Tenant User] and click “Delete”.

Platfarm Administrators Tenants Tenant Users Other Users

enantUser Jf Delete (' Refresh All tenants ~ [ All authentication types ~ W Narme, usemame, email addres: Qt

m  Name 4 usemame Role Name Authentication Type Email Address Mabile Number Tenant Operation

Tenant User Local asab@gmailcom 0123456789 ChuaTenant Edit ResetPassward

2. Enter the admin password and click “Ok”. Tenant user will be deleted.



Delete User Account pd

Are you sure that you want to delete the selected
user account(s)?

Data cannot be restored once deleted. Resources that are
heing managed will be deallocated to SCP.

Enter passwaord of admin to confirm this operation

Pazgword |

3.3.2 Quota
3.3.2.12QuotaOverview
[Function description]

The platform administrator can view the quota overview and understand the allocation of
platform basic resources and NFV resources.

[Operating Steps]

1. Log in to the home page of the SCP platform and select [ Operation Center] >
[ Quota Overview] .

~
( = Sangfor Cloud Platform Home e 3 3= rC Manitoring

Tenant Quota

Fublic Resource

R ce Pool

& Storage

Resource

2. You can view the current allocation of all resources include public resources and
resources pool.



Qi Tenant Quaota

Public Resource

Resource Pool

& Storage
Resaurce User by Tenant Allocatedto Tenant  Remaining
Private Image Space :U [ 2% 2120 GB Unlimited
El Disaster Recovery
Resaurce Assigned Allocaled to Tenant  Usad by Admin Remaining
DR Protasted YMs S % D 3 o7
e‘ VPG
172 User by Tenant Allocatedto Tenant  Remaining
Bandwidih ;ans/zuu e 3% 200 Mbps Unlimited
Elastic IP Address e 5% 0P Uniimited
CERNET Used by Tenant AlocatedtoTenant  Remalning

3.3.2.2 Tenant Quota

[Function description]
The platform administrator can edit and manage the existing tenant resources quota.

[Operating Steps]

1. Log in to the home page of the SCP platform and select [ Operation Center] >
[ Tenant Quotal .

I o
( = Sangfor Cloud Platform Home Resources e nter Monitoring

Quota Overview Tenant Qluota

ant(Fing ahy

Pricing

2. You canview all the tenant resources and assign the appropriate resources quota to
every tenant.



. Storage

Resource

Frivate Image Space

Disaster Recovery

Resource

DR Proterted ¥is

e WPC

172

Bandwidth

Elastic [P Address

Quota

a0

Quota

Quota

GB

Maps

Used by Tenant

-
T.71 GBI B0 GB

Usged by Tenant

Used by Tenant

0 Mbps

alp

10%

Remaining

Unlimited

Remaining

a7

Rermaining

Unlimited

Unlimited



3.3.3 Work Oder
3.3.3.1 Workflow Templates

[Function description]

When tenants or tenant users apply requests for more quota, virtual machines, or
configuration changes of the virtual machines, they need to apply through a work order, and
the corresponding approval administrator can approve the work order. The admin
administrator can set the template of the work order according to the actual situation.

[Prerequisitess]

When a custom workflow template is not created, the platform default workflow templates
will be used. After the custom workflow template, the custom workflow template will be
used, which has a higher priority than the default workflow templates.

[Operating Steps]

1. Log in to the home page of the SCP platform and select [ Operation Center] >
[ Workflow Teamplate] .

7
¢ — Sangfor Cloud Platform Horme R ces Reliability Center Monitoring

Pending Approval History | Workflow Templates

' Refresh

Order Number Status Reguest Type

2. Click *New” to create new workflow templates.

© New C Refresh All request types v [l Template, tenant name Q [e)

Narne Description Type Tenant Workflow Operation

Default Workflow Termplate Predefined worklow template Al - - View
testest - Apply for Vit 1 1 Edit Delete

Test - Apply for Vit i 1 Edit Delete

3. Enter the template name. Select the request type and associate it to the tenant,
then click Next;



Wark Order = Varkdlaw Tamplates = New

Basics

Name: Yong
Desertation
RequestTypa:  Apply for VM

Tenant. fvailable

User ame

Kz Tensnt

Q0O =

yong

yuan

MK

a8

0O0agao

ChuaTenant

2

Workflow

Workdow Template

Detault workhaw for YM crestion request

Detault workdiow for VI ereation request

Detault workhaw for VM treation rsquest

Default workdiaw for VM creation request

Default workfiaw for VM craaion request

Detault workdiaw for VI creaion request

Selected

User Name

yang

3

Confirm

Operation

4. Select the approver. If you need multi-level approval, click <® > to add an approver.
You can use " ¥ 1" to adjust the position of each level of the approver. Up to 5
approvers can be selected at the same time. After any approver approve the request,
the work order is approved.

Wiork Order > Worklow Templates > New

o 2] s

Basics Wiorkflow Cenfirm
I Apply for VM
Subit Request
ember applie
Appeover 1 (1
s i v + 0
Approwver 2 (Wi o 5
test v 4 m
L]

o

5. Ensurethe flow is correct and click OK;



o © ©

Basics Wiorkfiow confirm

Name: Yong
Descrgtan:
ReguestType  Apgly for v

Tenant. yong

_ Es m

6. The new workflow has been created and associated with the specific tenant.

© New  C Refresh All request types ~ | Template, tenant ¢

Name Destription Tiwe Tenant Workllow Operation
Default Workilow Template Predefined workiow template Al - - iew
testest B Applyfori 1 1 Edit Delete
ang - Applyforyid 1 1 Edit Dslete

3.3.3.2 Create Work Order
1.Request for VM

[Function description]
When a tenant user

[Operating Steps]

1. Login tothe SCP platform tenant portal by using https://SCP IP address without port
4430.

2. Goto "Compute” and click "Request” to send a request to obtain aVM.

’
= Sangfor Cloud Platform

wirtual Machine

@ Request B Columns .- More ' Refresh

Status A name Type Internal IP Address Elastic IP CPU Usage Mernary Usage Storage



3. Select the resource pool to which the cloud virtual machine belongs and the
appropriate image, configure the computing, storage, and networking information.
Enter the basic information of the cloud virtual machine, the reason for the
application, and click <OK> to complete the application.

Virtual Machine > Apply far Vi

“Resource Pools

DR site

“Image
Al 05es v Alltypes - Image name: Q
sl server2008Template_DR Site_8e1566n1
WM os:vindows Server 2008 64 bit Image Type: Builtin
FreeNAs-11.2-Us
0SB4 bit 05 Image Type: IS0
Ml Win7Final
Wl o5 wicrosonwindows 754 bit Image Type: Bultin
A centos-live
AL 08: Cent0s Image Type: 150
WM Count
* Numberof YMs: 1
Campute

4. Click "Ok” and the reques

~
(= sangfor Cloud Platform

C Refre
Ongee Hume stanus
2020072700042 Penting

“ cancel

t application will be created.

Cunsn Processar Renuest e Time Requested

yarg (Tenang gty for M 20200737 101907



2.Request for Quota

[Function description]

When a tenant admin requests to have more quotafor resources, it is required to send a work
order.

[Operating Steps]

1. Login to the SCP platform tenant portal by using https://SCP IP address without port
4430 using tenant admin account.

2. Goto “Work Order — My Request”, select "+ New Work Order”.

-
— Sangfor Cloud Plalform

YU are Here Work Order a
1 ' a
3. Select the request type, and the detail requested resources information.
You are Here: Work Order > My Reguests > New \Work Order
Basics
Request Type: Apply for resource guota -
" Requested
Resource Type: EdPublic Resource Resource Pool
Please select the requested resource type first
Public Resource Collapse A
I Sterage 1 Metwarking | Disaster Recovery
Private Image Space Elastic IF (support muttiple) Bandwidth (support muttiple) DR Frotected s
Selected:
Quota Type Resource Type ftem Resource Requested New Quota Operation
Public Resource Networking Bandwidth Goukap Line A 100 Mbps 200 Mbps Delete

Cancel



4. Click "Ok” and the request application will be created.

= Sangfor Cloud Platform Surnmary Re! es v
ou are Here. Work Order L]
© Mewwork Order  ( Refr a
Orger Number Status Gunent Frocessar Request Type Resource Pools Resource Type Foal Type Tine Reguasted - o
20200727000043 Penuing aamin (Suger Aarn) gy ot resaurcs quata - - 2020-07-27 10:30:42 Wiew Cancs

3. Changes of VM configuration

[Function description]

When a tenant userwant to make changes of the existing VM configuration, it required to
send a request work order.

[Operating Steps]

1. Login tothe SCP platform tenant portal by using https://SCP IP address without port
4430 Using tenant user account.

2. Select the VM, and click on “Change configuration”.

= Sangfor Cloud Platform Management  Alamn  Tasks o renesen Y

© Reguest © snutDown B Coumns o (e}
M sz 4 name Elastic 1P PUUsage Memory Usage Storage Usage "
B O rowee. v Hel 19216002 — 7Y S— G — 9% o

3. Select the new specification for the VM and click “Ok”".



Virtual Machine

Compute

& Refresh a
s Humar stans Cunent Processar Request Type Tine Requesten v  Operation
0200727000045 Pending yong (Teranl Ghange WM configueations 20200727 105137

3.3.3.3 Approve/Reject Work Order
1. Platform administrator

[Function description]

If the platform administrator are added to the workflow process as the approver, they can
review the application to approve and reject the work order, and modify the cloud virtual
machine configuration applied by the tenant user.

[Operating Steps]
1. Login to the home page of the SCP and click on the top right corner “”.
("= sangfor Cloud Platform Resowrces.  RelablltyCenter.  Operstions Center Montoring  System <l

+

2. It will show all pending work order, click “Edit”;



e
= Sangfor Cloud Platform Home  Resources

€ Refresn
Ordir urmter status Request Type Resoure Poois Resource Tyas PosiTe Requester Tenant Time Reguested operation
2200727000043 Penaing Aaply orresource queta yona (Tznarg - 2200727 103042 can

3. You can view the resources requested by the tenant admin. Able to modify their
requested resources based on the actual need. Then click either Rejector Approve.

‘Wark Order = Pending = Approve

Apply for reseurce quota Pending

pplying Completed
o 2] g .
yong (Tenant) admin (Super Admin) Allacating Resources Finished
Basics
Roquest Tipe: ol fof rasouice Guata ool g
Tenant yong Time Requested  2020-07-27 103042
Resource ool - Purpose: e
Resource Type
Approval
Quot Trpe Resousce e nerry Current Guota Resource Requestes Approved Hew Quata
Public Resource Networking Bandwidih (Goukap Line) 100 Maps 100 Mbps 100 Mbps 200 Mbps

I )

2.Tenant administrator

[Function description]

If the tenant admin account are added to the workflow process as the approver, they can
review the application to approve and reject the work order, and modify the cloud virtual
machine configuration applied by the tenant user.

[Operating Steps]

1. Login to the SCP platform tenant portal by using https://SCP IP address without port
4430. Then, select the top right corner *Work order” and “Pending”.

Ve
= Sangfor Cloud Platform esources v

2. Allthe work order application send by tenant user will be showed. Click “Edit”;



Vou are Here. Work Order (]

C' Refres Q
Orser Mumber St Requsst Type Resauics Pols Resoure Troe Paoi Ty Requaster Tirme Requestad Qpersson

2020072700004 Panding Agp for v DR S8 Hel Shared Yang_san (Tenant User) 20300727 101807 Edit

20200727000044 Panding Change VM configurations DR Ste Hel Shared ‘Yong_san (Tenant User) 20200727 1036:56. Ean

3. Verify tenant user request application for VM resources and make changes based on
actual needs. Then, click "“Approve”;

You are Here: Work Order = Pending

Apply for VI Pending Pending ppiying completed
[ o s ‘ s
Yong_son (Tenant User) yong (Tenant) admin {Super Admin) Allocating Resources Finished
Bas
Reguest Type. Apply for Vil Faol Type: Shared
Tenant yong Time Requested:  2020-07-27 104807
Resource Paol: DR Site Purpoze: m
Resource Type: HEL
Requested
Hame yong oL 1 cona(s) Hetwork Tine: VPO
Image. ‘win?_professional Memory. 168 Subnet Name: wPC
08 Microsof Windaws 7 64 bit Datastore Storage Tag: High Perfarmance Wi NG 1 Subnet  Suonet1(1...
Diskl B0 GB Elastic P Skip
NumberatyMs 1 Expiration Date Uniimea
Agproval
WM
" cPu; 1 core(s)
Memory: 1 6B

4. New virtual machine will be created successfully.

© Reguest B Columns .. More (' Refresh Q
Status. 4 HName Toe Intemal IF Address Elastic IP CPU Usage Memory Usage Storage Usage Swpiration Date Operation
© Powere . oo Hel 19216802 ——00% - % — s Uniimited Conaie More

LY Hel 19216803 @ c c Uniriteg Consale Wore



3.3.3 Billing Center

[Function Description]

Administrators can independently control and set the unit prices of platform resources. The
SCP countsthe tenant resource usage every 10 minutes, calculates the billing based onusage
and price, and updates the resource usage billing every 1 hour on the interface. The IT
department's services are quantified through statistics on resource usage.

[Operating Steps]
1. Log in to the home page of the SCP platform and select [ Operation Center] >
[Pricing] .

( i — Sangfor Cloud Platform

Pricing

Total Costs Bills Pricing

Bas icing e Recommended Price ) Reset

Public Resaurce Resaurce Description Unit Price
Resource Pool w Elastic IP Per EIP 0.0000 USDAIPIhr 0.0000 USDimonth
Individual Pricing 172 Dedicated Bandwidth Per bandwidth 0.0000 UsDiMbpsihr 0.0000 UEDimaonth
Shared Bandwidth Per bandwidth 0.0000 UsSDiMbpsihr 0.0000 USDimonth
Elastic IP PerEIP 0.0000 USDAPHr 0.0000 USDimonth
Goukap Line Dedicated Bandwidth Per bandwidth 0.0000 USDiMbpsthr 0.0000 USDimonth
Shared Bandwidth Per bandwidth 0.0000 UsDimbpshr 0.0000 UsDimonth
Private vM Images Private image repository 0.0000 USDIGBMr 0.0000 UEDMmonth
Disaster Recovery M for DR 0.0000 UsSDivMihr 0.0000 UsDimonth

3. Select [Operations Center] > [Billing] to set the time period for statistics. You
can view the cost summary of different organizations in the selected period;



Time Range. 0200028 - 20200727 M Lasiddays || LastdOdays | LastGmonths || Lastyear Collapse
Tenant yongiyong) v
Resouce Pool. | All v
=]
g Exon Total 1546667 U5
Resource : name : Daseription Resoures Faal : UntPree S SemoDuslon  :  Cost : senceParion
Virtual Machine sang Poweredan, 1 Careds), 1 GBHighPer.. DR Se £4.0000 USDVMC 1hour(s) 30 min(s) 1260000 USD. 2020-07-27 1025114 0 date
Virusl Wachine o Fowsied an, 1 Careis), 2 6B High Perf . DR St £6.0000 USDAVMIY 20 mints) 28,6667 USD 2020-07:27 113514 1 dale

4. Select [Operations Center] > [All Bills] to set the query time period. You can

view all bills of different organizations in the current period, and report export (as
excel files) is supported.

& Export e Lst0das | LtGmonle | Letyes | 00000 - N00TT M Sebectteaut .
Tanant cont s
— 43,997 5691 s

K Tenari 128473 5778 U3

ChuaTenantPingHongChuah) 62,331.7579 USD

Si_tenantAdmin) 30,434 2387 USD

TenamestioTensRaLis) 18597014 USD

yongévang) 154 6667 USD

MIK{ i) 0.0000 USD

stingnesting ooooausp

Export e

Are you sure that you want to export all the filtered entries?

File is being generated and will be exported to the local disk,




3.4 Monitoring Center

Sangfor SCP cloud platform has a complete monitoring function and alarm mechanism: the
monitoring overview can comprehensively monitor three types of objects: virtual machines,
physical machines, and elastic IP. Sangfor monitoring center aMC can perform monitoring on
virtual machines, services, databases, etc.While monitoring, you can view platform alarm
information through the alarm log and customize alarm settings

3.4.1.12 MonitorOverview

[Function Description]

Sangfor SCP cloud platform can monitor cloud virtual machines, physical hosts and elastic
IP. By adding monitoring panel, the monitoring information can be displayed in the form of
charts.

[Operating Steps]
1. Log in to the home page of the SCP platform and select [ Monitoring 1 >
[Overview] .

~
( = Sangfor Cloud Platform BSOUCES Reliahility Center Operations Center Manitaring System

(1 )

|Il

2. Click “+New pane

Virtual Machine (TF Test Tenant Win... ) > CPU Usage

Virtual Machine {TF Test Tenant Win... ) > Memory Usage

Memery Usage 0 0%

Virtual Machine (TF Test Tenant Win... ) > IOPS. Virtual Machine (TF Test Tenant Win... ) > 10 Speed

3. Select the virtual machines and related item that you wish to show in dashboard.



Mew Panel %

Ohject Type:  “irtual Machine v

Available Selected (1)

E & | Goup Q Name ] 1 clear

E & Virtual Machine m  MName Mame Group Operation
El% (IR i3 [ watchguard_{2019-08-14_14-41-52) ' WinT-TFOO001 Default Gro... Remowe
[]- % ChuaTenant
[0 win_7_EDROOO
H- &5 JMTenant
B 2o U Win7-TFO001
[H- &3 kzTenant ] Teohrc
. = MK
-5 [ asd
[{]- &% St_tenant
[ BRANCH_WAND
[]- £% Tenanttestlo
Iterns: [¥]cPU Usage [ Memary Usage iorPs [0 speed [ Throughput
[#] Throughput (pps) [ Disk Usage

4. Afterthe creation, the VM info panel will be displayed.

virtual Machine (yeng) > CPU Usage Virtual Machine [yong) > Memory Usage

1245 1zs0 1255 1300 1305 1m1D 515 1320 1325 1330 1335 1340

1300 305 181 1315 1320 1325 133 1335 134

CPU Usage 163% Memory Usage 100.00%

Virtual Machine (yong) > IOPS Virtual Machine (yong) > 10 Speed

00 ioRs

1250 1300 (B 0 E s 1250 1z 0 (B 15 0 w2 ima 1335 a

10 Reads 0,00 timess  — 10 Writes 0 00 timesés Read Spesd 0.00 Brs




3.4.1.2 Monitor Report

[Function Description]

Sangfor SCP cloud platform can generate the report for statistic purpose based on resource
overview, resource pools, clusters, and virtual machine

[Operating Steps]
1. Login to the home page of the SCP platform and select [Monitoring] > [Report] .

>
( = Sangfor Cloud Platform 2eli enter  Opera iter  Monitoring

2. Select the required information for the report and click *"Download”;

Collect statistics of reatime resource usage and monitared ftems to generate and expart a camprenensive aperations report
Ternplate ) ® Disabled
Termplate v &
Statistics Name
Resources: [ Resource pools [ciusters [ vitual machines  Colurins
Resource Pool Summary: Tris includes summary of lusters, nodes and datastores i e selected resource pool(s),
Node Summary: This Inclues hardware configuration of hosts and display panels of moniored objects. Do not select Viware vCerter hosts
(1 selectec)
Vit Surmmany This includes V1 configuratians ang display panels ofvi GFU, memony, 10 speed, I0FS and throughput
@ select Virtual Machine SIS
Cthers Time Range: Selecta time range for which statistics are to be collected
@Lasthour  Olast24hows  Olast7days  Olast30days  OlLastyear

3. Now, the report has been generated.

March Report

Time Range: 2020-07-27 12:59 to 2020-07-27 13:59



3.4.2 Alarms
3.4.2.12Alarms

[Function Description]

Sangfor SCP cloud platform will monitor the platform and cloud virtual machine in real time
according tothe alarm option, and all generated alarms will be recorded. Administrators can
view the latest alarms or historical alarms according to their needs.

[Operating Steps]
1. Login tothe home page of the SCP platform and select [Monitoring] > [Alarms] .

Iy
[ : Sangfor Cloud Platform ? “elia nter o] enter Monitoring

seventy Timestamp ObjectType  Oujest Resource Paol User Event Destrgtan
® Catical 2020-07-27 135057 st aCloud Tost Poal aCloud TestPool  adimin The sitois affne Chustor (aCloud-Tost Poul s offine. ock netework and whether
@ critical 20200727 13:57:44 Chster aCloud- Test atloudTest Pool axlman Chuster is offline. Clustes (aCloud. username and
Meim  2020-07-27 134141 Node: - DRSie i host_cpu CPU s of o 558 S8 5 s i v D005 o a et period o time, Phase shi ..
medium 20200727 131358 Noge i OR 38 aomin nost_tompute_mem_oom Computational memary of e oS! e ek i B seriously nadequste. Used: 189,21 08, 3vals..
® crtcal 20200727 125945 site aC1out TestPoc sCloudTestPool  aomin The sitais ofline Cluster (3C1out-TestPool s offing. Pleasa check natwark and whethar ussrmams and password sr.
® Crteal 0200737125743 Cluster aCioud Test sCloudToskPool  avmin Ciusier s oftine Clster (aCloud-Test) s offine. Please check nebwork and whelher usemame and password are can.
Medium 10200727 124140 Node i ' DR S8 atmin nost_cpu CPU usage ofnade & # aas tisen abowe 50.0% far a certaln period of ime. Flease shut &

3. Itsupports to filter the alarm based on date, object type, resources pool and tenant.

20200726 141215 20200

Soverity Timestamp Obieci Tioe Object Resource Pool r Evert .
Saverity: Herfical [ Medium
® Citical 2020.07.27 135057 . atloud-Test Poal aClowdTest.Poal The sie s offine Iheiher userame and passward ...
Object Type: A ~
® critical 20200727 1357:40 aCioud-Test aCiowst Test Pool Cuuster is offing ther username and passviord are c...
Resource Poal. ~
2020.07.27 134101 DRSite host_cpu | certain period of time. Piease shis ...
Tensat v
20-07-27 131356 lode DR Site admin nosi_compute_merm_aon nadequale. Used: 130.21 6B, availa

2020-07-27 125045 ste aCloud-TestPool admin o g oK ancel er usemam and password ar




3.4.2.2 Alarm options

[Function Description]

Sangfor SCP cloud platform can detect and alarm on cloud virtual machine, physical
hardware, network and serial number information, support email notification, and support
custom setting of alarm conditions.

[Operating Steps]
1. Log in to the home page of the SCP platform and select [Monitoring] > [Alarm
Options] .

[

Reports

Alarm-Triggering Events (for all VMs)

Medium Alarms

CPU usage is above | 90 %ior 10 minutes v

Memory usage is above 90 %for 10 minutes v
Alarm Notification

Alarm-Triggering Events (for HCI VMs only)

HCI

Mediurm Alarms

[¥]irtual maching is disconnected fram physical network

Mumber of segsions on a YM MIC is above | 100000 for | 3 minutes v

[“lAlarmupon 3 day(s) hefore expiration
Critical Alarms

%M image file is damaged

The above settings anly apply to HCI vitual machines

3. The alarm also supports to configure alarm notification, and it will send the
notification to the user email.



Oveniew Reports Alarms

Alarm Email

Enable

W SHTP server has been confiqured. Setings

[ For alarm-triggering events ofthe same category oceurting within | 120 minutes, send one aler smail only (one for each node)

Platform administratars can receive all the email notifications while tenants can only receive alarms on resources assigned ta them

SenderAddress abci@sangfor.com

SMTP Server: ]
Erncryption Protocols: SsL v
Port: 465

Authentication required

Usernarme: ahci@sangfor com

Fagsword: ELTTTErT ®

Alarm Email

enatie

Wk SMTP server has been configured, Sating

minules, send ane alert email oniy (one for each nods)

Alarm Recipients

(]

Usemane

Rl Type Ermiall Address Oparation

support fest Platform Adminisirator admin suppart@support com Remove




1. Cluster is managed by multiple SCPs simultaneously: When a cluster is managed by
multiple SCPs simultaneously, only one SCP can be authorized successfully.

Solution: Cancel the management from the excess SCP, and it will return to normal after a
few minutes, or turn off the excess SCPs, and it will return to normal in 30 minutes.

2. IPaddress conflictin cluster: Because authorization information may be rejected on the
wrong cluster, this problem may occur when multiple HCI clusters are configured with
the same IP address.

Solution: It will recover immediately after IP address conflicts are resolved.

3. HCl is forcibly removed from the management: Log in to the HCI front-end, click
"Manage" and view the "License" icon status. If HCl has been removed from the
management, and SCP shows that it is in the state of the management, then this is the
cause.

Solution: Delete the cluster on SCP and re-manage it.
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