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Cyber Risks: The Growing Threat

ω IŀŎƪƛƴƎ ƻŦ IƻƴƎ YƻƴƎϥǎ VTechmay prove worst 
cybersecurity breach of 2015 in Asia !

ω [ƛƴƪŜŘLƴ [ƻǎǘ мст aƛƭƭƛƻƴ !ŎŎƻǳƴǘ /ǊŜŘŜƴǘƛŀƭǎ ƛƴ 5ŀǘŀ 
Breach !

ω Megabreach: 55 million voters' details leaked in 
Philippines !

ω !ōƻǳǘ пл ŀǘǘŀŎƪǎ ǊŜǇƻǊǘŜŘ ƛƴ ƭŀǎǘ ǘǿƻ ƳƻƴǘƘǎ όнлмсύΣ 
but one security firm says it detected 24,000 cases of 
Lockyransomwarehacking attempts in March alone ! 

Source 1: http://www.scmp.com/tech/enterprises/article/1934188/asleep-wheel-cybersecurity-experts-continue-tirade-against-hong 
Source 2: http://www.scmp.com/news/hong-kong/economy/article/1889604/hacking-hong-kongs-vtech-may-prove-worst-cybersecurity-breach 
Source 3: http://fortune.com/2016/05/18/linkedin-data-breach-email-password/ 
Source 4: http://www.theregister.co.uk/2016/04/07/philippine_voter_data_breach/ 



New World, New IT

BYODInternet of Things Cloud

Estimated 200 billion
objectsin 2020 !

ω  aƻōƛƭŜ ²ƻǊƪŜǊ tƻǇǳƭŀǘƛƻƴ 
1.3 million in 2015

ω  ¢ŀōƭŜǘǎ ŦƻǊŜŎŀǎǘŜŘ ǘƻ ǊŜŀŎƘ 
468 million in 2017

ω  {ƳŀǊǘǇƘƻƴŜǎ ŦƻǊŜŎŀǎǘŜŘ ǘƻ 
reach 2.1 billion in 2017

93% of organizations 
are running applications or 

experimenting with 
infrastructure-as-a-service

Source 1: IDC, Intel, United Nations.
Source 2: IDC & Gartner
Source 3: RightScale'sMarket Survey



ω ά.ȅ нлнлΣ ŀ ǘƘƛǊŘ ƻŦ ǎǳŎŎŜǎǎŦǳƭ ŀǘǘŀŎƪǎ ŜȄǇŜǊƛŜƴŎŜŘ ōȅ ŜƴǘŜǊǇǊƛǎŜǎ ǿƛƭƭ ōŜ ƻƴ ǘƘŜƛǊ 
ǎƘŀŘƻǿ L¢ ǊŜǎƻǳǊŎŜǎΦέ
Source: Predicts 2016: Threat and Vulnerability Management, Gartner.

ω If you really want to protect your network, you really have to know your network. You 
have to know the devices, the security technologies, and the things inside it.
Source: RSA Conference, Rob Joyce, NSA TAO Chief, UsenixEnigma 2016 

Is securityvisibility Important ? 

Not even Superman 
is able to see 
through Networks to 
find threats !

USERS

VULNERABILITIES

BEHAVIORS
ATTACKS

IT ASSETS



Source 1:PonemonInstitute study
Source 2: PonemonInstitute study 
Source 3: Windows

What will happen without Real-Time Detection 
and Timely Response ? 

Average of 1.27 million US$ 
annually in time wasted

Average 200 Days to detected 
Security breach and 80 Days to 
Contain it. 

Average number of reported alerts 
received per week is 16,937 and 
only about 4% of them could be 
Investigated.

1.27
million 

200
days

16,937
alerts



Difficulties of O&M for Network Security

In average, an enterprise 
receives 16,937 alerts 

per week* !

*Source: PonemonInstitute Study of 
630 enterprises 

Without intelligent & 
automatic reporting tools, IT 
team has to read each report 

IT team has to identify real & 
effective threats amongst 

thousands of alerts  

After identifying the threat, 
due to lack of knowledge, IT 
team will waste time to find 

the right solution

Cost Calculation (Cost per Employee)

Time wasted per day: 4 hours
Average pay per day: US$ 60
Average wasted money per day: US$ 30
Average wasted money per month:  US$ 600
Average wasted money per year: US$ 7200

Not including the risk of 
employees missing important 
threats and related 
cost + reputation damage !


